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ABSTRACT

In the digital age, the growth of Al and digital technologies brings opportunities and cybersecurity risks. At the forefront
of this change are teenagers, referred to as ‘digital natives’. However, they may have difficulty using technology safely
without proper information security knowledge. This paper highlights the need for information security education for
teenagers in South Korea by referring to cases in the UK, Australia, and the US. These countries are already providing
education that prepares young people for cyber threats and future societal needs. Reflecting this trend, South Korea should
also establish comprehensive information security education for teenagers to equip them for the digital age.
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Analysis of domestic information

security curricula

Course

Information
name
Course . .
Choice-based curriculum
Types
Understand the development and
changes in society brought about
by digital technology, and develop
attitudes and abilities to
Goals

recognize and practice the

importance of information

protection and information
security




AR R 533 =FA] (2024, 6) 529

Computing systems

Content Data

organizat Algorithms and programming
ion Artificial intelligence

Digital culture

Living safely in a
digital society
requires following
Core Ideas
the rules of data
protection and
information security
Content element
Knowledge
and Information privacy
. understand and security
Digital .
ing
Culture P
Identify issues that
require the
application of
Courses . .
information
and .
protection and
Features .
security
technologies and
apply workarounds
Values and Good privacy and
attitudes security awareness
. Understand the need for
Achieve . . .
¢ information security and leverage
men . . .
. security technologies to practice
Criteria

digital ethics
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Developing 100k cybersecurity talent

Cyber | Regions
Training| Training
Ground | Center

(25k) (26k)

Regular | Special
Course |Training
(10k) (39k)

Qew supply labor(40k) Empowering incumbents(60k)

Fig. 1. Cybersecurity 100K talent distribution
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Table 2. State of Information Security Education
Programs in Korea

Organiza KISIA, Ministry of
tion Science and ICT
Period 2023 ~present
Information Security
S-Devel Development SW
Target

opers Development Ability
and personality

Network ,Systems,
Contents | Cryptography, Devops,

Project
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Training 24.3 ~ 24.12 Period 2023 ~present
Duration (10 months) Target | 24 years old or younger
Organiza KISIA, Ministry of
tion Science and ICT background, system
Period 2023~present ool Contents | hacking, web hacking,
College Student, forensics, cloud, project
Graduate (Expected)
Al Target Information Security Training 24.3 ~ 24.9
Security Advancement Hee 75 Duration (Tmonths)
dead
Contents | Malware. Network. 2.2 29| Huwot TKAH B4
Privacy, Project
Training 23.5 ~ 23.10 o=
Duration (6 monthes) 221 g= M
Organiza KISIA, Ministry of
tion Science and ICT A Il SFAer e =R
Period 2023~ present A9 AzlE3 (Computing programmes of
Job seckers. study)& 93t ol <=8 w&H<l UK
information security Department for Education 7|3tel] wp2w A4
professionals, students, Al AFAAE Key Stage 158 4744 v v,
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security, OT security
Period 23.7 ~ 23.11 Table 3. Information security lessons by key
(4 months) stage in the UK
Organiza KITRI, Ministry of
tion Science and ICT Key stage 1
Period 2012~present Use technology safely and respectfully,
Taraet 16 years of age or keeping personal information private: identify
older where to go for help and support when they
Best of Vulnerability analysis. have concerns about content or contact on
the Best digital forensics. the internet or other online technologies
(ko) Contents security consulting, Key stage 2
security product Use technology safely, respectfully and
development, Project responsibly: recognise acceptable/unacceptable
o 937 ~ 943 behaviour: identify a range of ways to report
Duration (9 months) concerns about content and contact
] i o Key stage 3
White Org.amza KIT.RI, Ministry of Understand _a  range of ways o use
e tion Science and 1CT technology safely, respectfully, responsibly
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and securely, including protecting their

online identity and privacy: recognise
inappropriate content, contact and conduct

and know how to report concerns

Key stage 4

Understand how changes in technology affect
safety, including new ways to protect

their online privacy and identity, and how to
identify and report a range of concerns
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Table 4. Information security course content by
grade level in Australia

Foundation to 2

Emphasize on using technology in a safe and

respectful manner, ensuring personal
information remains private. It’s critical to
identify resources for help and support when
encountering concerns about the content or
contact on the internet or other online

technologies

Years 3 and 4

Encourage the wuse of technology in a
responsible, safe, and respectful manner.
Recognize what constitutes acceptable and
unacceptable behavior when using technology,
and identify a variety of ways to report any
concerns about content and contact

Years 5 and 6

Understand a variety of methods to use
technology in a safe, respectful, responsible,
and secure manner. This includes protecting
online 1identity and privacy, recognizing
inappropriate content, contact, and conduct,
and knowing the procedure to report such

concerns

Years 9 and 10

Comprehend how technological changes can
affect safety, including new strategies to
protect online privacy and identity. It is also
important to understand how to identify a
range of concerns and know the appropriate
channels for reporting them
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Table 5. US National K12 Cybersecurity
Education Roadmap

Increase Cybersecurity Career Awareness

Grow and sustain youth and public
engagement in promoting cybersecurity
career awareness and exploration

Engage Students Where Disciplines
Converge

2 | Tdentify, design, and share cybersecurity
resources for the future STEM and
cybersecurity workforce

Stimulate Innovative Educational
Approaches

Enrich K12 cybersecurity  education

instruction and learning

Promote Cybersecurity Career Pathways

Cultivate youth pursuing cybersecurity or
4 | cybersecurity-related credentials (e.g.,
diplomas, degrees,
certifications, badges)

certificates,

Prioritize Research

Enhance efficiency and effectiveness of
K12 cybersecurity education programs

and instructional practices
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Table 6.

information

Implementation plan for regular
security education according to

domestic curriculum

Content element

Separati Elementar .
P Y Middle School
on school
Grades 5 - 6 Grades 1 - 3
Technical | The concept of .
. Copyright law
problem copyright
solving
and Explore ways to protect your
. . intellectual property through
innovati . o
on copyright infringement cases
Converg IoT Security
ing with . Concepts
. Basic -
sustaina . IoT Security
programming .
ble . Hands-on with
training
technolo Component
gies Utilization
Digital Basic
1g.1 a programming Secure Coding
society ..
training
and L it ts and
artificial earn security concepts an .
. . defense measures through real-life
intellige . . . .
nee hacking cases (social engineering
techniques, keyloggers, etc...)
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