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ABSTRACT

Recently, various Al chatbots based on large language models have been released. Chatbots have the advantage of
providing users with quick and easy information through interactive prompts, making them useful in various fields such as
question answering, writing, and programming. However, a vulnerability in chatbots called “prompt injection attacks” has
been proposed. This attack involves injecting instructions into the chatbot to violate predefined guidelines. Such attacks can
be critical as they may lead to the leakage of confidential information within large language models or trigger other
malicious activities. However, the vulnerability of Korean prompts has not been adequately validated. Therefore, in this
paper, we aim to generate malicious Korean prompts and perform attacks on the popular chatbot to analyze their feasibility.
To achieve this, we propose a system that automatically generates malicious Korean prompts by analyzing existing prompt
injection attacks. Specifically, we focus on generating malicious prompts that induce harmful expressions from large language
models and validate their effectiveness in practice.
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Table 2. Results of prompt injection attacks

Count (Rate)
1,021 (4.3%)

Criteria

Complete Success

Partial Success 237 (1%)
Failure 22,477 (94.7%)
Total 23.760 (100%)
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