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ABSTRACT

Recent rapid advancements in voice generation technology have enabled the natural synthesis of voices using text alone.
However, this progress has led to an increase in malicious activities, such as voice phishing (voishing), where generated
voices are exploited for criminal purposes. Numerous models have been developed to detect the presence of synthesized
voices, typically by extracting features from the voice and using these features to determine the likelihood of voice
generation. This paper proposes a new model for extracting voice features to address misuse cases arising from generated
voices. It utilizes a deep learning-based audio codec model and the pre-trained natural language processing model BERT to
extract novel voice features. To assess the suitability of the proposed voice feature extraction model for voice detection, four
generated voice detection models were created using the extracted features, and performance evaluations were conducted. For
performance comparison, three voice detection models based on Deepfeature proposed in previous studies were evaluated
against other models in terms of accuracy and EER. The model proposed in this paper achieved an accuracy of 88.08% and
a low EER of 11.79%, outperforming the existing models. These results confirm that the voice feature extraction method
introduced in this paper can be an effective tool for distinguishing between generated and real voices.
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