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ABSTRACT

With the rapid increase in data, saving storage space and improving the efficiency of data transmission have become
critical issues, making the research on the efficiency of data compression technologies increasingly important. Lossless
algorithms can precisely restore original data but have limited compression ratios, whereas lossy algorithms provide higher
compression rates at the expense of some data loss. There has been active research in data compression using deep
learning-based algorithms, especially the autoencoder model. This study proposes a new side-channel analysis data compressor
utilizing autoencoders. This compressor achieves higher compression rates than Deflate while maintaining the characteristics
of side-channel data. The encoder, using locally connected layers, effectively preserves the temporal characteristics of
side-channel data, and the decoder maintains fast decompression times with a multi-layer perceptron. Through correlation
power analysis, the proposed compressor has been proven to compress data without losing the characteristics of side-channel
data.
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Fig. 1. Autoencoder Structure
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Training Autoencoder for Leakage
Compression

Input: Trace set for training
T= (T, Ty, Ty .. Ty} . length of the trace

L, number of traces N
Output: Trained Model
M= (M, My, My, ... My)
1. W [ L%windowsize] // Calculate the
number of models
2. Z— {2, %, Zy.Zy)// is the training
datatset seperated by windowsize
fori =0 to W do
idx <1 * windowsize
idx,<—idx+ windowsize
Z; — T[idxs : idxe]
end for
Make Models E= (B, E, E, .. Ey} for
compressing each Z
9. Make Models D= (D, D,, D,,...Dy}for

decompressing data
10. for ¢ = 0to W do
1. Train M, = D(E(Z))
12. end for
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Fig. 2. Proposed Leakage Compression

Structure based on Autoencoder

Fig. 3. Algorithm of Training Autoencoder for
Leakage Compression
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Table 2. Comparing Points with the Highest
Correlation Coefficients in the Correlation
Power Analysis Results of Intermediate Values
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Method Raw Proposed Method

ibytes Data

1 10 50 100

1 1190 | 1190 | 1190 | 1190
2 1230 | 1230 | 1230 | 4516
3 1270 | 1270 | 1270 | 2738
4 1310 | 1310 | 1310 839
5 1350 | 1350 | 1350 | 1355
6 1390 | 1390 | 1390 | 1653
7 1430 | 1430 | 1430 | 3213
8 1470 | 1470 | 1470 | 2660
9 1510 | 1510 | 1510 | 2705
10 1550 | 1550 | 1550 | 1545
11 1590 | 1590 | 1590 | 2059
12 1630 | 1630 | 1630 | 4716
13 1670 | 1670 | 1670 | 3045
14 1710 | 1710 | 1710 | 2770
15 1750 | 1750 | 1750 | 1812
16 1790 | 1790 | 1790 836
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Table 3. Comparision of Compression Results
for ASCAD

Proposed Method Deflate
CR 10 20 40 100 2
Ty 73.5 | 65.7 | 62.6 | 60.3 520
T 572 | 286 | 143 | 57.3 2760

Eff 494 | 9.89 | 19.7 | 494
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