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ABSTRACT

The operating system (OS) of mobiles or embedded devices is based on the Linux kernel. These OSs request random
numbers from the Linux kernel for system operation, such as encryption keys and security features. To provide random
numbers reliably, the Linux kemel has a dedicated random number generator (Linux Pseudo Random Number Generator,
LPRNG). Recently, LPRNG has undergone a major structural changes. However, despite the major changes, no security
analysis has been published on the structure of the new LPRNG. Therefore, we analyze these structural changes as a
preliminary study to utilize the security analysis of the new LPRNG. Furthermore, the differences between before and after
the changes are divided into cryptographic and performance perspectives to identify elements that require security analysis.
This result will help us understand the new LPRNG and serve as a base for security analysis.
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Fig. 1. Overall structure of the previous LPRNG (kernel version 3.10)
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Fig. 6. Seeding process for secondary CRNGs
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H=min{d, 11} 47} 11& Z3sh= 4% 11
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23 24 e 0L Hela,
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2 Frolth. FEo] At wf 002 Z7|3hEl 8l

Z9 AE WA e I8 A oy 24"
ol7] witel tujo] 2 zelolrt 7|3k o §
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3 918 o E3en, dERIE (o7 7F

c}.

2) CPU &4 sl=gle] W71 (HW RNG)
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EN SN
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ngt}, oS 59, Freescale i.MX CPUE 24
;195 AHgsta vlEY CdlERs= 19/1024 =
0.0192 ARMI}(Ha: CPU AxAbE dEZY]
IAFL GEx A 22 29 /drivers/char/
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8) 2AFH F2 £ (scheduler timing)
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ofN o

0

wait_for random_bytes TS &
&

A9l 2] oMl E(power manager event)
A e Ao wHAg o E f3S yHle g
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o e

3

7) 2~ FEoA clamp.t 3FE ofgsle]  Aklsled
clamp_t= JEgke] WS Adsls 5ol fEgke)
HES Hlofvhe 749 H5ghs, e woive 4%
9zke wiglgith, LPRNGE #43kS 1, #9gke A8
9] =7)(64 wx 128) AAsl] AERI} 0o
A= 18 Wl A4 £9] 7718 dolvs A
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=
=
s
=

10) A9l AE=23 (latent entropy)
gEa AdS AFdd | 7] 717 21
71 ¢ gtk Ad dERIE Azt Al
S|
o

43 9l ASdelth. Wy 3o A A Fo]
nhc} gk Ale) £ zto|7) AE=d] LPRNGE
°]E #ldd(latent)elz} FEc}. CPUS Zoiwic}
A AERIE Fraly| Ha) 2 3o ddE A
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Table 2. Noise sources of the new LPRNG

type

t
(function name) entropy(e)

device information 0

(add_device_randomness)
HW RNG

fixed value

(add_hwgenerator_randomness) | for each CPU
g t t
us.er input even 0<e <1l
(add_input_randomness)
disk event
0<ecx<l1l
(add_disk_randomness) ¢
vm identifier 0

(add_vmfork_randomness)

if trust boot,

bootloader information )
data size X 8

(add_bootloader randomness)

else 0
1 <e<64
interrupt (32-bit CPU)
(add_interrupt_randomness) 1 <e <128

(64-bit CPU)

scheduler timing

1
(wait_for_ random_bytes)
power manager event
o 0
(random_pm_notification)
latent entropy 0

(add_latent_entropy)

* blue box: new noise sources
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Table 3. Structural changes: old vs. new LPRNG

cryptographic perspective

features old new
LPRNG LPRNG
mixing hash function
function TGESR (blake2s)
seeding dedicated HKDF-like
algorithm method method
(SHA-1) (blake2s)
if entropy
key change counter is every 60
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bits
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5 types
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performance perspective
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mode & counter is since READY
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th b
¢ n;lfm e (instead, one for each
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the number
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none
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CPU core
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