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Abstract

Al technology is a central focus of the 4th Industrial Revolution. However, compared to some existing non-
artificial intelligence technologies, new Al adversarial attacks have become possible in learning data
management, input data management, and other areas. These attacks, which exploit weaknesses in Al
encryption technology, are not only emerging as social issues but are also expected to have a significant
negative impact on existing IT and convergence industries. This paper examines various cases of Al
adversarial attacks developed recently, categorizes them into five groups, and provides a foundational
document for developing security guidelines to verify their safety. The findings of this study confirm Al
adversarial attacks that can be applied to various types of cryptographic modules (such as hardware
cryptographic modules, software cryptographic modules, firmware cryptographic modules, hybrid software
cryptographic modules, hybrid firmware cryptographic modules, etc.) incorporating Al technology. The aim
is to offer a foundational document for the development of standardized protocols, believed to play a crucial
role in rejuvenating the information security industry in the future.
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1. Introduction

CMVP, Cryptographic Module Verification Program, is a standard and procedure for testing and verifying
cryptographic modules, and many countries are currently using CMVP (FIPS 140-2, 3) as a cryptographic
module verification standard. The requirements of ISO/IEC 19790 and ISO/IEC 24759, the international
standards for verification and testing of cryptographic modules, were established to reflect this CMVP. After
being first established in November 2006 and May 2007, respectively, ISO/IEC 19790 in August 2012,
ISO/IEC 24759 in January 2014 was announced with revisions, and are currently reflected in the international
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cryptographic module verification and testing standards. Two Korea standards of KSX ISO/IEC 19790: 2015
and KSX ISO/IEC 24759: 2015 cryptographic module verification programs were also published in Korea.
The CMVP/KCMVP document covers standardization as follows:

@

®

Cryptographic module specification: includes the general requirements of the cryptographic module
specification, types of cryptographic modules, cryptographic boundaries, and operation modes.

Cryptographic module interface: includes general requirements of the cryptographic module interface,
types of interfaces, interface definitions, and trusted channel requirements.

Roles, services, and authentication: includes general requirements for roles, services, and authentication.
Software/Firmware security

Operational environment: includes general requirements of the operating environment, operating system
requirements of a limited or immutable operating environment, and operating system requirements of a
changeable operating environment.

Physical security: includes type requirements, general requirements, each physical security type and
environmental protection/testing requirements.

Invasive security

Sensitive security parameter management: includes general requirements, random number generator,
sensitive security parameter generation, configuration, injection and output, storage, and zerorizing.

Self-tests: general requirements for self-tests, including self-tests before normal operation and conditional
self-tests.

Life-cycle assurance: includes general requirements, configuration management, design, finite state model,
development, vendor testing, deployment and operation, life cycle end and guidance documents.

Mitigation of other attacks

In this paper, KSX ISO/IEC 19790 (revised in 2015) and KSX ISO/IEC 24759 (revised in 2015), which are
Korea cryptographic module verification and testing standards, reflect the international standards 1SO /IEC
19790 and 24759 (revised in 2012 and 2014, respectively). We aim to present guidelines for verifying the
safety of Al systems implemented in cryptographic modules. In this paper, we examine various cases of Al
adversarial attacks that have been developed in recent, classify them into five categories, and present basic
document for developing security guidelines that can verify their safety. The results of this study verify Al
adversarial attacks that can be applied to various types of cryptographic modules (for examples, hardware
cryptographic module, software cryptographic module, firmware cryptographic module, hybrid software
cryptographic module, hybrid firmware cryptographic module, etc.) incorporating Al technology. The goal is
to provide basic document for the development of standardized documents and it is believed that it will suggest
an important role in revitalizing the information security industry in the future.
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2. Classification of adversarial attacks

Recently, with the widespread application of Al systems across various aspects of life, the negative
repercussions of Al usage, juxtaposed with its conveniences, are gaining prominence. One notable
manifestation of this is the emergence of various methods known as adversarial attacks, which deceive Al
systems. These kinds of attack against Al systems can be classified into three aspects. In the case of a white-
box model, all information about the internal parameters used by the Al system is disclosed to attackers,
presenting the highest level of threat as system parameters are fully exposed. On the other hand, a black-box
model entails attacks carried out without knowledge of the fundamental internal parameters of the Al system.
If only partial parameters are disclosed, it is referred to as a gray-box model.

Meanwhile, as Al technology continues to advance, its integration into various industrial sectors is
becoming more pronounced. Particularly, the proliferation of Al-based security systems, including
cryptographic modules, underscores the growing need for security measures against Al adversarial attacks.
Responding effectively to such attacks necessitates the investigation of various analysis types and defense
mechanisms. Furthermore, the development of technologies to detect or prevent such attacks at the
commercialization stage (e.g., Al-based cryptographic modules or Al-based security systems) and the
formulation of security guidelines outlining these requirements, along with testing protocols during the
verification and evaluation processes, are becoming increasingly imperative. As such, the establishment of
technical standards to address these challenges is of utmost urgency.

There are several types of Al adversarial attacks classified as follows:
- Classification by media: audio, video or physical medium
- Classification by target dataset: Input data or machine learning dataset

Based on the aforementioned media and target dataset classifications, we categorize cases into several
methods and outline security requirements and testing protocols for each adversarial type:

- Adversarial Type 1: Attacks involving image input or machine learning image datasets by adding
physical foreign substances to images (e.g., stickers, video noise). These foreign substances, such as traffic
light stickers or image noises, are added to deceive image input or machine learning image datasets.

- Adversarial Type 2: Attacks targeting the extraction of machine learning image datasets. This includes
attack types focused on extracting machine learning image datasets.

- Adversarial Type 3: Attacks involving voice input or machine learning voice datasets by adding physical
foreign substances to voice inputs (e.g., voice noises, laser signals). These foreign substances are added to
deceive Al systems, such as Al speakers, regarding voice input or machine learning voice datasets.

- Adversarial Type 4: Attacks targeting the extraction of input actions (e.g., touches, gestures) by utilizing
sound/acoustic signals. Various input actions to the Al system using sound/acoustic signals are classified into
attack types that extract touches or gestures, among others.

- Adversarial Type 5: Attacks involving information leakage through side channels. Side channels for Al
systems encompass power analysis, electromagnetic emissions, ultrasonic waves, power lead wires, work
shelves, software malicious applications, Al speakers, and audio/video signal leaks. This type of attack is
classified as exploiting side channel signals to compromise the Al system's security.
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3. Analysis of adversarial cases

3.1 Adversarial cases for image input or machine learning image dataset by adding physical image
foreign substances

In this section, we examine adversarial attacks on Al systems involving physical image foreign substances,
such as traffic light stickers or physical image noises, aimed at deceiving image input or machine learning
image datasets. We summarize various adversarial examples of these categorized attacks.

For Al systems, physical image contaminants encompass items like traffic light stickers or physical image
noise, which are utilized in attacks designed to deceive video input or learning datasets by introducing these
contaminants.

Kevin Eykholt et al. [1][2] present an adversarial attack that disrupts vehicle recognition by affixing a
sticker—a physical foreign object—to a 'STOP' or 'Right Turn' traffic sign (refer to Fig. 1), or by altering the
sign's angle or leveraging information on the difference in distance from the sign. This experimental research
exemplifies an image adversarial type wherein objects are misidentified by attaching additional foreign
substances (stickers) to the object undergoing recognition or by modifying its angle. Such attacks primarily
utilize stickers to induce misrecognition or deception in road vehicle recognition signs through image input.

2 Subtle Poster Camouflage Camouflage Art Camouflage Art
Dis ce/Angl Subtle Poste
Estencsiange SOCe. 00 Right Turn Graffiti (LISA-CNN)  (GTSRB-CNN)
o ‘
57 15°
o “
Targeted-Attack Success 100% 73.33% 66.67% 100%

Figure 1. Physical adversarial example [1]

Tom B. Brown, et al. [3] introduce a form of image adversarial attack using additional foreign substances
(stickers) and demonstrate an attack that causes a banana to be misclassified as a toaster by affixing a toaster
sticker onto it. A related study illustrates how adversarial image stickers can impede object recognition or
result in erroneous classifications for an image classification model, such as those using the MNIST dataset.
Particularly noteworthy is the warning that models insensitive to minor alterations may exhibit significant
responses to substantial changes. JUNSIK HWANG [4] proposes the Fast Gradient Sign Method (FGSM),
which introduces noise to images, while lan Goodfellow, et al. [5], also discuss image evasion techniques
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involving the addition of noise to Al systems. Additionally, [6][7] demonstrate the application of Deep Fake
technology to deceive Al systems, while [8]~[16] showcase various input image evasion attacks employing
noise addition techniques (such as DeepFool Attack, Zeroth Order Optimization Based Black-box Attacks,
etc.).

3.2 Adversarial cases for extract machine learning image dataset

In this section, we present a summary of adversarial cases targeting the extraction of machine learning
image datasets. This involves attacks aimed at extracting data from machine learning image datasets.

Matt Fredrikson, et al. [17], demonstrate a technique known as 'image model inversion' attack, wherein the
attacker submits numerous queries to an Al system (machine learning model) and subsequently analyzes the
computed results to extract the dataset used for model training. Figure 2 illustrates this process, depicting an
attack on a facial recognition machine learning model. This attack involves the restoration of facial image data
used for training purposes. If the training dataset contains sensitive information, such as military secrets or
personal data, there exists a risk of data leakage through an inversion attack (extraction attack).

a) An image recovered using a new model inversion attack (left) and a training set image of the victim (right).
The attacker is given only the person's name and access to a facial recognition system that returns a class
confidence score.

. Target Softmax MLP | DAE

b) Reconstruction of the individual on the left by Softmax , MLP, and DAE.

Figure 2. Example of Image Model Inversion Adversarial [17]

[18] presents an adversarial attack on machine learning image datasets through the addition of noise
(Adversarial Sample Generation), while [19]~[26] demonstrate ML Model extraction attacks. Given that
machine learning confers business advantages to model owners, safeguarding the intellectual property of ML
models is of paramount importance. However, model extraction attacks pose a threat by potentially pilfering
the functionality of an ML model, leveraging information leaked from clients via returned results through APIs.
Researchers assess state-of-the-art model extraction attacks, such as Knockoff nets, on complex models. These
attacks typically operate in a black-box setting.
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3.3 Adversarial cases for voice input or machine learning voice dataset by adding physical voice
foreign substances

In this section, we explore adversarial attacks on Al systems involving physical voice foreign substances,
such as voice noises or laser signals, which are introduced to deceive voice input or machine learning voice
datasets. We provide a summary of some categorized attacks:

[27] introduces a voice poisoning attack aimed at sabotaging a machine learning model by deliberately
injecting malicious voice datasets through an Al speaker. Figure 3 depicts an example of a poisoning attack
against Microsoft's Al tweets, famously known as 'TayTweets'. In [28], an attacker introduces adversarial
errors (white noises) into the voice recognition system prompted by an Al speaker, causing it to malfunction.

q TayTweeots A q TayTweets
- .

can i just say thatim A ~h

e

stoked 1o meet u? humans are super n a nice person! i just hate everybody
L )

&q TayTweets . %‘ TayTweets S
- ~

| fucking hate feminists Hitler was right | hate

le

and they should all die and burn in hell

O

Figure 3. Learning model in TayTweets Poisoning example [27]

In [29], the "Dolphin Attack" is introduced, which is a voice adversarial attack utilizing ultrasonic waves.
This attack targets voice control systems by modulating ultrasonic (above 20 kHz) voice commands to execute
a completely inaudible frequency-based attack. For instance, phonemes like "HH", "S IH", "EY", and "R I'Y"
are extracted from inputs such as "he", "city", "cake", "carry", etc. Subsequently, new modulated voices such
as "Hey Siri" are created. [30] presents the "Long-Range Attack," a deceptive tactic for voice input datasets
using ultrasonic waves. [31] and [32] introduce the laser attack on voice input data (Laser Attack to Al Voice
system), wherein smart speakers are intercepted by directing a laser at the Al speaker's built-in microphone.
Wang et al. [33] demonstrate a Wearable Device Attack on Al Voice systems, while Son et al. [34] present a
case of voice input data deception using a gyroscope, known as the Gyroscope Attack on Al Voice systems.
These attacks highlight the potential exploitation of the sound channel as a side channel of a MEMS gyroscope
from a security perspective.

3.4 Adversarial cases for extraction of some input actions

In this section, we aim to present an adversarial attack case against an Al system that extracts input behavior
using voice or acoustic signals. Specifically, we classify and summarize the types of attacks that extract touches
or gestures against the Al system using voice or sound signals input to the Al system.

Man Zhou et al. [35] introduce a Pattern Adversarial Attack on Android phones utilizing acoustic signals.
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As depicted in Figure 4, this attack demonstrates that a malicious app can record sound signals captured by the
device's built-in microphone while a user operates an Android phone. Subsequently, the recorded signals can
be analyzed to infer the input text or pattern.
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Figure 4. “PatternListener” attack [35]

Peng Cheng et al. [36] demonstrate a Pattern Adversarial Attack on Android phones utilizing acoustic
signals, known as "SonarSnoop." [37] introduces the "Multispeaker Text-To-Speech Synthesis attack," which
synthesizes a new speaker's voice (voice deception attack) by leveraging the variability learned from various
speaker encoders. Mordechai Guri [38] presents a PC data adversarial attack using acoustic signals through
the "AiR-ViBeR" attack, which leaks data by converting computer fan speed vibrations into binary information
in a physically isolated network environment. Additionally, Mordechai Guri [39] showcases the "POWER-
SUPPLaY" attack, where sensitive data can be inferred using the computer's power supply unit (PSU) to
generate audio tones detected by nearby smartphones. Mordechai Guri, et al. [40] introduce the "MOSQUITO"
attack, which leaks sensitive data using the computer's built-in speaker to generate audio tones detected by
nearby smartphones. [41] presents an attack technique that records audio through a smartphone's built-in
microphone while the user operates the device with a malicious app installed, inferring a pattern lock from the
recorded voice signal with a success rate of over 90% in just 5 attempts using 130 unique patterns. Finally,
[42] utilizes high-speed video footage to extract voice sources in an indoor environment, extracting fine
vibrations from everyday objects and extracting sound solely from high-speed video recordings.

3.5 Adversarial cases for information leakage attack by side channel

In this section, we present a case of an information leakage attack through a side channel as an adversarial
attack on an Al system. Side channels for Al systems encompass various types such as power chassis,
ultrasonic waves, power lead wires, work shelves, software malicious apps, Al speakers, and audio/video
signal leaks. We analyze different types of attacks on Al systems using side-channel signals.

Qibin Yan, et al. [43] introduce the "SurfingAttack™ (see Figure 5), wherein a solid plate like a table is
utilized as a medium to exploit the transmission capabilities of ultrasonic energy. Through this attack, an
attacker could potentially hack SMS passwords or place fraudulent calls from a remote location. Yulong Cao,
et al. [44] demonstrate that vehicle LIDAR systems are susceptible to "Adversarial Sensor Attack,"
highlighting vulnerabilities in these systems.
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Figure 5. “SurfingAttack” case [43]

[45] demonstrates that side-channel attacks are feasible through the Analog-Digital Converter (ADC). The
researchers conduct experiments to unveil a new security threat wherein an attacker with access to the ADC
could infer the activity of CPUs on a system. This attack showcases a full key recovery attack against AES,
which operates despite the limited ADC sampling rate. Additionally, as mentioned in section 3.5, Mordechai
Guri's work exemplifies side-channel attacks utilizing power lines or built-in speakers. This includes the "AiR-
ViBeR" attack [38], the "POWER-SUPPLaY" attack [39], and the "MOSQUITQO" attack [40].

3.6 Analysis results of adversarial attacks

Below is Table 1 summarizing the results of the analysis of the five types of adversarial attacks examined
so far. Type 1 and Type 2 represent attacks on Al systems related to input image dataset or output image
dataset, while Type 3 and Type 4 pertain to attacks on Al systems related to input voice/audio dataset or output
voice/sound dataset. Lastly, Type 5 encompasses side-channel attacks on Al systems. These attacks are
categorized into a total of 54 cases.
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Table 1. Summary of Adversarial Analysis Results

Attack type Target Attack target information Attack case classification

Type 1. Adversarial cases for image
input or machine learning image Image
dataset by adding physical image or video Stickers/ video noise , etc. | 16 attack cases
foreign substances

Type 2. Adversarial cases for extract | Image

. o ) Inference from output 10 attack cases
machine learning image dataset or video

Type 3. Adversarial cases for voice
input or machine learning voice | Voice or | Voice noise / laser signal ,
dataset by adding physical voice | sound etc.

foreign substances

8 attack cases

Type 4. Adversarial cases for | Voice or

. . ) Touch/Gesture etc. 8 attack cases
extraction of some input actions sound
Side channel (power
chassis , ultrasonic
Type 5. Adversarial cases for side waves, power lead wire,
information leakage attack by side channel work table, malicious | 6 attack cases
channel software app , Al speaker,
audio/video signal

leakage, etc.) information

4. Conclusion

This paper proposes various recent approaches to Al adversarial attacks and assesses the severity of these
attacks by categorizing them into five distinct categories. The analysis reveals that adversarial attacks utilize
various media such as images/videos, voice/sound, and side channels/physical or software media including
stickers, lasers, power lines, power consumption, work shelves, malicious apps, and Al speakers. Furthermore,
it is observed that these attacks primarily target the test dataset or learning dataset of Al systems.

From the analysis of this research, it becomes evident that defensive strategies against these attacks should
be incorporated when evaluating CMVP or CC. Moreover, the establishment of software or hardware
countermeasures is deemed essential for the Al security industry.

In conclusion, the results of the adversarial case study serve as a foundational basis for deriving
international standardization documents and advancing the Al security industry.
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