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A Study on Efficient BACnet/SC to ensure Data Reliability
in Wireless Environments
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ABSTRACT

Recently, smart buildings that can efficiently manage energy using ICT technology and operate and control through the
building automation system by collecting data from a large number of IoT sensors in real time are attracting attention.
However, as data management is carried out through an open environment, the safety of smart buildings is threatened by
the security vulnerability of the existing building automation protocol. Therefore, in this paper, we analyze the major data
link technology of BACnet, which is used universally, and propose OWE-based efficient BACnet/SC that can ensure the
reliability of data in a wireless environment. The proposed protocol enables safe communication even in an open network
by applying OWE and provides the same level of security as BACnet/SC in a TLS environment. As a result, it reduces

the connection process twice and reduces the average time required by 40%, enabling more efficient communication than
before.
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NG, Source Destination Protocol Length Info
192.168.1.12 192.168.1.9 HTTP 337 GET / HTTP/1.1
192.168.1.9  192.168.1.12 HTTP 350 HTTP/1.1 101 Switching Protocols
192.168.1.12 192.168.1.9 BACnet/SC 156 Connect-Request (vmac=11:11:11:11:11:11,uu
192.168.1.9 192.168.1.12  BACnet/SC 136 Connect-Accept (vmac=11:11:11:11:11:11,uui(
192.168.1.9  192.168.1.12 BACnet-APDU 123 Confirmed-REQ  readProperty[ 1] analog-oi
L 192.168.1.12 192.168.1.9 BACnet-APDU 149 Complex-ACK  readProperty[ 1] analog-of

> Internet Protocol Version 4, Src: 192.168.1.9, Dst: 192.168.1.12

> Transmission Control Protocol, Src Port: 47888, Dst Port: 47808, Seq: 2892, Ack: 547, Len: 41
> Transport Layer Security

> WebSocket

> Building Automation and Control Network LPDU

> Building Automation and Control Network NPOU

> Building Automation and Control Network APDU
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710.0.218.074  192.168.222.128 BACnet-APDJ 59 Confirmed-REQ readProperty| 1] analog-ol
8192.168.222.128 10.0.218.174  BACnet-APD) 76 Complex-ACK  readProperty] 1] analog-of

Freme 7: 59 bytes on wire (472 bits), 59 bytes captured (472 bits)

Ethernet II, Src: VMware_c0:00:08 (0:50:56:¢0:00:08), Dst: VMware_34:25:b9 (00:8c:29:34:a5:b9)
Internet Protocol Version 4, Src: 10.8.218.174, Dst: 192.168.222.128

User Datagran Protocol, Src Port: 47808, Dst Port: 47808
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dd:dd:dd:dd:dd:dd Siliconl_cc:cc:cc 802.11
Siliconl_cc:cc:cc dd:dd:dd:dd:dd:dd 802.11

139 Association Request, SN=3,
114 Association Response, SN=3

PMKID Count: @
PMKID List
> Group Management Cipher Suite: 00:0f:ac (Ieee 802.11) BIP (GMAC-128)
vExt Tag: OWE Diffie-Hellman Parameter
Tag Number: Element ID Extension (255)

Ext Tag length: 35

Ext Tag Number: OWE Diffie-Hellman Parameter (32)

Group: 256-bit random ECP group (19)

Public Key: @22cb52f7393beflalf8e178bb27658f859293a530eaf45f8f34a2264dbe36270¢)
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zZsto]l (28 1003 o] & 24vfo]E9f & AR
g}, AADE 240]E9] Frame Control L9} 128}
olE9] £412F MAC T4 =, 6ulo]E<] BSSID
g, ZH}O]EQJ Az dy = g 2vko] EQ] QoS
s Agsto] ARg3Th

= HolH+e <% 4>
Qo g,
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Control ¥

~192.168.1.12 192.168.1.9 BACnet/SC 140 Connect-Request (vmac=11:11:11:11
192.168.1.9 192.168.1.12 BACnet/SC 124 Connect-Accept (vmac=11:11:11:11
192.168.1.9 192.168.1.12 BACnet-APDU 111 Confirmed-REQ readProperty[ 1
-192.168.1.12 192.168.1.9 BACnet-APDU 133 Complex-ACK readProperty[ 1

TEEE 862.11 QoS Data, Flags: .p.....T
T!Be/SubtzEe: QOS Data (0x0028

[Frame Control Field: ex8s4l

.000 0000 1100 1010 = Duration: 202 microseconds

Receiver address: Siliconl_ceiccice (ccicciceicciccice)

Transmitter address: dd:dd:dd:dd:dd:dd (dd :

Destination address: Siliconl_cciccice (cc: :

Source address: dd:dd:dd:dd:dd:dd (dd:dd:dd:dd:dd:dd)

BSS Id: Siliconl_cciccice (cciceiceiceice:ce)

STA address: dd:dd:dd:dd:dd:dd (dd:dd:dd:dd:dd:dd)
AAAAAAAAAAAA 0000 = Fragment number: @

0000 0000 0110 .... = Sequence number: 6

»|aos Control: oxeeen

~|GcMP parameters

CCMP_Ext. Initialization Vector: @x008000000060

Key Index: ©

[TK: abef4601de8f159c5195ecf10c772faa]
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