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Zolch.  IND-CPAHQHE W53l PKE(Public
KeyEncryption) dxz]&e] A5},
Okamoto ¥3-3 %3} IND-CCA2 HoHE utEsls
KEM< A gH2].

B # R, = Z XWX+ DA
o] A=, g = 33290]3;, 2 16-bit A3
& AHggch Kyber®] ¥7H71/7H217] %42 Number
Theoretic Transfrom (NTT) =8l Fre]mZ NTT
%92 Ao, F odat ¥t A Hom deA 9l
t}. @A NISTe|#4 ML-KEM z}& ©]Z22 FIPS
203 415 A3

Fujisaki

2.2. Crystals-Dilithium

Dilithium& Module-LWE 7|4t AzpA= e
Zolch4]. Dilithiume 2A] 7] A4 24, M A4
A, A AZE o7 o] Fojxlc). t}skA] 3t R

= Z XWX+ yelld - Aste]  Alsgun,
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2.4. MAIY ZX| (AVR/MSP430)
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memory, 53t Fa}golt},

AVRE AtmelAlel A Al A Akl MCUe|
8-bit o}z el 5o ek W4 x| 2l 8-bit 7] 7}
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Store Instruction X 256
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3.1.3. Hashing
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3.1.4. Constant Reduction
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Fofl oz WE AE weks Aeksielvh shA| R
AVR/MSP4303} -2 #|Alef A= wE A ZE]7}
SABA & ak ok, of2 Jje] A 2E el I
AAAbE el A Aeky] witel| shift ®EAE o
2] W ARg-ste] P
Montgomery reduction®} Barrett reduction= #] A}
oF Q1 AVR/MSP430 33 el|lA] Falste 75,
A|2E Z7)7F 247} 8-bit, 16-bito] 22 82 w16
of wisol] aRHSRE shift ARS Astel wgAQ)
Teo] 7ls3lth o] & E¢1, PQCLEAN ZRAE
[16]4] Kyber 73 E2] Barrett reduction 32-bit #k
of thall 26W9) right shift A4 8l o}g o
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(E 1) Kyber/Dilithiume| £ HEHE AE] ALZZ
gaaz | A s ¢
(Bytes/=L7]) | (Bytes/Z7]) | (Bytes/Z7])
2,048/ 1,024/ 1,024/
Kyber512
2X2 2X1 2X1
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3X3 3X1 3X1
8,192/ 2,048/ 2,048/
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4X4 4X1 4X1
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6X5 5X1 5X1

o 57,344/ 7,168/ 7,168/
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10 fori =20 ...
2 forj =0 ..
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4 end for

5: end for
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8: end for
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11: end for
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1 . n-1 do
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7 end for
8: end for
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11:  t = NTT(t)

120 th) += {

13: end for
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