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Effective Adversarial Training by Adaptive Selection of
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ABSTRACT

Although federated leaming is designed to be safer than centralized methods in ferms of security and privacy, it sfill has many
vulnerabiliies. An attacker performing an adversarial attack intentionally manipulates the deep learning model by injecting carefully
crafted input data, that is, adversarial examples, into the client’s fraining data to induce misclassification. A commmon defense strategy
against this is so-called adversarial fraining, which involves preemptively leamning the characteristics of adversarial examples info the
model. Existing research assumes a scenario where all clienfs are under adversarial affack, but considering the number of clients in
federated leamning is very large, this is far from redlity. In this paper, we experimentally examine aspects of adversarial training in a
scenario where some of the clienfs are under attack. Through experiments, we found that there is a frade-off relationship in which the
classification accuracy for normal somples decreases as the classification accuracy for adversarial examples increases. In order fo
effectively utilize this frade-off relationship, we present a method to perform adversarial training by adaptively selecting a loss function
depending on whether the client is attacked.
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central entity

(T 1) FL ALY 28 (Y 2

§ Data sharing participating client

: Client not participating in data sharing

/" Communication with guaranteed privacy

global model

2P A & 37H9| U] AIBE])

(Figure 1) FL system model(central cloud server and three edge entities)
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edge entities are subject to adversarial attacks
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