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Study of Electronic Hardware Integrated Failure Rate: Considering
Physics of Failure Rate and Radiation Failures Rate
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[Abstract]

This paper presents a method for analyzing the reliability of hardware electronic equipment, taking into account failures caused by
radiation. Traditional reliability analysis primarily focuses on the wear out failure rate and often neglects the impact of radiation failure
rates. We calculate the wear out failure rate through physics of failure analysis, while the radiation failure rate is semi-empirically estimated
using the Verilog Fault Injection tool. Our approach aims to ensure reliability early in the development process, potentially reducing
development time and costs by identifying circuit vulnerabilities in advance. As an illustrative example, we conducted a reliability analysis
on the ISCASSS circuit. Our results demonstrate the effectiveness of our method compared to traditional reliability analysis tools. This
thorough analysis is crucial for ensuring the reliability of FPGAs in environments with high radiation exposure, such as in aviation and

space applications.
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Table 1. Research trends based on radiation failure rate
analysis techniques.

Method Paper Description

O Laser attacks thorough the side of the IC.

(O More energy consuming than traditional
laser test.

(O Approach is to solve the problem of laser
beam size.

O A group of the gates are bombarded with
the laser beam.

O Proton beam testing with 2.4 MeV ~ 57.6
MeV for microcontrollers

(O Test Equipment (AP8: NASA’s radiation
belt model)

(O Proton beam testing with 6 MeV ~ 37 MeV
for FPGA.

O Tools were developed for beam monitoring
and manipulating.

(5]

Laser
[6]
Hardware
Fault
Injection
Approach

(7

Ton

(8]

O Transient pulse is modelled by a Binary
Decision Diagram.

(O Analysis about Fault propagation & critical
path by symbolic approach.

(O Analytical approach for logical masking
effect.

O Probability propagation concepts

O Analytical approach based on the Boolean
satisfaction.

O Circuit is computed using the Boolean
satisfaction rules.

O Effective chare collection parameter model.

O SPICE circuit simulations for SEE that
deposits charge in one of the sensitive
volumes.

(O Charge collection: simplified analytical
model; differentiates between tracks that
cross drain and those that do not (SRIM).

O Circuit response: pre-characterized Qcrit
and LETcrit for tracks crossing drain.

O Charge collection: simplified analytical
model; differentiates between tracks that
cross drain(funnel) and those that do not
(simple random walk model)
(SEMM+TRIM).

O Circuit response: pre-characterized Qcrit in
SPICE simulations.

(O Charge collection: all charge generated in
sensitive volume

O Circuit response: pre-characterized Qcrit

[9,10]

Static | [11-13]]

[14,15]

Software [16]
Fault
Injection

Approach

[17]

micC

(18]

[19]

oyt FAE &3}ty HSl, software fault injection
approach”} TFFSHAl A% 3L JTHIJ-[19]. Software fault
injection approach™= simulation 7|t A% 4] ZHEE o] §
sto] 3o AR A8} Software  fault
injection approach= =7 1) static approach®} 2) dynamic
approach @ -] ® T},

1) static approach= 54 H|o|H +x
(symbolic approach)¥} t<=8} L=
(analytical approach) .2 HFAFA

=2 O
I1FES

dynamic approachi= 32 Ulo] A&-S 5 ¢ A& oA
Faste] WA 1GES A% o2 gt software fault

_‘:_—'_
E’_ 5

A

"l:‘ 74]}\}‘& e }JQEE E‘:} Xo@'?l’

injection approach+= H]-8-°]

A==



E 2. g4 FiHnalol o MA FH| 28 ¥ HI2E

&3 2z F (MIL-STD-810H)

Table 2. Environmental temperature table for operating and non-operating electronic equipment by environmental category

(MIL-STD-810H).

Season Temperature Hours Life Profile(Hours) Count
State . sg 0 Daily | Daily | Daily 1our Design % Min Ramp Max Ramp iy
(Daily Cycle) ™) Low | Hight (Iyrs) (10yrs) ’ Temp Up Temp Down (24hours)
Spring/Fall
6 28 39 1296 12960 15 6 6 6 6 540
(A3)
On Summer
3 26 35 648 6480 7.5 6 6 6 6 270
Duty (B2)
9 Wint
(30%) ((‘;;’r 30| 32 | a2 648 6480 | 7.5 6 6 6 6 270
Sub Total 12 - - 2592 25920 30 - 1080
Spring/Fall
6 28 58 3024 30240 35 6 6 6 6 1260
(A3)
Off Summer
3 30 63 1512 15120 17.5 6 6 6 6 630
Duty (B2)
9 Wint
(70%) ((lznljr 300 33| 25 | 1512 | 15120 | 175 | 6 6 6 6 630
Sub Total 12 - - 6048 60480 70 - 2520
Total 8640 86400 100 - 3600
2-3 Sgt s Sherlock 223 E¢]|013= JEP-122F0llA] AIABlaL Q= 4714] a1
ARG Aelo] G, S vholol s 1= by, A7 %
W) 8ol AbAe] iR g B0l FRSALE W &4 404 9, UER vlolelol g swew Bl
LA FA 7)o M gtel] whet Aol o3k sl St a1 BA S Sregsir 4],
3 QITH20)-22]. 719 el Aglow F& AMEH g 7l2]e] <3 (HCE; hot carrier effect) 3t 7H2]o] (hot
aging, G3}o} 22 Y522l 2213 t&Eo] FAA YA} 5 carrier)°l] 9]} =8 At (threshold voltage) 7} 57 HAF 74
off gk 952l a2le] #Ao] Fasislrh ¥ AlME  ah= @4olth & AEo] YIS EMAAE AFEAIZ] B0
oleldt BAIE 9557 s, A9 203 SRAN & L} EdA2E D717} 2He4= dhay sl olith
Q& et B 1 HES AN S 1FES Bl 1 59 Hpolo]a &% BOFAA] (negative bias temperature
ZHPoF) TA 22 U aging 375} SAA AT AlE instability)-> A7t 3120l A F218 u) Alo] E o] S-x1gtof|
o2 b AR wFEe] Fow Hejank sfo] 2fe] S-go] BOPgalAE Aolct. ufoloj s 2x

3-1 Sherlock software

1% E2|(PoF)# 227 WA Y<F (failure mechanism)S ©]-&
sfo] Al2Ele] Yol 891 A8 B3l AlFY] FHE dS
sh= 7]szoltt [23],[24]. Al&=E U891 1C 3, A} A

h
TR, AR 9 2912

508 de, 98 eE Fon
AzsEle] AR BN (SR, A )= TAE,

17 B E o] &3 AlF S dl5317] 93, FR solution
A19] Sherlock 2 E $J|o1E AH8-5)31 T} Sherlock 4~ E $]|o]
= Mt 3] 29] HHEA] aging H4] (semiconductor wearout
Jso®  AEe 5T & Utk
Semiconductor wearout analysisE ~335}7] fs|A= FHEA
As, 54 271, 4714 54,

~

analysis)

219

b g 218)d 32 NMOSeol| sk o] ulo]ojr 25 B9

7174 (PBTI; positive bias temperature instability, )2} PMOS2] &

9] Hjolo]~ 2% EQPHA (NBTI; negative bias temperature

instability) = T-E-ElTh o] 714 §-0] vlo]oj i % Bk o]

o] nlojoi 2~ R & B R Eslr) A7) widll, &< vk
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A 9
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A 2k = A A1
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ol o)k 2k} whjol oja) WAL, 3 34719) A9, 4
spe} g1 A 155} Ak 9] 1ol =(void) 9] ok 9]
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I} ujd o] A = o] W (short) HAY ST
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B Aol = AAg st dlx| vl 3] 2o TSt aging L HES
A7) AAste] the-o] 4714 4] AakE eIt
1HAIRD Wi ek= 3] 2 2182 Sherlock A2 E9l|o] & A&
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. A WXt 3252 FE 2 pin, gate 5] GHHZ Q]
A 29 A% o] 9lo] Sherlock AEEYofo] vz g3t
%= Gtk Sherlock A2 Egojo] Qg AR s 55 0}71 <18,
Hx|ut 3] 28} AL 7]°5 9] -8 ICE ATHESH3IAL o]l
gk te|EAEE StRsgitt. guE do ]EV‘]EOHT: '
atel] thgh &2 AE(A7], A, 24 BR)% H714 54,
<5 EA 5o ZgkE o] 9lof o]F o] 8-38}4] Sherlock A E
glojell dagt ARE d& 5 Uk
2GHAIO] FE el 2 8k 6 [C9] A HE Sherlock AXE
glojell i=dste] B35 AAlsks A4lolth F-5 R o]
A AN B wlx|wta 3] 2ol gk HlolHAEE &8
ate] et B RdEe] 93 AR EE 109 H71A,
=of gk AK, IC 743 A=, H714 54, &% 54, A8
75 Alg= 5ol it
3TAIQ) 2 2RI Aol ICo] 1 o5S 9% T
37 2 9dS AolskE ©Alolth Sherlock AXEgo]<]
Aging 2] (wearout analysis)i= ICS] F=H 4| gt 2 =&
23 @ 2l(stress) 0. F A&}, - 9ol A= MIL-STD-810H
partl, annex CE ©]-&3to] tighil=o] &5 3 =15 49
SFGT tighil=i2 471 d o] 8l 2bol 7} 7] wliel, Al
A 2% RIS Z47) Aolgljof s Abyo] Hasith
MIL-STD-810Hl| A= 3714] £+ 7}e)312] (hot, normal, cold)
o w2 HA} gl o] -8 % -8 3 2 EE AAISAL 9
=2
4AAIR] A& o] (simulation)
I 2% Z2ilds o]gsle] 4] aging F-4(weartout
analysis)= 33} THAlelt) ICe] Z= Holg7t §lomz,
71 ZHAAL Q= ICol et 9% HE.e} Aolgh 3 2
o]-g3to] B FR= JAE A ™ate] 3433t
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4-1 Verilog Fault Injection tool

St=glo] AR O] vulnerability factorsE w-21517] 913t
EZ 02 VFI (Verilog Fault Injector) 3735 ©]-8-3F31tH25].
VFI 272 VPI (Verilog procedure interface)S- 7RO 2 7l
AskE) Al E=7o]t). VFI= IEEE 1364-20019] A2]%
Eﬁﬂ 2 SR, AR AAR A AlEYolHE A4
ATE VPIE ARS8, AlEdolAd 318 591 o]
}El(signal, port, reg)E %3] Bl W7 e 4= Qlth w3 o] F
HHlo]H w o5 gu|eke] AAk 7hssith 58] i
Verllog AlEdlolE oA VPI & A ¥stn=, VFI ¥
o] A& BAdsh= ol vk

VFI ’\]aﬂ%‘% o]-g-3to] AdhS FYstaL o] w 47H4
o] nAS BRI VFI Ag3H7d2 transient stuck-at-0,
transient stuck-at-lTJr e Ak ghs sl 2 3
T AIRE B )R] meh, ARk gho] At A9 =2 gk
I LR = gl Age] mpa) wd, AFES) AlEde]A
- golden run¥} & A3HA| E2ghe) Al AlE o] o] A
gL v o] 474 2 EF-E T26).

1) benign fault: =% Agro] A|2=glof] ojugh J 3P F=2
S Adeoltt A3to] I7FESE Wl W gho] A w5
A5k 4ol

2) SDC-non effect(*=+= masking fault): A]2=8lof] YA]H o=
Agto] WA AT & AlERA = 2|tk SDC-non effect=
clock time window, logical, architectural, S/W 5-2] 2.219] ]3]
A S = qdok Aol Alzgle] AEE Sl AlRNK(fault
latency time)& 7h~7) WHAY @910 wlie} th2u), AAIZE A~

[‘ﬂ

o

o, —{}

A

ox Mr 1o Hr pot

LL>

AN

Elof| A= fault latency time®l] e} A|2=El9] AZ] Aol o3-S
= 2= 9t}
- - 3 |— Golden
Golden RUN Simulation
g 5| VVP Model [ vep [ o | Fault
e T A = g Simulation
® » g
na —— c — B ?
Gate- o | [Fault Injection z Fault RUN %8
level |5 ? Library Z M oven [ Mes ol
N < 3 p] %5 = Derating
Verilog[ | & Fault ] Lo Renort
Code Scenario @ 5 g !
- [} £ 2%
Z ‘ B &y
8 g g
o 5
Bedeeen
E Node DB
e ~—r Nt

38 2. Verilog Fault Injector OF7|E{[25]
Fig. 2. Verilog Fault Injector architecture.



3) SDC (silent data corruption) : A]2=E]]
A=A B3k AEo| 4] A)]2Elo] 317o]
SDC+= }\] /\Eilo] el Zgl,x] O}_‘: )\]—g] oﬂ 1 ul—/\gg]—“f
to]7] wloll 9 =7} mf§- =k Al2=Hlo]
A&7 Y814+ fault detection unit©] L7 o]
fault detection unito] WaE o] Q1A] gFe Aj~Ele] 117t
SDCZE #-F3It}. Fault detection unito] W7 A]2glol ]H 9
SDCE= ﬁﬂ AEY TS Hkehe =2 488 o v

=0 = u€ o
4) DUE (detected unrecovered error) : Fault detection unitl]| 4]

Adks AESAAT: SHA] etal 25 P AAE 4t
=k 4-felth H]E ’\V\Eﬂoﬂfﬂ A A3k recoverydt
A= ZPARE, 3ol gk ASo] 7hssltt weka AS5E
a7l tigh A F okl A =S A 5 vk

EH 471 1 R A3E o] 83k architectural
vulnerablhty factorE &R = QlT}

4-2 A|g =Z2M~

VFI 370X AE73] 7158 57 3= user system task
$ICARUS_FI°]t}. SICARUS_FI+= target simulation model 2] 4~
g fel 1) A 1A, 2) A AR, 3) A9 7k 4)
AT A AN} 2 A AvE] & wejstal, A%
o F A Ade e 1Y 32 VR AR 2AE 9
A= drdstar 9l

Stepl: SICARUS_FI %2 %" fault injection scenario g HZ
%7]2}slt}, Fault injection scenario 4 .= A 3¢ o5, fault
location, fault injection time, fault latency 5 A5l B
EE ARE 91 o) 53] fault injection scenario 7 H = <
K- 7Fl 2 o] ¥ o], scenario M7l whE AlEEo] A 2l ¥
74, A9 T 71 2ol BaskA| 2T}, Fault injection
scenario g1 & o] 4 22 fault location®] = W71 A
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X 3. ISCASS85 tix|ol3 3|2
Table 3. ISCAS85 benchmark circuit.

Benchmark | Input Output Gate Description
27-channel interrupt
C432 36 7 160
controller

C499 41 32 202 32-bit SEC (XOR)
C880 60 26 383 8-bit ALU
C1355 41 32 546 32-bit SEC (NAND)
C1908 33 25 830 16-bit SEC/DED

E 4. ISCASS85 tlix|ot3 3|22 vulnerable factor
Table 4. Vulnerable factor of ISCAS85 benchmark circuit.

Benchmark| #97 | Active | Latent | \SG | Acve |y
Fault Fault
C432 1,348 926 0 103 319 23.66%
C499 1,617 400 96 591 530 38.71%
C880 2,589 1273 95 531 690 30.32%
C1355 3,154 1847 94 591 622 22.70%
C1908 4,149 2303 54 716 1076 | 27.23%
I 5.I1SCAS85 Hix|ot3 S8t u&E
Table 5. ISCAS85 benchmark integrated failure rate.
S
C432 1.93E-07 1.00E-08 2.03E-07
C499 1.17E-07 1.64E-08 1.33E-07
C880 1.11E-06 1.29E-08 1.12E-06
Cl1355 1.62E-06 9.62E-09 1.63E-06
C1908 4.90E-07 1.15E-08 5.02E-07
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