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Empirical Study on Correlation between Performance and PSI
According to Adversarial Attacks for Convolutional Neural Networks
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Abstract The population sparseness index(PSI) is being utilized to describe the functioning of
internal layers in artificial neural networks from the perspective of neurons, shedding light on
the black-box nature of the network's internal operations. There is research indicating a
positive correlation between the PSI and performance in each layer of convolutional neural
network models for image classification. In this study, we observed the internal operations of a
convolutional neural network when adversarial examples were applied. The results of the
experiments revealed a similar pattern of positive correlation for adversarial examples, which
were modified to maintain 5% accuracy compared to applying benign data. Thus, while there
may be differences in each adversarial attack, the observed PSI for adversarial examples
demonstrated consistent positive correlations with benign data across layers.
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Fig. 1. Correlation graph of PSI vs. performance in convolutional neural networks. (a) AlexNet (b) VGG11
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Fig. 2. Correlation graph of PSI vs. performance in FGSM-attacked convolutional neural networks.
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Table 1. Correlation slope comparison of performance vs. PSI in benign and attacked data for AlexNet

Attacks CALTECH256_AlexNet IMAGENT_AlexNet

convl -1.3 convl -7.6

conv2 9.1 conv2 18.4

conv3 8.6 conv3 83

None conv4 21.8 conv4 132
conv5s 235 conv5 21.1

fcl 28.2 fcl 29.1

fc2 35.4 fc2 37.3

convl 85 convl 35

conv2 4.4 conv2 8.3

conv3 132 conv3 52

FGSM conv4 233 conv4 10.1
conv5 215 conv5 85

fel 329 fel 0.1

fc2 238 fc2 -5.0

convl 7.5 convl -35
conv2 33 conv2 11.9
conv3 12.2 conv3 17.8
PGD conv4 272 conv4 20.7
conv5 233 conv5 30.1
fcl 339 fcl 30.3
fc2 27.8 fc2 352

convl 8.6 convl -5.5
conv2 2.7 conv2 18.6
conv3 13.0 conv3 10.9
Ccw conv4 8.1 conv4 17.8
conv5 18.3 conv5s 252
fel 12.4 fcl 285
fc2 -10.5 fc2 404
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n and attacked data for VGG11

Attacks CALTECH256_VGGl11 IMAGENT_VGGI11
convl -9.8 convl -5.1
conv2 -3.2 conv2 2.5
conv3 3.3 conv3 11.0
conv4 1.6 conv4 11.2
TYPICAL conv5s 11.5 conv5s 11.5
convb 8.5 convb 11.9
conv7 219 conv7 15.8
conv8 20.8 conv8 18.4
fcl 20.5 fcl 25.5
fc2 20.7 fc2 23.8
convl 0.1 convl 2.5
conv2 53 conv2 3.6
conv3 3.5 conv3 7.2
conv4 9.9 conv4 11.2
FGSM convS 11.7 convS 13.5
convo 13.6 convo 20.3
conv? 222 conv? 15.6
conv8 20.4 conv8 229
fcl 18.2 fcl 29.0
fc2 25.3 fc2 334
convl 2.5 convl -3.2
conv2 7.4 conv2 1.5
conv3 3.6 conv3 8.7
conv4 9.5 conv4 10.6
PGD conv5s 12.4 conv5s 18.3
conv6 13.3 conv6 17.9
conv7 22.9 conv7 19.8
conv8 19.8 conv8 20.7
fcl 13.5 fcl 30.7
fc2 25.7 fc2 35.0
convl 7.5 convl -3.1
conv2 7.9 conv2 -1.5
conv3 3.6 conv3 10.5
conv4 9.8 conv4 13.9
convS 12.7 convS 11.7
W convo 8.6 convo 16.6
conv7 7.9 conv7 18.4
conv8 19.7 conv8 13.3
fcl 12.6 fcl 24.5
fc2 154 fc2 28.9
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