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ABSTRACT

Blockchains are not efficient for real-time processing because the growing number of transactions and users delays many
computations and network communications. This study proposes a cloud proxy server, so that legitimate users can use
blockchain as well as reduce network latency. To proceed with a blockchain transaction, the blockchain copy server verifies
all transaction-related data, but the cloud proxy server verifies legitimate users with a simple zero-knowledge proof algorithm,
enabling efficient blockchain real-time processing. The cloud proxy server can support blockchain anonymity, security, and
scalability that can verify legitimate users with the proposed zero-knowledge proof by receiving the registered key pair of
the blockchain user. In the proposed research analysis, blockchain-based cloud proxy server reduces network latency
compared to previous studies and key processing on cloud proxy servers reduces the cost of key computation compared to
previous studies.
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Fig. 1. Cloud Proxy Server
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CPSn: Cloud Proxy Server
FBA : Federated Byzantine
Agreement

Fig. 2. P2P cloud proxy server with FBA
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