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Abstract Smart factories represent production facilities where cutting-edge information and communication
technologies are fused with manufacturing processes, reflecting rapid advancements and changes in the global
manufacturing sector. They capitalize on the integration of robotics and automation, the Internet of Things
(IoT), and the convergence of artificial intelligence technologies to maximize production efficiency in various
manufacturing environments. However, the smart factory environment is prone to security threats and
vulnerabilities due to various attack techniques. When security threats occur in smart factories, they can lead
to financial losses, damage to corporate reputation, and even human casualties, necessitating an appropriate
security response. Therefore, this paper proposes a security authentication mechanism for safe
communication in the smart factory environment. The components of the proposed authentication mechanism
include smart devices, an internal operation management system, an authentication system, and a cloud
storage server. The smart device registration process, authentication procedure, and the detailed design of
anomaly detection and update procedures were meticulously developed. And the safety of the proposed
authentication mechanism was analyzed, and through performance analysis with existing authentication
mechanisms, we confirmed an efficiency improvement of approximately 8%. Additionally, this paper presents
directions for future research on lightweight protocols and security strategies for the application of the
proposed technology, aiming to enhance security.
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Table 1. Security threats in smart factory

environments
Threat -
e Description Example
Network Unauthorized access to a smart DDoS attacks,
Attack factory network environment to hishing. sniffin
steal data or damage the system P g 9
An attack using malicious software
; ) ) ransomware,
Malware | to infect the information systems Sovware
of a smart factory or damage data. Pyw
Insider Acts.by .employees \_/vw.thm an abuse of access
Threat organization who maliciously or rights
accidentally threaten security.
Physical damage to smart factory
Physical devices caused by hardware Hardware damage,
Threat damage, power supply issues, or fire, flood
natural disasters.
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Fig. 1. Configuration diagram of communication
protocol in the proposed smart factory
environment

Table 2. Abbreviation and description

Abbreviation Description
Ex Encryption
H() Hash function
SD Smart Devices
SDL Smart device location value
SN Serial number
CV Authentication value
Cert Certificate
AS Authentication Server
\% Initial settings value
IOMS Internal Operations Management System
Dk Decryption
LV Permission value
LV-i i—th permission value
v Threshold
TV-i i—th permission value
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Fig. 2. Proposed smart device and user registration protocol
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Fig. 3. Proposed smart device and user registration protocol
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Fig. 4. Proposed smart device and user registration protocol
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