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Abstract Recently, research on intelligent IoT technology has been actively conducted by various
companies and research institutes to analyze various data collected from IoT devices and provide it
through actual application services. However, security issues such as personal information leakage may
arise in the process of transmitting and receiving data to use data collected from IoT devices for
research and development. In addition, as data collected from multiple IoT devices increases, data
management difficulties exist, and data movement is costly and time consuming. Therefore, in this
paper, we intend to develop an Ethereum network-based federated learning system with guaranteed
reliability to improve security issues and inefficiencies in a federated learning environment composed

of various devices.
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1. H&tstE(Federated Learning)
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2. IPFS(Interplanetary File System)
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3. 0|22 HWEYI(Ethereum Network)
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Fig. 1. Federated Learning System Architecture Based
on Ethereum Network
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Model: "sequential"

Layer (type) Output Shape Param #
conv2d (Conv2D) (None, 28, 28, 32) 320
max_pooling2d (MaxPooling2D) (None, 14, 14, 32) ]
conv2d 1 (Conv2D) (None, 14, 14, 64) 18496
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flatten (Flatten) (None, 2048) ]
dense (Dense) (None, 256) 524544
dropout (Dropout) (None, 256) ]
dense_1 (Dense) (None, 10) 2570

Total params: 619,786
Trainable params: 619,786
Non-trainable params: @
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Fig. 4. Neural Network Architecture for Experimental
Performance Assessment
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Table 2. Accuracy of each learning node per global

epoch

=24 9= e =1 B = 2
1 98.91% 99.10%
2 99.30% 99.27%
3 99.38% 99.24%
4 99.43% 99.38%
5 99.39% 99.41%
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Table 3. Accuracy of a single node per epoch

A= =
1 98.77%
2 99.05%
3 99.32%
4 99.20%
5 99.24%
6 99.42%
7 99.30%
8 99.36%
9 99.35%
10 99.38%
11 99.45%
12 99.42%
13 99.44%
14 99.45%
15 99.49%
16 99.53%
17 99.47%
18 99.49%
19 99.49%
20 99.49%
21 99.49%
22 99.49%
23 99.48%
24 99.48%
25 99.48%
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