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(Research on Artificial Intelligence Based De-identification Technique of
Personal Information Area at Video Data)
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This paper proposes an artificial intelligence-based personal information area object detection optimization

method in an embedded system to de-identify personal information in video data. As an object detection optimization

method, first, in order to increase the detection rate for personal information areas when detecting objects, a gyro

sensor is used to collect the shooting angle of the image data when acquiring the image, and the image data is

converted into a horizontal image through the collected shooting angle. Based on this, each learning model was created

according to changes in the size of the image resolution of the learning data and changes in the learning method of

the learning engine, and the effectiveness of the optimal learning model was selected and evaluated through an

experimental method. As a de-identification method,

a shuffling-based masking method was wused, and

double-key-based encryption of the masking information was used to prevent restoration by others. In order to reuse

the original image, the original image could be restored through a security key. Through this, we were able to secure

security for high personal information areas and improve usability through original image restoration. The research

results of this paper are expected to contribute to industrial use of data without personal information leakage and to

reducing the cost of personal information protection in industrial fields using video through de-identification of personal

information areas included in video data.
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Table 1. Composition of training video data source
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. Number of number of
image number X K
type . ¢ images vehicle license face
se ¢ a8 plate objects objects
o | 10X 1800 3543 3764
train 1080
aig | 10X 200 a1 106
vt 1080
1920 x 200 412 208
st g

J2l 1. &5 dlolH
Fig. 1. Training data
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Table 2. Personal information area detection performance
results in PC environment
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Fig. 2. Detailed flowchart of de-identification of personal
information based on master key value
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Fig. 3. Shuffling rule extraction process based on table key values
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Fig. 4. Shuffling method using 8X8 mask
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Fig. 5. Detection rate results before and after human face
image preprocessing
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Table 3. Input image and training image size of <EM1)

23 P siE da 2|

Input video size (based on . . .
No. i X Training video size
horizontal size)
1 320 320
2 416 416
3 480 480
4 640 640
5 800 800
6 960 960
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Table 4. Input image and training image size of <EM2)

No. Input video size (based on Training video
horizontal size) size
1 1920 320
2 1920 416
3 1920 480
4 1920 640
5 1920 800
6 1920 960
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Fig. 6. Example of learning number determination
according to mAP value
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Fig. 7. Video data personal information area object
detection result
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Table 5. Performance evaluation results of learning model
precisi|recall speed
No,learning model GT |DA TP |TF |on rate pe
. . (f/s)
(%) |(%)
320 size
1 6,268 times |620 |186 | 154 |440 |82.80 (24.84 |45.79
learned
416 size
2 3,312 times |620 |375 |348 |282 |92.80 |56.13 |31.02
learned
480 size
3 4,096 times 620 445 |407 |182 [91.46 |65.65 |24.39
|| Experimen |eamed
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90 size
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(a)Original image object detection rate
P "

(b) Object detection rate after hybrid
masking processing
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Fig. 8. Comparison of object detection rates between
original image and masked image.
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(b) Object detection rate after restoration
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Fig. 9. Comparison of object detection rates between

the original image and the restored image
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