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An Adaptive matrix-based Secure Keypad designed for Rollable
and Bendable Display Environments
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Professor, Div. of General Studies, Chosun University
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Abstract Conventional methods like PIN used in conventional smartphone form factor have not considered
the variation in display structure or screen size. As a result, when applied to recent variable display-based
smartphones, the secret information input unit may get reduced or enlarged, leading to vulnerabilities for
social engineering attacks due to deformation of the display area. This study proposes a secure keypad that
responds to changes in display size in rollable and bendable smart phones. Firstly, the security problems that
may arise when applying classical authentication methods to new form factors were analyzed, and
corresponding security requirements were derived. The proposed security keypad addresses the key input error
problem that can occur when the screen size is small. The arrangement and size of keys can be deformed with
the spacing suitable for input depending on the display size of rollable and bendable smartphones. The study
also considered the problem of leaking input information for social engineering attacks by irregularly
distributing key input coordinates. The proposed method provides better user experience and security than
existing methods and can be used in smartphones of various sizes and shapes.
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Fig. 2. Indirect pattern draw process
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