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ABSTRACT

Biometric recognition is a technology that determines whether a person is identified by extracting information on a person’s
biometric and behavioral characteristics with a specific device. Cyber threats such as forgery, duplication, and hacking of biometric
characteristics are increasing in the field of biometrics. In response, the security system is strengthened and complex, and it is
becoming difficult for individuals to use. To this end, multiple hiometric models are being studied. Existing studies have suggested
feature fusion methods, but comparisons between feature fusion methods are insufficient. Therefore, in this paper, we compared
and evaluated the fusion method of multiple biometric models using fingerprint, face, and iris images. VGG-16, ResNet-50,
EfficientNet-Bl1, EfficientNet-B4, EfficientNet-B7, and Inception-v3 were used for feature extraction, and the fusion methods of
'Sensor-Level’, 'Feature-Level’, 'Score-Level’, and 'Rank-Level’ were compared and evaluated for feature fusion. As a result of
the comparative evaluation, the EfficientNet-B7 model showed 9851% accuracy and high stability in the 'Feature-Level’ fusion
method. However, because the EfficietnNet-B7 model is large in size, model lightweight studies are needed for biocharacteristic
fusion.
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A 12 (Biometrics)< AFE<] A4, 354 &
BE B4 A2 FF39 B 95FE ol
Z1Eoltt, AAY B4 AR+ A (Fingerprint),
(Face), &Al(Iris), A% (Vein) o] loH, &
A AH+= 4 (Voice), 419 (Signature) 5°] )
olgje B4 ARE AU AF FHOR RS
JtH1-5]. tA" A (Digital Transformation,
DX)e] 7h&st2 Qlal A FAE AlolH 9ol
S7¥skar Qlek elEe el w33kl fsl HlEw
9o g4 FHor AA A4 Ves A& 28
9= (Cloud) ¥ E=A9Blockchain) 7]%0] s}
W AR AR A Ae] JbsEtA EHWA QlF
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Agretct. AgtslE v A 14 Bl B4 &
< 98 VGG-16[19], ResNet-50[20], EfficientNet-Bl
[21], EfficientNet-B4[21], EfficientNet-B7[21], Incepti
on-v3[22]& ARSIt 54 3 WY 1 HuE 9
3 ‘Sensor-Level’, ‘Feature-Level’, ‘Score-Level, ‘Ra
nk-Level 54 &% WH[9-12]& A&t
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Fig. 1 Multimodal biometric feature extraction model architecture
(@) VGG-16, (b) ResNet-50, (c) EfficientNet, (d) Inception-v3
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Table 1. Input size, depth, and number of
parameters for the model
Model Input Depth Params
Size [layers]
V%Ggiw 24%24| 16 | 138M
Resgg%o 2Ux 24| 50 95M
Eff1c1e[rétllalethl 240 240 g7 ™
Efﬁae[gg?et’m BOx3B0| 153 | 17M
Efﬁc“fgg]\]let’B7 600x600| 276 | 66M
Inceli[’gj]n_"g 200299 | 48 23M
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Table 4. Unimodal biometric experiment result

Modal Model Precision Recall fl-score Accuracy

VGG-16[19] 89.23 84.24 86.66 79.40
ResNet-50[20] 86.32 83.60 84.94 84.61
Face EfficientNet-B1[21] 88.32 84.52 86.38 87.20
EfficientNet-B4[21] 90.78 88.21 89.48 89.64
EfficientNet-B7[21] 93.46 91.24 92.34 90.32
Inception-v3[22] 88.19 84,61 86.36 88.10
VGG-16[19] 86.23 81.61 83.86 7356
ResNet-50[20] 83.24 81.22 82.22 7783
Finger EfficientNet-B1[21] 84.31 82.04 83.16 80.38
Vein EfficientNet-B4[21] 87.21 83.49 85.31 81.31
EfficientNet-B7[21] 89.96 83.11 89.03 85.22
Inception-v3[22] 83.74 83.24 83.49 7817
VGG-16[19] 85.57 81.55 83.51 73.69
ResNet-50[20] 83.05 80.74 81.88 78.33
Tris EfficientNet-B1[21] 83.65 81.29 82.45 81.56
EfficientNet-B4[21] 86.31 84.22 85.25 81.31
EfficientNet-B7[21] 89.45 87.80 83.62 84.27
Inception-v3[22] 84.69 8247 83.57 7785

.. TP 98 Algs] A¥dPrd F 4= Precision, Recall,
Precision = ———— - (4) . i

TP+ FP fl-score, Accuracy ZWolAel A¥  Axjolt}.

7] TP(True Positive)= 24 #tol Ture! A
48 Truez =3 el ™, FP(False
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5 Yehdth RecallE AA o] Truedl A & &
F717F True® 73 v]&S Yehl®, 2(5)9 2ol
Ak},

Eal =1
T=
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Recall = Wv (5)

o]7]4 FN(False Negative)& AA| zko] True?l
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& ¥ FE2d SAYS 38t match
T S B EfficientNet-Bl, B4,
B7 2 Inception-v3 EHolA 90% o]ite] A==
nyon, EfficientNet-B72]  7%- Precision,
Recall, fl-score, Accuracy”’} Z+Zt 97.79%, 98.35%,
99.07%, R51%ZE 215 A|2~He &g 75d oz
71gE .

53

ES5 MM =F 88 dA oA A" A1t
Table 5. Sensor-Level fusion biometrics experiment
result

Model Precision | Recall |f1-score| Accuracy
V([}%iw 9153 | &.75 | 8354 | 8046
Resg8§‘5o 8791 | 8681 | 8736 | 8566
Efﬁcie[rétllafet—Bl 9036 | 87541 8892 | 88752
Efﬁcie[rétllafet—Bél 9221 | 897 | 909 | 90.75
Efﬁcie[rétllafet—B7 0482 | 9402 | 9442 | 91.75
InceIE;ié)]n*VB 8999 | 8751 | 873 | 89.34

- x o i .
E6 ST +F 83 MA o4 4y z}

Table 6. Feature-Level fusion biometrics experiment

result
Model Precision | Recall |f1-score| Accuracy
VEG 16 g5 o047| w277 | 8408
[19]
ResNet-50 9258 19091 | 91.74 | 889
[20]
Hheene Bl o512 | 018 | w | 9215
Eff1c1e[rétll§eth4 9623 | 9456 | 95.39 | 95.91
HhaeneU BT 9779 19835 9907 | 9851
Inception-v3
2] 9497 9152 | 9321 93
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Table 7. Score-Level fusion biometrics experiment

result
Model Precision | Recall |f1-score| Accuracy
V%Ggim 02 | 8923 | 9157 | 828
Resggﬁo 9128 | 8991 | 9059 | 8779
Efﬁde[“étget’m 9362 | 9053 | 9205 | 90.77
Efﬁcie[gtget’m M8 9309 | 9394 | 94.17
Efﬁcie[rétﬁleth7 9656 19699 | 9678 | 95.21
Incef[)gg]n*ﬁ 9364 | 9029| 9193 | 91.96

8 =9 TE 8% YA o4 g 2
| f

Table 8. Rank-Level fusion biometrics experiment

result
Model Precision | Recall |f1-score| Accuracy
V(E1G9516 0452 | 8922 9179 | 8241
Res[l\2185—50 9162 | 9036 | 9099 | 87.74
Efﬁcie[rétll}lethl 9866 | 904 9 91.16
Hhaen B g51 Jaar | 9415 | 9406
Efﬁcie[f;%let’w 9633 | 971 | 9671 | 95.48
Inceli[’g;]“‘VS 9377 | 9057 | 9214 | 91.8
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