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Abstract In order for the large amount of collected data sets to be used as deep learning training data,
sensitive personal information such as resident registration number and disease information must be changed or
encrypted to prevent it from being exposed to hackers, and the data must be reconstructed to match the
structure of the built deep learning model. Currently, these tasks are performed manually by experts, which
takes a lot of time and money. To solve these problems, this paper proposes a technique that can automatically
perform data processing tasks to protect personal information during the deep learning process. In the proposed
technique, privacy protection tasks are performed based on data generalization and data reconstruction tasks are
performed using circular queues. To verify the validity of the proposed technique, it was directly implemented
using C language. As a result of the verification, it was confirmed that data generalization was performed
normally and data reconstruction suitable for the deep learning model was performed properly.
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Figure 1. An algorithm for reading deep learning data from file
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Figure 2. An algorithm for regenerating deep learning data
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typedef float element;

typedef struct QueueType {
element datalNUMBER_OF_ML_DATA];
int o_f, qr

} diQtype;

void dl_ginit(dlQtype* q);

int dl_empty(dlQtype* q);

int dl_full(diQtype* @) ;

void dl_enqueue(dlQtype* q, float data) ;

element dl_dequeue(dQtype* q);

02 3 E2iY Hole MYMS fF Az xet APIRS

Figure 3. Data structures and API functions for regenerating

deep learmning data
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Figure 4. Data generalization algorithm used in the research
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