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A Share Hardening Method for Multi-Factor Secret Sharing
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ABSTRACT

Conventional secret sharing techniques often derive shares from randomly generated polynomials or planes, resulting in lengthy and
complex shares that are challenging to memorize and/or manage without the aid of a separate computer or specialized device. Modifying
existing secret sharing methods to use a predetermined value, such as a memorizable password or bio-metric information, offers a solution.
However, this approach raises concerns about security, especially when the predetermined value lacks randomness or has low entropy.
In such cases, adversaries may deduce a secret S with just (t - 1) shares by guessing the predetermined value or employing brute force
attacks. In this paper, we introduce a share hardening method designed to ensure the security of secret sharing while enabling the use

of memorizable passwords or biometric information as predetermined shares.
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Fig. 1. Example of (4, 5) Threshold Secret Sharing
Using Cubic Polynomials
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Table 1. Terms Related to Share

Complete share for secret key computation
or recovery.

Full share

Complete when combined with other partial

Partial share
shares.

A collection of partial shares that, when
combined, function as a single complete
share.

Aggregate
share

Predetermined | User-specified arbitrary strings such as
share passcodes or biometric features.

A partial share can be combined with a
Hardening predetermined share to create an aggregate

share share, compensating for any randomness in
the predetermined share.
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Given predetermined share p

‘ (1) Construct a random polynomial f{ ) ‘

f(x) = auxt! + a2+ ax+S ¥

f(x) = axt" + a2+ L ax+S

‘ (2) Select a point constrained by p and f( ) ‘

|

R(p, f(p))

‘ (3) Compute a hardening share ‘

'
h=1)

|

‘ (4) Generate (n - 2) full shares ‘

'

Vi, Vo,

Fig. 2. Constrained Point Selection Technique to Generate
Singular Reinforcing Shares

Given predetermined share p

‘ (1) Construct a random polynomial f( ) ‘

f(x) = agx! + X2+ ax + S

‘ (2) Generate m - 1 hardening shares ‘ y

'

U A Y

f(x) =ax" + agx 2+ ax+ S

‘ (3) Select a point constrained by p and f( ) ‘

e S
R(@(p. hi. .. i), G, N, .. Aev1)))

R{@(p. 0, . ), 7GR, Py, .. i)

X
‘ (4) Compute a hardening share ‘ ‘

'

b
'

‘ (5) Generate (n —m - 1) full shares

v

Vi, Va,

Fig. 3. Constrained Point Selection Techniques to Generate
Multiple Reinforcing Stakes



34 HEXEEE=EA/ARE 2 S AlA" H13H HM15(2024. 1)

g(p7 h17 h27 o h‘mfl) = pEBh’l@h’Z@ 69hmfl

2748k 71%oltt o] 7] =
of whet ZBA R A W] ozttt

C. @9 A ES Asks AAHm =1
(1) A FHo=Z FSAE hE BT
(2) x5 F3Egho] polil y5 2EgMe] hYl A RS AEE

ot h = f(p)ol™, HF A2 A R(p,f(p)) 7} Hrt.
(3) Pt A o, 5 AT YA AsES oA A

A RE AYES A% o BE
f(T) = al,lxhl + (1,[,2.7:[724— S
4 (n - 2) 719 &4 A& BT
D. 829 B8 A3k Ax(m > 1).
(1) A oz mAY FAR by hy, ooos b2 A
At

() 5% AL phy oy h, OF BRHE A RS A
gt} ojul, § RS R AEE0] Yol whet ok
e shte) 21 A

185101 8 R| Lpix] HEgEOE A= ot
o] B¢ Y A9 FH+= (pag(htha ~-~7hm))
hi7g(h17h27~“7p7 '“7hm))7 (g(h17h27-~7hm)7p),

B peeih, ) ) BO) B 5 9ok THE

—~ o~
s
—
>

W rE JHEYUTY 5 JHEY] JAERDE BHES
= &5 9,03 6,08 47 835k Aotk o] 3¢
e AR Fel= (g, (ps hys gy )5 g5 (hys by, ) ) 71
Ack, ol 7} ¥y AR Holi e ALgEolop
Elg=s

() st A o8 AT WA ALrES HAHSH
gAste (t-1) 2 o] 70 A4 5, e
FO7F A RE AVES A% o B Ho

fla) =a,_2" ' Ha,_p2' P+ .8

@) (n—m—1) 72 98 A2 AL,

4. M OAlet Horg Hlw

4.1 MY H ME 7199 HE OfA|
&t A (finite field) #,7do142] Shamir B]Y F-5o 2-&

She A oS AW S8 £ g2 e Uoid gt

Given predetermined share p

‘ (1) Construct a random palynomial f( ) ‘

fx) =a -t + a2+ ax+S y

f(x) = apdt + a2+ ax+S
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‘ (4) Generate (n - 2) full shares ‘
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Vi, Va,

Fig. 4. Unconstrained Point Generation Technique to Generate
Singular Reinforcing Shares

Given predetermined share p

‘ (1) Construct a random polynomial f( ) ‘

) = aup! + a2 ax+S

‘ (2) Generate m - 1 hardening shares ‘ y

f(x) =aux" + agx 2+ ax+ S

fy, g, iy

‘ (3) Select a point constrained by p and f( ) ‘
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‘ (4) Compute a hardening share ‘

v

B
'

‘ (5) Generate (n —m - 1) full shares ‘

'

Vi, Va, .

Fig. 5. Unconstrained Point Generation Technique to Generate
Multiple Reinforcing Stakes
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