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Systematic Research on Privacy-Preserving Distributed Machine Learning
Min Seob Lee’ - Young Ah Shin™ - Ji Young Chun®

ABSTRACT

Although artificial intelligence (AI) can be utilized in various domains such as smart city, healthcare, it is limited due to concerns
about the exposure of personal and sensitive information. In response, the concept of distributed machine learning has emerged, wherein
learning occurs locally before training a global model, mitigating the concentration of data on a central server. However, overall learning
phase in a collaborative way among multiple participants poses threats to data privacy. In this paper, we systematically analyzes recent
trends in privacy protection within the realm of distributed machine learning, considering factors such as the presence of a central server,
distribution environment of the training datasets, and performance variations among participants. In particular, we focus on key distributed
machine learning techniques, including horizontal federated learning, vertical federated learning, and swarm learning. We examine privacy
protection mechanisms within these techniques and explores potential directions for future research.
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2.1 Secret Sharing

Secret Sharing2 593t JHE QPHsHA F-R-k=tdl A
5= 45t 7| HOo 2, Shamir®l Blakley’} A0 2 Aot
SHRTHIL o] 71§ shte] Bld AE S= IPAE £
£ 9 of2] 270 R Yol 7t 24T 2= Yo
HY FJHE dopd 5= QL= A= o] g, nj2] Fshxl &
k< n) o139 2245 210 & Aot 4% S5 &
= A =k

Shamir7} A3t Secret Sharing ¥AlS A RHH, HA
Hd JEE Eufjsl= 7] B4 7]13HKGC, Key Generation
Center)7} EA8t}. 7] B4 71382 AA T2 (D91 o
FAE WA AEsiA ofejo] Alx} Zo] vhET

fle)=a,+ax+-+a, !

o] AL, A #Z #7134 ok HlE FHE S=q,=f(0)
ola, BE ALY apapayy = & p AR 4
¥ |3 (finite field) £,/d9) 42 gt f(z) 5 AHEHA
e 27+ f(i)modp & B3 Gt (F0<i<n)
1% 7] 4 B 7 2748 nde) L8RS st
A et

Y FJEE oA E45H7] Hside e 224 SolA
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99] Shamir 7|3} Zo], Secret Sharing< H|o]E| 9]
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T F o1tH47]. Xu 59 [53]°14+= Secret Sharing 71'H<
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2.2 Key Agreement
= Y1 IF B G2 ZHstojof ditt. 4 =
B0 49, HX AHAE, A2, 2k, BAA] FA} o]
W), ®, 19, 7Y 2, FEY 52 BT JELE 7]
&otojof gt AARE A% 7] B4l Yol AR JRE
ZIPA7)A] Dotof it SRR, =7 S WS w2 &
A&ste HSENE AR ZEE ZFAIACF gH4, 5]
Key Agreement 7|52 % 7f o]449] 4l ZrojAEo] 4
Eqiae 59 HHshl gus A2 ejshe o
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2 i3 53} 7|4k, PKC(Public-Key Cryptography)”|4t,
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7ol 9 Fofztso] AR AT 4 AU FF ALt 2
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2.5 Differential Privacy

Differential Privacy (DP)= 7iQ] dlojE|e] Zalo]HAIE
Hostr] {8 glolg Hgtel kol=2E F7ste SAlol,
ot A AEO AE FFL = A sh= 7RIt
712A o2, Holg ol H=E AP |, 7iE dlofE X
QIEQ] &4 ol 57t Ao] u|A]= JFE Algtetet. OlE' -
Aoz HHSHH, T Hold J J DD, 7} o] 8
e o, 99 gojE gleje] YTelE A4S AYFPL rrﬂ,

A(D,) &+ A(D,) 9] A3} BT} A9 |FALSHoF gitt. o] of
o] A3t o] rAHT

Pr[A(D,)ES8] < e x PrlA(D,) =]

oj71A S &9l 9Jojo] HE 23lo|7, ¢ ‘Ealo]HA]
£ ekl 22 o] groltt, o] gk A3te] 454
< A%stl, gho] 2245 Zefolu|A] W5t ZslEch DP
£ oleigt 402 sjqle] LetowAlg BESHAE Ho]
B gk AAHA SAH B4 AT 5 QA @t v
A, 24 714 sk 53] ddehsl DPE H8s5t 7HSA
2 347 22 A¥E WA ok AF sk, AA
2 A7 QleHAL

DP= AH2] A2 Lo HA|(GDP), =422 A LetolH

ALDP)E Wtk GDPE %% AAH Blole A3t 2]
10|28 F7b5he WAlol1, LDPE 2 ZetoldlE B §
7k 2419 Holgo] ol <& F7kske WAlolch. LDPE
GDPo] v]3} 4124 A7 LAYSHA S FAo] 9L, GDP
L LDPo] w]a} 22 1ol 29 FlolE AA dele Wl
da DPE BT 4 Yirhe Aol ek

22, DP7F B4T 714 43 4GS ol HgElo] A
8513 gick. o] 84 WAL ofg] /17|t =7} o]

HE 7oA 1= Y 54 Z2E o5 &
DPE A&3to 24, 7k HFofze] glojE = BIHHA L, A
A B2 of2] Fojzte] tlolEl2 {ou|et S5 & 5= 3l
o1 ATE T ATH4S, 65].

3. O2{0|HAIE ES5t= o HXz2| 7|

AMujo] =g oy Zeto]dES} EYste] s45S AFs}
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5 LE

st SUE FAlol DA Y 7, Sherol ALSE 35

%

o[FAE AEsH Agjo] AZwlolof gtk H Fol o
=d € el 290l oel £RslEE WAk, 3
& WA i 740 FAste] A2kl QirHT6l £ T
o 9 QA chi AFSIOISlE 44 A5 7 wo
2 AASIA olg) f39) Bk 71 ShsolA] AHg e
ZoluAlE BEs AXY JWe et

3.1 Data Cleansing
dlo]8 H3HData Cleansingl= oJW3dt §39] golg &

4& sgsteetE 71 9A Aelsolof shz Aol &
AL e 1E1 Aot AL goleel Waisel Qi chorst
ORES WEYH] A A st o
BN EATE OREL 2A T Az R 4 2
5l A WA, Sl ol AT sl 7
Az, BE} 23EA) g BeAKo] BL HolEH5L A

Q5= IHgoltt. Al HWHEL od gso] IS ]7‘] F
Ue B o =S st Aol ¥ MiARE=
E HolHE Alstal A JstAY Hesh= dpgoltt. mpxet
Sg2E= FxH0E FUHR g2 Ao mELE= o} EAIE
A5k Aot
%l‘?l@.?l 71A| st EokollA XI7HA] AjME & WE
g YL 2A F 7MY A Ao HE% = SioHol.
HA Outlier BA] 7|5t dlo|g A3} W[7-101 AA =
o|gle} H| WS W, T HlolH et Ha X5t AUA
, xto]7t 24 U= HlolE AEF(entry)E Outlier24 4
Hsto] Aolst= A}oltt. sid A5t WS Adsh] gt
7Moo 2= BAA £ S8 LR, A 719 8], &
AEF 7199, & 719H1019] W So] EAgit
=0 & 7|7 g5 715k Tlold A3t ¥ [11-1517F 3
t}. ol= "ol A3} AN 714 Sk A85he Ao,
ojH gt Hlo|E7t LFAAE EFol7] Ygt Hdlg &8-51o]
S5 Xt ol A|, theget WA o2 AIQHH HlolE A
3} Zg2 AA g5 dooll AHAHC R g nE 5
U= F8T FPo R Aty GE&HQ HHOoRE F3P=|o]
of 32 of & 9},
T, AdshEE 2ot B4 714 ggolAs BE Tl
o|g|Alo] s}ito] glofEfr]o] Ao HAE o] QU] 7] wiEo]
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AREAQl ol F3} A} Hlwste] § Exsta
o g PHt SFeIJESS 47| Ef 54

D feature JE7} A2 TFEA T, Telo|HAS
7] 7k SEO|AES] HlolH FHEES EA7|A Yo
A AZE o Holy A3} &AL

N = BAo FESt] BAF shE 0] & Thstt
tlolg g3} 7ol XA ohgstAl ARELL IHHG,
16-19]. 20119 Popa 51712 53 YZE &85t F35g}
H HlolEE HFoR HolHE AT & = 71HE At
S}t 20169 Krishnan {1612 Differential Privacy 7|
= &-&35to] ol Agt AdS T 5= = 71HES Agt
stich v 9 F 7S 98 o R LEEAY,
A B57E Eoba] e5d BHMY 2 (Cross-Device) E 7]
7t 3 (Cross-Silo)oll FAlol A& 7Fa3t 7]Holztar B

]
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A
=i

9 y

=
=
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for

P

=)

7] ol¥t}

0]% Mohassel 5[18]3 Demmler 5[19]19] AL}t Zo]
Hlolel A3} 71 AL Hldf FFH olHE 71 53
A= 71 716k A3} 71 QPEg R A 7 1RE 5
3 AF=7] A&sHA 7 F2Ql 202149 Ma 5612
olg mElo|HA|E HESL7]| Qo KA AR o] Ash
A dlolE] A3t 71H-E AFA Attt i 712 7]
£ Outlier8l ©lol€] NE2E A"Hsl= AVF(Attribute Value
Frequency) ¥ E]&o] SHdgt FAT A4S &-85t1At of
Atk ZF SEOINEE F AW 9] FEstof| dargfEe] A4t
Ak (score)x 7|20 2 HHAIA HolEHE =E5HA] g2
A 2F HolEHE Al¥st= 7IHE Attt

FHH, AR Y] AT FFE AR A3 B4 714 gk
719l AFH o8 Aol 7hs3t HlolE g3} 7S Lefo]
HAIE Bost= B304 Ak A= =9 Bt A
glstiet. A9 A= TlolHE 3 o2 JASHIS
ot &-8o] 7h53t 7ol FHOE A=l E3, of
O50] A T2 o5 ol A 9] ZEto|HAIRE BT 5}
st} A= (A, ZetolHAE HEok= Tlolg A3} 7]

WS FAFst] sk 9AE LHsHA okt

—_

3.2 Privacy-Preserving Record Llinkage

A& AAl(Record Linkage) 71Hiolst A& t-E Ho|EH|
o|A 7to] AgtE HsiA AR EE 7IHR0IeE, F2 5FE
I AE ¥ E AR HolH HEL 7o R AASkE
71RE ou)gteh21]. AEA Am AA 712 1] 1k
AERE A5 918l olF, 4, Hol 59 MMIPEE &8
SERTE 12 Zh glolEHo|Ao] AgE HEIE uizt 9 A
IS vigos 1g AuE BT A =
wielo] WA Ao whet &84 Akol 7heiE & et o]
25t ZAIE sidsty] fIsiA AEAQ Am AA 71 A
goh= 713S 5528 HloJEE ZAgsto] Holy &89 Al
oF ZAIE sfidstaAl sioitt. A1 7]3o] A& AAE 3

Client A Client B
Patient ID Name Gender Age Heart Rate mn_-n
| 8551 Zoo M 19 150 | 46486 00K H 3 112
58435 0l00  F 35 95 16257 00L& 38 135
| 36486 Moo F 64 115 | [ 8551 ood H 19 150 |
34568 ®OO  F 51 101 | 36486 004 of 64 15|
Privacy Preserving Record Linkage
Client A Client B

Patient ID Name Gender Age Heart Rate n
85551 Zoo M 19 150 4oo
36486 400 [ 64 115 36486 Aloo
58435  0l00 E 35 95 46486  *00O
34568 0O F 51 101 16257  Lt0O

19
64 115
32 12
38 135

85551

z 2|~ =8

Fig. 2. Privacy Preserving Record Linkage

sto] 7+ Zpmof tigt 7FEH EE HolEuo]A IRl A A
Iol= Zolth Syt B8 bdstA AR o2 A
HAgatel B8 ARE A3st7] oA A" ddHE7]
Heo] 93 2787189 27 AAPEE o5t
of ZohS 23t = oAl g 22]. 12, o]
3t P2 Ad] AlEShe S IAIE F52E VPR
A7 9 ZA3to] ZFPE|ojof = E4Jo] glom, thF] Tlo]
HE o g tho 7|#E9 8%o] TS A5 A
H|-8-9] SHoA HZE&Hd & Slth &, EA7IA] Ajkd &
E AA 7T melolHA] HE B4 7|A g5 7Ho) 2§
stzlo] ofA] A&3tE| o] QA Frth= A7 EARITE

Ito|HAE Hodsk= A& AA(Privacy-Preserving Ano-
nymous Linking, PPRL) ®+ PER(Private Entity Resolu-
tion) 7IH-Z 412 7|39 =32 433 HHO R HoH
Hlo|A 7] Am AAE $shs 7HOE mEo|HAIE K
S5t A] HolE 9] 87127t =ol7] g 7le=E Yu|Et
o} d¥td oz PPRLY 7|2 FA dHolg HA TA,
Blocking @A, Wi ©A <& ZFErH?23, 24]. A HA
Hlolg AA e dAloA= ZF S| AET}T BR5t= HolH
Hlo]AofA SUHE WAoo R AA Al AMEE HolE Y] A3}
9 3y IS Bt thZ2 &, HolH Blocking ©A
M= AL AU 4iskete] iy 277t B &
UE TlolHEE ARl AATOEH AA 7oA 9] v
qde] & £t i ZHgo] Burd uiA oA AR
2 bolHEE U] o ARSE B2 E flo|gH|
o| A%}t B AA|5] Hlw 4= QYA Hrt.

uf g dAo A= d2Y I Blocking® Ho|HEE tiAgS
2 QAL (Similarity)S 7|HlC 2 1% ® = ZEHAHE A4
sto] A ¥usts S AT Wi A= 2A
=24 WA 7T 2824 iy 7HeE ERE 5 3
o} [25, 26, 28]. SEEA WA 7S F 79 AmEC] A=
Y Hole MEo] gt ARY 7FeAS SEEA R
AAbsle 7IHES Qusic}27, 28], tHEZQ 7HoZE
1960 thol] A|otE Fellegi-Sunter?] 792112, AA WS




9] Zr= A Wil HEE v e v It HuiA o At s
< E75H= 7I¥olth o] 9ok &84S THAIZE & A=
EE e Bloom Filter) Y18 Z2919} o]9o] WA= el
CLK(Cryptographic Long-term Key) 7|®H[30] 5°] &A%t
o} =y, SEEA 719 A v HlolEE v

AASH] FYstthe FRo] slov, Agwrt "Hojx AA
339 Hlgo| ZAHEH i 7o) Hls] wrh= @Rlo] &

At

ojl¢t vtz AXEA iR 7|He F AR 9] AAE st
U oo AA #ES] 4A 9 BYAE 7Hter AAE 5
Fots 7IHSS Auigiet 28] 1‘41&%_—]01 Mo gl A 3

5 AN 71HB1-331% 58 < o meugBE &
g 453t 71434, 3517t —‘—XH*‘:} é%’—ﬂ i 71 A
Al 3789 Blgo] At os Womr[36, 37], A= A4t I}
o] vl Thsto] gAto] Thgslith= o] o, tiA
A&Fsk= A39] 7]IHTTP, Trusted Third Party)S 4102
7Ho] S84 E|o] GFUYAol HojRithk= A7 EAtt

HH, 20179 BAF 714 8k5 7]=o] AFEHAI38]
B4 0= A8 7HsT PPRL 71€9] a4do] &
7vE7] A&t £39], E80lAE 71 HlolE &0l &
Astal, feature?t A2 ThE =214 ATEG S04 PPRL

7|®Ho] HaAol, AA7IA] W2 AH27, 40, 41]0] A
AAE 1ol -’Ff’ﬂﬂﬁi%% AAsta e 71HS AAst
St} 20179 Hardy 5391 &+ SEo|dEY 7“31 oz B
o HolHE ERSt IZ wf Holg HES 7|EoRE
PPRLE A&ASH| floto] 7 53 4% 4 CLKE &85t
Aw QA 71 Attt g 71H-2 AAY S =
gtoto] g5 7S AT 998 7Y, AHE X
ote] 3 TEEFE AFE 7HOEXN o] ofF

= Hlol8 & FEsfsfjof gtk oA B&/do] AstHTt
L Iﬂ—@o] E_XH‘B‘]—E}-

A2 A 4 olQo: o& T} Zo] HolH
7F 9% B= QIR E digE 4% oL HASHA HolH
£ AA=T ¥ skgEojof gt o] Adst] Yo
Stammler 54219} Southwell[43] 52 A<} Zo] o7
OJE1E Hlg o & QPHaH| PPRLE A5t A47F 3= 7]
AlAsEleE. ey, @A7ER] AQHE dAto] mEW 4 A
9 oo E3HE PPRL 7|¥o] AAEAY AMEH 7HE &

83to] B3 shay 71HS AsHE ATE BT Aol

E]:i—r‘

3.3 Private Set Intersection

PSI(Private Set Intersection)st & ¥ o|4e] Foiz7} z¢
HE HolHEE &5 YoHA 35 1:1]0]13101] gt WAt
FETE FASHA dotli= 7]&olth. PSl= tHARE 35t
+ SMC(Secure Multiparty Computation) 7]&=, PPRLY] Al
F 7]&olgtal £ 4= Qlth PSI oA Al Yol &5}

5% HlolH FE o]9] Y] G| figt Zeto]HAE

O2OHAIE Esots 24 714 &5 37 & 81

Client A Client B
Patient ID Name Gender Age HeartRate [PatientID| Name | Gender|'Age!|[Heart Rate!
85551 2400 M 19 150 85551 200 M 19 150
36486 400 F 64 1 36486 4oo  F 64 1
58435 000  F 35 9% 46486 %00 M 32 112
34568 MO0 F 51 101 16257 oo M 38 135
Client C
85551 Z00 M 150
36486 40O  F 64 115
68745 H0O  F 25 118
44897 200  F 34 133
|

Private Set Intersection

Client A Client B
Patient ID Name Gender Age Heart Rate ---

85551 doo M 19 150 85551 #doo M 19 150
36486 2loo 64 115 36486 4loo F 64 115

F
58435 oloo i 35 95 46486 *too M 32 112
34568 ®OO  F 51 101 16257 Loo M 38 135
Client C

85551 2400 M 19 150

36486 MO0 F 115

68745 H0O  F 25 118

44897 900  F 34 133

Fig. 3. Private Set Intersection

Initiator Leader

Ring Network Topology Star Network Topology

Fig. 4. Type of Network Topology
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{

Distributed
Machine
Learning

Vertical
[GSB+16], [HHI+17], [YFC+19], [GDL+20]
[CJS+20], [WLH+20], [CFJ+21], [XBZ+21]
[zGD+21]

Horizontal

[TBA+19], [ZLX+19], [SJC22]

— Horizontal

[MMR+17], [BIK+17], [XBZ+19], [ZCY+19]
[XLL+19], [GLL+20], [FNN+21], [PL22]
[MNS+22]

Fig. 5. Classfication of Federated Learning

ol g A9 =L Wol EgFoz XY 5 k=
o] AR =Y, Fig. 49F Zo] FojAr 71 St
5 2t SPoIAEY SHoA B4l Fdo] F7iste] &Y
Zrofj 7 2 F(SPoF, Single Point of Failure)?] 7Fs/de] #AXA]
1, AA ALY AFAgo] TAE 4 ok wEbA], A Y|
EQm EEEXA 7|9 tAE PSI 7192 &&4d3 HdA

o] AT} Trade-offS 1835te] Aot 5l QAR o]
EA g
4, 24 JA &5 71

£ oA SeoldEe] Bg YolHg w24 gow
A of#] FeoldEst Hstel skt J1A S BEL o
£t Bk 717 Bl 719 A4l T B AviEch &
s @A AQKE FHES o AHel 24 9%, o
& gAY 54, 8 FAElA) 77 A5 5
Bg4Q) 7120 utet 7S AP o|F 53 chordt of
£0.2 AQHE B4 1A s 1HY SARET Kol g o
sk B9 97 e BAsA T

i

4.1 24 I s /Y

Ialo|HAIE HEdh= BAL 7|4 sk
o] et ERE 4 vk A HAE, °c} AH o] A of B
o wt} Server-based®} ServerlessZ ER-Ech 54 AH7t
EAot= S A9 TR ‘#G% A5+ AR A ollA
FE AA 2dS dHo|Ests HEE % 5 =PT 5=
ok I8y, 59 AE7E A Y A gk oA Bet
Aol AT = qlouz T A E%koﬂ Ae 59 A4
7F oA Y Aol meto|HAIZ BRI TS QHHsHA A
AR AL, 2o} Aujofut o)251x] i sh4o] A8 Flsst
2543 4t 714 gk 7ol AEI ek

712 Al 714 7

Horizontal Partitioned Datasets Vertical Partitioned Datasets

Database 1 Database 2

Database 1 Database 2

HOA®
HOA® HOAe HO Ao
(g J .‘ A‘

e HO A¢

Same Features,

Different Samples . J
"

Same Samples,
Different Features

* The color denotes data sample (e.g., Patient)
* The shape denotes feature (e.g., disease, blood pressure, age, weight, etc.,)

Fig. 6. Classification of Distribution Types in Training Datasets

T A=, &5 HlolEAle] EA ) et =54 2A 714
skt £2F 24 714 'E—‘}é 7R _‘E‘__ﬁ‘ﬂ_:}. Fig. 6=
AA eF HolHAlY B&E
Al FlolE FEe} feature 4&& ?——rﬂﬂﬁ _12}-_,] o] gl
tlolg MEZRY P +B84 4t 714 S5 F¢-
STo]|AE 21 HlolE MEo] AR T2H, feature FH =
UG FE Yuigith. BHA, =34 B4 714 <59 7§T
feature A1&0] FYsI, HlolE HEo] A=E thE B¢
ujgtth A=, £33 £4t 714 52 stk A& EH\_
feature FE+= TIEA] shte] Sato]AE Wt AH k= 7t
FollA ShgETt & 5= IARE 2 B4 714 k52 o
o] MEZof gt feature FH7}F of SEfo]|AE ETE
o AEth= AolA 5 st EQS HQlth

npAeto 2 Sk SEo|AE] 7]7] Aol Wt Cross-
Device®} Cross-SiloZ T2t} E8to]AET} loT(Internet-
of-Things) 717153} 2ol A 77|58 AA == 45
Cross-Device @70kl &3}, o|e} g Zeto|dET}

L
o
e L
)
’;
E—:
o]
"z
Tlo

e o




O20|HAIE ESste 24 717 &5 o7 &8 83
Table 1. Horizontal Federated Learning
Yer | P | e |evsence|  Tyoe ot

[46] 2017 HFL X 0 Cross-Device FedAvg
[47] 2017 HFL SS, KA, AE (0] Cross-Device X
(48] 2019 HFL AHE, DP, SMC O Cross-Silo DT, CNN
(49] 2019 HFL SMC, FE @) Cross-Device CNN
(501 2019 HFL AHE 0 Cross-Device CNN
[51] 2019 HFL AHE O Cross- Silo LSTM
[52] 2019 HFL SS, HH, KA 0] Cross-Device CNN
(53] 2020 HFL SS, KA, HH, COM O Cross-Device X
[54] 2021 HFL SMC,FHE,DP,SS O Cross-Device NLP, IC, NIDS
[55] 2022 HFL AHE, SMC 0] Cross-Device high-quality tree boosting
[56] 2022 HFL AHE 0 Cross-Silo X or FedAvg
(571 2022 HFL FHE o] Cross-Device CNN

9] glolEAlS HS5HA EAl W A ko] =2 11 Table 2. FederatedAveraging Algorithm

Ao} 717159 90l Cross-Silo Bolekat gt 2t o ol Semver

o4 HAISH: 2efolAE H5o] we BEEL majolulA|
Initialization:

23 7]g 9 A8 52o] €9 &t

2 =2oAe A 257 7IEES g9ote] FA7A At
H AT HdES A1 E4staAr Pt ol& 5 o
It YA er AtE A HE=9] 5EES AeA 2
T AT WFS wefoks AS FEE T Fig 5= 3
T HESS ez ERet 298 HoEent. 74 AR
= A 717 Bk 7

R o

4.2 +BH AL
7V A Ak w4 714 8 71 93 S8 A

852 McMahan S46)°l 2Js A2 AF= AT McMahan
5 (462 BFY3HE 24 714 g5 7S Ao E A%t
S+ (Federated Learning) 22 o5t o, kg Zato]
AEVE 2 o, 22 2dS Ayo|Este dgE9l
FederatedAveraging €112]5-& Table 29} o] Aottt
FederatedAveraging ¥12|&2 EEF HAGHIH(SGD,
Stochastic Gradient Descent)oll B2 £} 71 t54 <l
e oA wo] ARl FEY FABEIHS AA
ol AlE Xl A71E 7H HiA|(batch)E T =E §HE 5
7latch Y HlES AEste] 71&71E Altste 243 7
ojtt. uf Zhtrlt} shgo Fojste s AgH STolAEE
HE HolHAE g o r 24 Hdg AUo|ES & 7154

wE At S AHo] AEettt S A= 7HAl g
52 HA(aggregate)sto] Bt AFET F tha St
7FeA #HOE AHo|EE Xyttt

20179 Bonawitz & [471 313 7idS Tdsto] Zeto]
HAIE Bost= #4t 714 8k 78S AEA Abskaltt

* Initialize W
For each round ¢:
« M=max(C+ K1)
* S = select random set of A clients from A
* For each client k< .5 in parallel:
« W, = Client Update,( W)
- W=

k=5
ClientUpdate( 7):

Data Splitting:
« Split D into batches of size B
For each local epoch ¢ from 1 to £:
* For each batch b in D:

o« W=W—n e+ VL(Wb)
e Return I to server

A|9tE Secure Aggregation 71¥-2 Secret Sharing, Key
Agreement, 3717] 423t 4 A9 7Y 5= thgoHA 28
sto] AHE stofg 7z SEto|AES 24 Bd HHo|E(}
FA w,) FEE Lotf7] ol E AAsHct. 7 ﬂo%z}h
2 ZTto|AE9] H|Y ZZKsecret share) FHES A4St
ot 1)1, ZF Seto]AEL} FAL 7t Pairwise Mask A
gste] AikE 7HEA] Fholl Mask #H&2 F7Fste] Ao A|

Attt A 7 FojRERE T2 BE gS HEges
AASH, 5U Maske] Pairwise ZE°] BRI 002
THOoE Ao 7HSAES HA Nt 4A =k

qtek, A7} ofg 2710 olshs BE A== E
S ASHtA] 2 H9 Pairwise Mask o] 022 A=
A & 4= Stk o2 ¢ AH= Foldh tE STo|dE




84 FHEM2IEE| =EX HM138E HM25(2024. 2)
2HE X 2 ZEoIRIE dgEEe HY 24 JERES
"o} mask #h2 H-Aste] gt g A+
Hooks dbehgo] Azt & 4= Q. o]F, 7|
FolAde SEoIAES] 22 Y AHO|E g B
So] thFeh mejng EE &-g-otof Aot
ot HEo], SEo|AE o]0 FF AH7} 2ojFo]A
=2 FAoHA EARE 52 FEE gotfiat of
onest-but-Curiousdt 7HA|Y 7--of AT 7] Ho| AA|

]
B
W

N
e}
ol
ol
sk
lo
‘Q,

fil
Hrt
il
(0]

Morlr o ok R ot
T le 2

;39
(O

B2k A
A7 24 23K Table 4
oAlE7} A Ho 1E1 Al E%Ol SmHo
JHAY H9E Eah 5, @ ¢
HHEL WEA] St 77 1%

E
.
)
il
=2,
o
=
T
&
o
=
a

Arks 4go] et o

9L oujgltt}. o]t BEE FHL F& Cross-Device?l &
oA A5 FoJE 4 Ut tiAl e loT(Internet-of-Things)

tupol A= ARAERE AT Hlo|BE 457 WEo]
t}. & 5o, ZF 712 =9l Gboard S [Gboard] 3149
HHk HHpo] A Yo A% AREALS] HlolHE HIF o R 9
g dlolE & dl&ste] 8F AgelEol sigHrt. Cross-
Device 2HollA AAE S5 7IHES STOIRIES A
9 A Fre Hasrt Ao R A2 VVEE 7P
o} o|Zet ol fE ZEo|HAE KI5l Yo &EEE=
P2 7HEL w2 QARFE 895HA] S BEF0

Z AAIFoloF sk= 8 7AFGol EARIT AR w2 A4it

FL QTR = 59 4T /HEL v o g AAE A%
S5 A48, 51, 5601 ZFC|UE {F= Cross-Silo= 7}
Zgstal Sl

5 [5219] AolA= AR 22 7H5A9
719dS B A6l o5 wiAY REEEZE ARESt,
ST AR7E A Aate] Aol it S Alscte
& Qsto] A9ts 91’75 oA Hetat HF 7Fs S A
A& BYck I &, 20204 Guo 515319 d+oAE 1A
TFSAE 2= 2Ye|AENA fEsh 41 aE&Ado] w11
H27 J57Fse TEESS ARSI Guo 5 A+
3L} 2ol =2 B4, AL v sidst] 9l 20214
Fereidooni 515419] A ollA= 7 85 @A OA 22E9
BAIRE Q7 ol =2 Al4F Bl&Z WA= AR 7

= AR&SHA] a1, QPgh OkXH_ AL B35 B 2eHQl
LZEZS AU} Park S55]2] ATFolME 2022
G AE7E R RS FESH= 7}12 WA Aol 53 &
S5 AHote] dEstE 24 Y gEtugE 559} §lo
At 1Y EE AAToEN, Zeto|HAE F36E3
o} o9} T2 TP USE AT E U E A4EE Ma 5
[5719] Aolx= 2d FHelEZ JA" 37 715 B9l
FEstE] o] AHel FRE7] Mol dEIE XYoot ol
g BEojA= ojshs BE SEfolIES] o] Tasith
b HEYsH SRE 2Y AHo|ERRE Q] ZejolH
Al o 735kt o]0, Shin 55619 dolAE 58 &
331 7|Hto 2 SEto|UE 7ho| b ALkS B35l HlolE

Table 3. Vertical Federated Learning

Novelty Utilized Referring Server Client Label Owing
dear | Tope | Ciyppiie, of PM PM PM Existence | Types Party iede.
[62] 2016 | VFL SMC X X X 0 Cross-Silo |  One party Lmea.r
Regression
Entity o Linear
(391 2017 | VFL AHE A Resolution.CLK [C12] 0 Cross-Silo | One party Regression
Active/ Logistic
[63] 2019 | VEL AHE X X [SHL+17] O Cross-Silo |  One party sist
Regression
(Guest)
[64] 2020 | VFL X X X X 0 Cross-Silo | Active parties Nor'll'mee}r
(Classification)
Logistic
[65 | 2020 | VFL | DP X X X O | CrossSilo | Active parties Reggzsezo“’
Learning(CNN)
DP, AHE, Entity 1. | Active Parties, e .
[66] 2020 | VFL MC X Resolution [SHL+17] 0] Cross-Silo Passive Parties Classification
[67] 2021 | VFL AHE X PSI [LCO4] 0 Cross-Silo | Active parties Regression
401 | 2021 | VFL | FE X Entity [C19] O | Cross-Silo| One party Logistic
Resolution Regression
[68] | 2021 | VFL X X X X O | Cross=Silo | Active parties Logistic
Regression
Crypto. : Cryptographic Primitives, PM : Preprecessing methods, VFL : Vertical Federated Learning, SMC : Secure Multiparty

Computation, AHE : Additive Homomorphic Encryption, DP : Differential Privacy, FE : Functional Encryption
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Table 33} Zo] Z|Zof W2 A7t &5 XY= Ut

214 ARG A Cross-Silo 4= 7Hgstal Qlth.
11 o]f= dlolE AEo] ik AET}F o SEfo|AdE Y
Hol AFE 71542 Cross-Device B3 X th Cross-Silo 3+
7ol o] EA 57| wjito|th. 3 B A Addehsa g
g o Bl B(splinste] AHer SetoldERR D
7HtE, 2 7 H-85H= £ 55(Split Learning)> A%+
S o] S AAIE FAF ShE PO R, A A9 e
29(Top Model)&. ZF Sfo]AEL= 519 BHO] 2d(Sub-
Model)}Z HIO & &5 Attt B3 g53 &4 e
e £ A Alelse FEto|AdEV BEo] &2 (Shallow)
HES AN HA s5& JAgsta, A4t Agk(nter-

T T A AT )

mediate Result)S AW oA AL3c}, 0151— Ade 4 2

O|EZHE vk Ait A¥ghe dYgto=z ofo] g
(Deep) dlojofo] dFote AL nhA g5ttt B g5
I S 24 Ay dH o g Hdot= B gy
3t 2] SgoldE 9] TG S HEHoZ A 5
SJ0][59] E&Z oy, ALEE Fho] gy L] AHo|E &
B7} ofd F7F Augto R SR T4 SOo2HE ¢ oA

D20|HAIE E&5te 24 71 &5 A7 S 85
< HolgAE TAoHA 42 A Y ‘3]01‘51
feature AR E YLGsfof stE 7, -5 A5
HAIE Host= AA Y 74o] Fasitt 7‘* %
BH tlo]l8AE =&5HA] grotof shn, o] & Al
oA shgof AMEE Hlo|HAlE A™sfjof stE = O]—': si-as
7] o2 FAlo] HF=A] XIgE|ofof Sh= 75—;]1]'01] OH ?l'q'
aPu, HA AT RS BARE A oiE —t—
AA ] 28 7Fstt 4% TYugE =5 1:]-,_01
staz, 11 o]% @A Sl sk dAo] 2HE Fol ”ﬂ'ol‘ﬂ/\]e
H3oot: g 7S AQtetAth E3E, =25k Privacy-
Preserving Record Linkage, PSI, Entity Resolution 7| &<
fRE A0 o]lEF o= AtE ATY £ A= T
7190l E3}=]o] ARbE AAF 7ol oflE R SkE Aol
Zo AHHozm ALst= Ao] oL & k= TARo
WA= ITH39, 40, 63, 66-68].
SHH, 8k5 T oA = tithee] A7t Delo|HAIE B
Sote 7| HIF o SHet 44 ddtsks 1Y ES
| A=At Y=, 201610 Gascon 5621 HFo=
Ao g oty tolHE YR ohE 7hst TREESS
Garbled Circuit 7]8F TFARE AAHSMC, Secure Multi-party
Computation) 7|-& v 2 AA S} o] 53 45
139, 63, 66, 6717 A5 HEKT[65, 66] 7|HS &_3H= ot
9| #AA AFeE TIYET A/FEIJ . E3F 20219
Xu 54012 35 HlolHE Sdol|dE 7+ KI5 T T
&5 (Functional Encryption)& 83t 7|HE Aottt
St S SHY o]Ate A ET JiIIE AEsHd, A

OII
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sobd BEss A s Bl Al At Akt
BEoR FYohe 7Mootk g Yo At Aitglo] 3
o2 S8dve dolA 59 4T 7y ArdEd. B,
ok BEk 53 deAY A9 Bdol == ot HlAl
g 71A ot Rl o5 5 vk HEo], AR A o
3t 712l A4S LAE o1 ghot Y d FEAE
A S Ak olH® AR OR HT o YT E B8 T

Lgolmg TEZOQ]
AAEH mde E]'EZ] 01—011] 34; /\]/\E-ﬂ Eﬁﬂoﬂ Iq-E]-
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Sh= ATH64, 66-68)= EFE. FolE HHY &f FAE
A2 g Zofstd AA ndS Juo|Eshs B0l 5
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86 HEX2/5tE =2X| H13H H25(2024. 2)
A &0 2ARHES A St she 24 dgekEel
SHO} FEEE 7ol AA EA0A s Hre] A
Hi dlolgAle] st dolg ARE 47 e M
= ZEC] TART SHARE FlolE AE7F Z8E ] A
G ZEoHAE Eoshe ok 7IMe AAS 7T =
olfE, AR L AT LdS vz HAH A
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