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Abstract The efficiency and quality of healthcare services rely heavily on the secure protection and
transparent management of individuals' medical information, which is becoming increasingly important
in the digital age. To address this issue, we propose a distributed identity management (DID) and
electronic medical record (EMR) integration system based on Hyperledger Indy, which aims to ensure
the ownership of medical information to individuals and increase the accessibility and utilization of
medical information. The system will allow individuals to manage their own medical information and
share it transparently when necessary, which will improve the efficiency of healthcare services. In
addition, the system will securely protect and transparently manage medical information, increasing the
transparency of medical services and strengthening individuals' control over their medical information.
Thus, the system will contribute significantly to improving the quality of medical services, protecting

individuals' medical information, and improving the efficiency of medical services.
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[Fig. 1] DID Schema
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3.1 Hyperledger Indy AFEXt 115 & #Hot

User Group

Hospital Admin Doctor
R/A to EMR
W/A to EMR
Diagnostic Procedures
Prescription Authority

R/A to EMR
W/A to EMR
System Configuration
User Group Management

Nurse Patient

R/A to EMR
Personal Health Records
Appointment Scheduling

Communication Log

R/A to EMR
‘Care Documentation
Patient Monitoring

[Fig. 2] Permissions by user group
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