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ABSTRACT

This paper discusses the need to reevaluate the security of existing cryptographic systems due to the advancement of
quantum computing, and analyzes the security level of the NIST lightweight cipher ASCON based on the Grover key search
algorithm. In particular, we present a novel quantum circuit implementation of ASCON-128 with a consist of clifford+T
gates, which solves the problem of initializing the auxiliary qubit value. We simplified ASCON’s cryptographic structure and
measured the resource consumption to analyze the security level based on Grover’s key discovery algorithm, and found that
the cost associated with the space-time complexity, Td-M and Fd-M, was reduced by 85.65% and 83.73%, respectively,
despite solving the secondary qubit initialization problem.
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Table 1. Example of ancilla cleaup method: Cleaning up a, of quantum circuit for ASCON S-box

Input (i) (ii) (iii) Output
QN 929394 Ay Q01929394 Ay 001929394 Ay Qo0 929394 22y q0%1 9249394 %%y
0: 00000 00 00000 00 00000 00 00000 00 00000 00
1: 00001 00 10101 00 10101 00 10101 00 10101 00
2: 00010 00 01011 00 01011 00 01011 00 01011 00
3: 00011 00 11000 10 11000 00 11000 00 11000 00
4: 00100 00 10100 00 10100 10 10100 00 10100 00
5: 00101 00 00001 00 00001 00 00001 00 00001 00
6: 00110 00 10111 00 10111 00 10111 00 10111 00
7: 00111 00 00100 10 00100 10 00100 10 00100 00
8: 01000 00 01101 01 01101 01 01101 01 01101 01
9: 01001 00 11001 00 11001 00 11001 00 11001 00
10: 01010 00 01110 01 01110 01 01110 01 01110 01
11: 01011 00 11100 10 11100 00 11100 00 11100 00
12: 01100 00 01001 01 01001 01 01001 01 01001 01
13: 01101 00 11101 00 11101 00 11101 00 11101 00
14: 01110 00 00010 01 00010 01 00010 01 00010 01
15: 01111 00 10000 10 10000 00 10000 00 10000 00
16: 10000 00 10010 10 10010 00 10010 00 10010 00
17: 10001 00 00101 00 00101 00 00101 00 00101 00
18: 10010 00 11011 00 11011 00 11011 00 11011 00
19: 10011 00 01010 00 01010 00 01010 00 01010 00
20: 10100 00 00110 10 00110 10 00110 10 00110 00
21: 10101 00 10001 00 10001 00 10001 00 10001 00
22: 10110 00 00111 00 00111 00 00111 00 00111 00
23: 10111 00 10110 00 10110 10 10110 00 10110 00
24: 11000 00 11110 10 11110 00 11110 00 11110 00
25: 11001 00 01000 01 01000 01 01000 01 01000 01
26: 11010 00 11111 00 11111 00 11111 00 11111 00
27: 11011 00 01111 01 01111 01 01111 01 01111 01
28: 11100 00 11010 10 11010 00 11010 00 11010 00
29: 11101 00 01100 01 01100 01 01100 01 01100 01
30: 11110 00 10011 00 10011 00 10011 00 10011 00
31: 11111 00 00011 01 00011 01 00011 01 00011 01

of Wl ¢ & 2715kt
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Zgelvt 4 shs MCTE FASH ¢ 2713
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Fig. 5. Circuit for the function shown in Table
1.
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Table 2. Quantum resources required to implement the 5 bit S-box of ASCON

Source | Width | ¥ Garbage | oy #1qCliff 4T T-depth | Full depth
qubits
6 0 292 91 315 157 363
7 0 282 87 301 138 319
Ours-BS
8 0 284 87 301 135 312
9 0 290 87 301 125 294
8 0 183 63 189 89 211
9 0 133 47 133 50 124
Ours-Clean
10 0 137 48 133 48 118
11 0 139 47 133 45 112
Y.Oh(4] 15 5 51 16 35 4 14
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Table 3. Quantum resources required to implement the encryption process of ASCON-128

Source | Width | #CX | #1qCliff | #T d:;th db;‘;ltlh Td-M | Fd-M | Td2M | Fd°M
384 | 243,396 | 70,027 | 241,920 | 1.884 | 5,657 | 1.38:219 | 1.04-22' | 1.27.2% | 1.43.2%
Ours. | 448 | 235716 | 66,955 | 231,168 | 1.656 | 5,129 | 1.41-29 | 1.09-22 | 1.14.2% | 1.38.2%
BS 512 | 237.252 | 66,955 | 231,168 | 1.620 | 5,045 | 1.58:219 | 1.23-22! | 1.25:2% | 1.52:2%
576 | 241,860 | 66,955 | 231,168 | 1,500 | 4.829 | 1.65:2'% | 1.33-22' | 1.21.2% | 1.56:2%
512 | 159.684 | 48,523 | 145,152 | 1,044 | 3,936 | 1.02:2° | 1.92:2% | 1.04-2% | 1.85:2%
ows. | 576 | 121,284 | 36,235 | 102,144 | 600 | 2,916 | 1.32:2"% | 1.60-2% | 1.55:22" | 1.14.2%
Clean | 640 | 124,356 | 37,003 | 102,144 | 576 | 2,844 | 1.40-2'8 | 1.74.2% | 1.58:2%7 | 1.21.2%
704 | 125,892 | 37,771 | 102,144 | 540 | 2,760 | 1.45:2'8 | 1.85:2% | 1.53.2%7 | 1.25.2%
Y.Oh(4) | 20,064 | 127,200 | 40,433 | 67.200 | 120 | 513 | 1.15:2%' | 1.23-22 | 1.08:2% | 1.23.2%




AW W 53| =FA] (2024, 12) 1197
Table 4. Approximated cost of Grover key search for ASCON-128
Source | Width | #Gate o - G-Fd | Fd&-M | Td-M | Fd*M | Td*M
depth depth
385 | 1.66:2% | 1.0827 | 1.45:2" | 1.79:2'% | 1.62:2% | 1.09-2% | 1.75-2!¢2 | 1.58.2!%
OursBS 449 1.60-2% | 1.97.2™ | 1.27.27 | 1582160 | 1.73.2% | 1.11-2% | 1.70-21%2 | 1.41.2'%
513 | 1.60:2% | 1.932 | 1.24:2™ | 1.54.21% | 1.93.2% | 1.24.2% | 1.87-21% | 1.54.21%
577 | 1.62:2% | 1.85:2" | 1.15:2" | 1.50:2'% | 1.04.2% | 1.30-2% | 1.93-21% | 1.49.2!%
513 | 1.06:2% | 1.51-2" | 1.60-2™ | 1.60-2' | 1.51.2% | 1.60-2% | 1.14-21% | 1.28.21%
Ours 577 | 1.56:2%2 | 1.12:27 | 1.84:2" | 1.75:2'% | 1.26:2% | 1.04-2% | 1.41-2'1 | 1.91.2%
~Clean 641 | 1.58:2% | 1.09-27 | 1.77-2" | 1.72:2'%8 | 1.36:2% | 1.11:2% | 1.49:2'6' | 1.96-2'%
705 | 1.59:2%2 | 1.06-2" | 1.66-2" | 1.69-2'% | 1.46:2% | 1.14-2% | 1.55-2!6" | 1.90.2!%
Y.Oh(4) | 20,065 | 1.41:2% | 1.57-2™ | 1.47-2™ | 1.11.2'% | 1.92:287 | 1.80-2% | 1.51:2'6' | 1.32:2%7
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