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ABSTRACT

Data is very important factor of the 4th industrial revolution and digital transformation. However, data illegally collected
through Web-scraping creates disputes between data owners and scrapers. In order to protect the rights of data owners, I
study methods to detect malicious Web-scraping, and design and implement open source based data scraping detection
system. Linear regression is used as a scraping detection model. As an input value, time interval records of scraping
attempt between before and after are used. A repetitive pattern takes the form of a straight line which is linear regression,
and as the number of inputs increases, the slope converges to zero. Additionally linear regression makes it easy to infer the
range of randomly query time intervals. The analysis system uses the current data capture technology which synchronizes
data by transmitting data to heterogeneous DBMS in real time. This has the effect of distributing the load by separating the
Web server and analysis server. R and Shiny package is used for data analysis and visualization, It supports analysis
packages that implement complex functions simply and develop responsive web dashboards quickly without much knowledge
of the Web development.
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Table 1. Scraping simulation output for random intervals

| random slope y-intercept | median [RSS average
interval(sec) @) (®) ©)* @*
1~3 0.000291 | 1.988234| 0.493594| 0.569756
1~6 0.000045 | 2994867 | 0.984413| 1.135063
1~10 -0.000001 | 5.477042| 2248454| 2572817
1~30 0.002341| 15385250 | 7.125118| 8.270454
1~50 -0.002323 | 25.788110 | 12.209160 | 14.005120
1~100 -0.003156 | 51.038440 | 24.735310| 28.440200

BUHO): BEZOIM yHE(D)E W 2ol S2hk

)
~RSSEIH(@): EAMZE RSS(sum(zH &7k

b

1=}
)]

AlEH ol A3 71&7](@)= Ak 0.003 o] 3t
FEY A ARk v dolE 2z g ol
FA4T 5 s Ao daug gy Ay F3
o) A ghgol dgle] sgE W ol #=3%
o] FuF HA oW VErveRE ~AYHY o
5 ddshy] oy 29A 2agE off g
7 Ee 2] 98 FEEH©)elv RSS Bk
(@)& Faudjof 3t} TFH(©)> A=A v
AA®)E M e median() 3 F3hgtolth F
b3k RSS Hrgk 5 AlEHOA AR I4
AT 23 AEys GohlrlelE FUHHS A
g3te Zlo] 25 o Adatdrh WY FHERE y

TR LE o

i

oA Z2)e

58 sttt WMeE fFod 9%7
o ol ol W9%, 1~10% 7+4)ek 2o}
du e MeE AA4ste S dHolHE Al
ot 7] §iatolE Ao wel A7 ¢4
g NEA o AAsor & Jart Sk
UM AT A E 2y AEgel A W&
& AA MEsr] A8 dlelE 43 A Z4EE 9
3 Ry} Shiny #lolB. &g, 18l AA 7 Holy

BAE 93 Kafka S Ex2E AHSS)

3.3 2389 & A2 o}7) €A
Shiny= §1 olZgAleld =Zddazr =
F8HE html, cssE REHHE 7HHEH dolEE

AzpksAY A Fee) AuEel s e
AQete] R WA 9 Aol Pee FAFa

AN

vk w3 Q9Hd 23 dolHE AAEE Source
DBMS¢ 22 dHolHE E437] 9% Target
DBMS zFe] AA7F vloly 7]3tE 94l Kafka <

Erng AEE,

<User A> <Scraper B> <User C>

() web
visualization

i d

@ Use

connect

A y
5

R 72D
o
K-}

Web server (@) analysis log

-~ (decision about scraping)
(2) save user_log

e

(3 transfer lo

< Source DBMS > < Target DBMS >
% 3 A3HE BX 58
Fig. 3 Flow of scraping detection

AAZE dlole] BAZS dedd ~ag gxe A

T

A 5Fe 13 30 2ok O AEAEE aolEd

1313



JKIECS, vol. 19, no. 06, 1309-1318, 2024

_~ ®Source . @ real-tme . ®Target
s DBMS % replication (CDC) N DBMS
i Log table E i Source Connectors Kafka Cluster Sink Connectors i i i
| P ;! Different |
! | | Debezium it &Kafka. BC |} DBMS !
| ! for MysQL Connector [ : |
i i ] m @ﬂ
i ; A E’ :
______________________________________________________ : [ 1
1 | :
| | - i
oIS N ittt it N A d
! Visualization i Shiny PostgreSQL
| (— ShmyApp() —] ( Connector
E : l select
H cee i i Server
i i ‘ Scraping 3
! m widget || output || 11" | getection model R
i -—— H : L
I‘\ Browser ,'I I‘\
-------------- ® dashboard --------" “seeeeeeeo @ system oo
a8 4 23T SR AIAY of7|e A
Fig. 4 Architecture of scraping detection system
A&Eate] dolH MulAE o] gdty, @ AWM E A @ Sink ConnectorZ E3|A #2413 HolHE A
|2 dlole Au 2~ o] & WS 2%ttt @ 23 DBMSS TUS HeolEel SQL(Update & Insert) #
o|7] %3] RaF AAte R EAMHE AF(EA) gtk o]2H 229 el DBMSS DB HolE It
T, @ EAAMWA RS olgste AW oRE  dolE} AR dXEH "tk @ 23 E BA B4
#2813, @ Shinyg &3 4 W8S o= A7t AHdx RS o|&ste Z1 ©Hlo|HE ®BAgth
s}ghr}, RPostgres gto]B.2E]E ¢]&3to] ElZl DBMSO| A
AR ZE AZHE 23 HolEl Y &F BAW dolHE go] Btk oF A B =
Source DBMSollA #2148 2] Target DBMS7HA 9] FollA #etsla A|E#o|As] 2 AEP3HAES o] &3
AA A A2 o}7|dx = a8 49 Zrh D ¢4 Az3gd &x y_sg% VA A wEA 248} g
Source DBMS+= §1 AMH|~E F3 AlFah= dlold A R3PS R= Fds dojg Azld Al

¢} o] z3|gte AHEAY o] & s 71E A4S
o & =wdAe T 7159 replicationo] obd o]
%9 DBMSE AMg3le] Kafka 23S A58 B
& AxE MySQLS B2 PostgreSQLS A}
=0 Kafka«] Debizium ConnectorS ©]-8-3}¢]
AFS.E Source DBMS®] DB 2115 819, row
A& WAE veolHE A3 5 Kafka®] Fol ©
=t} Target DBMSZ do]ElE ®ul7] 98] Sink
Connectors ©]-&3}¢] JDBCZ ElAl DBMS$} #1723

Mo oo NN

1314

dataframe AH-& Hﬁﬂ dplyr gol¥ eg]E ARg-g)
® 43 datel B dolE S Shiny glolB# &
o] &3lo] A|Z}glsle] §) o= AFEl,

IV. AZefE EFx| A|AE] 23

—

41 2293 22 Hol¥ A
zagg elpg eAd] A% 27 ol 47
= & 25k gov] AHgAe] 23] IS 4G



SELA 7N oy ~awE gx] AlaF AA 3 T

E 2 A38H 23 HolE MA
Table 2. Design of scraper logging table

logical name | physical name | format | length
base date bas_at date -
base time bas_tm time -
Timestamp bas_ts timestamp -
user ID user_id varchar 30
page code scrn_cd char 10
inquiry target | ig_trgt_bzno char 10
IP address ip_addr varchar 30

2 44 DBE AA|7 Ho|H £A
“74]6} 27 A% DB HolES 2448 DBE AA|
7 AE(EANS 7] 98] Kafka Debizium Source
ConnectorE A%t 18 5= MySQLS 42~ DB
& 3to] REST-APIZ ConnectE A3t W80l

curl --location —request POST
"http://kafka-server-ip:8083/connectors’
--header 'Content-Type: application/json'

--data-raw '{
"name": "source-connector-mysql-dbl",
"config": {

"io.debezium.connector.mysql.MySqlConnector",
"database.hostname": "src-db
"database.port": "3306",
"database.user": "cdc",
"database.password": "passwordl23",
"database.include.list": "db1",
"topic.prefix" : "cdcdbl",
"schema.history.internal.kafka.topic":"cdc-dbl
-- midterm omission -- } }'

2% 5. Debezium source connector A
Fig. 5 Creation of debezium source connector
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curl --location —request POST
"http://kafka-server-ip:8083/connectors’
--header 'Content-Type: application/json'

--data-raw '{
"name": "sink-connector-postgres-dbl",
"config": {

"io.confluent.connect.jdbc.JdbcSinkConnector"”,

"connection.url":
"jdbc:postgresql://target-db:5432/sinkdb?currentSc
hema=db1",

"connection.user": "debezium_postgres",

"connection.password":

"debezium_postgres123",
"table.name.format":"${topic}",
-- midterm omission -- } }'

% 6. Debezium target connector 444
Fig. 6 Creation of debezium target connector

4% ® motering run F
(N-sec interval)
A 4

’ @ select log table ‘

A
’ ® analysis of select-count
by time zone

(® determinatio

n of saaping
NO

l YES

’ ® detail + reaction
18 7. 23948 gX 28 8%

Fig. 7 Flow of scraping detection model

o
A1
A

@ Shinyz 7jes ¢ RUEe shEe 7
o2 g4 DBAA @A I A
ol & z3|9th @ 3] vlo|H= AHEAE
ol Calendar AXUER Y5E WA 5 9
i dre] a5 ¢lo] AR AHEAe] £

7]
T

S et

)

F

8 A58 AZste] wolFth @ 94 A olge
2 2Tk AL A FlEt © A A
27} 2=

TAAE A BPor FHIY @



JKIECS, vol. 19, no. 06, 1309-1318, 2024

Ay For BAHY 9 uss XYY 3
el sl g 2AE 3tk doly §&F UAE
ek d-§ AR 23h9 ] [PE AH A ¢F B =
5 Adsird, AHEA IDE A A gk 2a%0s
Roles star &9 @@AlA SMS WAAE $E
ste] dAl A8S TRk Wl s 4 UrH10]
R Fd¢ 249 g3 A0 FEek As)
W, 22 ol EelA AR Ajtete] AREAF 2
3] Bl E 9 A4S dataframe o2 WHETE o] %
Eflaglzel oy AR HAS BT AR
dataframes o] AF3|7] BP9 YHPOoR AL
ot 9 82 AE3IA e A Wl

# dataset for data analysis
scrpdf = subset(logdataata, iq_who == top_iq_who,
select= c("hours", "ts", "scrn_cd"))
TS = subset(scrpdf, select= c("ts"))
rows = nrow(TS)
= TS[1:rows-1,]

y = TS[2:rows, ]

# time interval dataframe for linear regression

modeldf = data.frame(step= seq(from=1,
to=rows-1), timeeInterval= as.numeric(
difftime(y, x, tz = "Asia/Seoul",
units = "secs")))

# run linear regression model

model= lm(data=modeldf, timeInterval~step)

a = model$coefficients['step'] # slope

b = model$coefficients['(Intercept)'] # y-intercept

Rsquared = summary(model)$r.squared

# Interval

timeIntervalTerm = modeldf$timeInterval - b

# convert abs()

timeIntervalTermAbs = abs(timeIntervalTerm)

timeIntervalTermMed = median(timeIntervalTermAbs)

# median value * 2 (range of random-value)

randomRange = timeIntervalTermMed * 2

# time Interval

gl 8 Mys|F XMzl
Fig. 8 Linear Regression model processing
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Scraping dection system(DS2)

Show 10~ entries search:
bas_at timegubun ts lgcd  iqwho  sem.cd iq_trgt bzno. ip_addr

s 2ms1025 07 o1 scrapper 2001

o1 scrapper 2001
0 w02 07 2231026074702 01 scrapper 2001
" 2mw0 o7 025074730 01 scapper 2001
7 2102 o7 2231026074756 01 scrapper 2001

0231026074818 01 scrapper 2001

"o2031026 o7 20231026 074840 01 scrapper 2001

5 2031026 07 2031026074906 01 scrapper 2001

6 2031028 07 0231026074929 01 scrapper 2001

720231026 o7 2003026075027 01 scrapper 2001

Showing 11010 of 531 entres Prevous | 1|2 3 4 s 54 Next
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Fig. 9 Detail list of monitoring log data
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