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Abstract

With the speedy technological advancement and growth of sensors,
WSNs have become the key technology for IoT. This inspires us
to design our proposed system in a Multiwireless sensor network-
based IoT environment. The main objective of our work is to
provide a challenging standard of scalability, efficiency, and
security in a multi-WSN system. With the intention of
accomplishing our goal, we have implemented identity
authentication based on hybrid blockchain technology. In this
Distributed Multi WSN based IoT environment, the nodes are
grouped into several ordinary nodes, cluster head nodes and base
stations. In order to form a hybrid blockchain model, the
blockchain network is created in among diverse types of nodes.
On the one hand, the ordinary node’s identity authentication is
performed by the local blockchain. On the other hand, the cluster
head’s identity authentication is performed by a global blockchain.
Thus, our intended private and public blockchain ensures
extraordinary security and performance in the entire multi-WSN
network. On the whole, our system proved that our proposed
scheme has attained good security, scalability, and energy
efficiency.
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1. Introduction

In today’s world, everything around us is connected
with the environment. With the introduction of the Internet
of Things (IoT) things started communicating with each
other [8]. Cloud computing technology offers unlimited
storage with other useful resources for people [19].
Researchers nowadays focus on working in the integrated
domain environments, since the drawbacks of one domain
are balanced by the advantages of the other domain. This
showed a great increase in the realization of full potential of
the number of domains being considered. Blockchain
technology and Multi-WSN is one of the fast-spreading
securities and decentralized approaches that replaced many
existing security implementations [18].

Most of the time, these information are concerned
about the experience of the user and the performance of the
devices and system. The most common IoT devices are
given in Fig. 1.
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Figurel: Most Common IoT devices

nce issues associated with it. For this reason,

With all the benefits of IoT on one side, there are some
bottlenecks such as poor scalability, security and performa
the cloud computing technology created a breakthrough to
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solve these issues while promoting the wide spread growth
of IoT. The importance of security has grown exponentially
as the number of information present is vast and widespread.
IoT shows a great impact in the interconnectivity of the



IJCSNS International Journal of Computer Science and Network Security, VOL.24 No.11, November 2024 171

environment where the disruptive technologies and
solutions are developed [18].

Applications of Internet of Things

e  Smart everything with high efficiency.
Growth of 10T in healthcare.
Great improvement in the field of security.
Develop huge data processing solutions.
Improvement in automotive digital technology.
A new buzz in industrial sector.
Agriculture and Healthcare.

2. Literature Survey

[19] Zhang, X., Liu, C., Poslad, S., & Chai, K.K.
(2019). Cloud computing has made a firm impact in the
field of IoT devices such that IoT environment cannot be
setup without the implementation of cloud. In general cloud
services are obtained in three different forms as: Public,
Private and Hybrid. Out of these most of the applications
focus on private cloud as it offers high security compared
with the public cloud. In this project, we implement our
approach in untrusted cloud service (i.e.,) public cloud
service. We develop and deployed a SemiOutsourcing
Privacy Preserving (SOPP) scheme. In this project, the data
from the IoT devices are first sent to the cloud for storage.
The cloud verifies the identity of the [oT device and stores
the data in the datacenter. The main objective of our
proposed approach is to create a model that is suited for
small-scale industries who cannot afford on storage from a
trusted cloud. For the purpose of key generation we used,
Elliptic Curve Diffie Hellman (ECDH) algorithm and
Advanced Encryption Standard (AES) for the process of
encrypting the IoT data. In order to verify the integrity of
the data being stored in the cloud and to reduce the cost of
communication, we have implemented One-way Hash
function. With our proposed system, the data is stored
securely in an untrusted cloud. The experimental results
show that our proposed system is durable (i.e.,) supports
long-term battery, and reduced throughput and thereby
reducing the communication and computation overhead
largely. Drawbacks

e  Complexity in developing approach.
e  Results are more inaccurate.

[20] Zhou, Y., Liu, T., Tang, F., & Tinashe, M.
(2019). The research field of Internet of Things (IoT)
exhibited many unique features than the other systems.
With vast amount of applications and various
characteristics, the IoT showed great performance in many
areas. In this project, we have developed an unlinkable
authentication scheme for distributed IoT applications. The

main objective of the proposed system is to ensure an
unforgeable authentication and to provide direct
communication between the user and the sensors in the
network. The three different entities present in our network
are mobile users, sensors and trusted third party (TTP). The
proposed system is 6 executed in three phases starting from
the initialization phase, followed by the user registration
phase and then the authentication phase. In each phase, the
security is maintained in the hashed transfer of information
and no information is leaked out of the system. Finally, the
user can directly access the sensor for data transmission or
data retrieval. Simulation results were conducted in terms
of computation cost and running time which is greatly
minimized in our proposed system. The experimental
observation revealed that the proposed system exhibited
better performance than the existing system.

Drawbacks

e Increased storage cost for handling resources.
e  Not suited for real-time implementation.

[15] Renuka, K., Kumari, S., Zhao, D., & Li, L.
(2019). The Internet of Things (IoT) area showed great
improvement in recent years than the time of launch.
Almost everything around us acts as IoT device and gathers
useful information. 10T is deployed in all the fields around
us. With the widespread application, it also suffers from
certain security issues. In this project, we attempt to reduce
the impacts of security issues in the IoT setup through the
secure password based authentication scheme. We
implemented four different protocols between the entities in
the network and performed the authentication. For
encryption and decryption, we deployed the symmetric
encryption algorithm. As a result, the time and resources
required for key generation and management is largely
reduced. The four entities present in our system are: mobile
devices, M2M service provider (MSP), sensors and
gateway. In this paper we implemented four different
protocols, each for separate authentication scenarios. The
first protocol provides authentication between mobile
devices and the gateway. The second protocol provides
authentication between mobile devices and the sensor. The
third protocol provides authentication between sensor and
sensor with the gateway. The fourth protocol provides
authentication between sensor and sensor without the
gateway. The experimental analysis proved the hypothesis
of the proposed system in term of reduced computation time
and cost. Drawbacks

e Increased computation complexity.

e Not suited for resource constrained devices.
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3. Methods

This research work applied different types of
security methodologies with blockchain technology in the
proposed framework structure.

4. Blockchain Technology

Blockchain technology is one of the fast-spreading
security approaches that replaced many existing security
implementations [13]. As the name indicates, this field
consists of a chain of blocks containing certain information
and more formally appears as a distributed ledger. It is a
software protocol that could not be executed without the
internet and comprises several components like a database,
software application, and some connected computers. The
information in each block is hashed and stored to enhance
the level of security being offered.

It is observed that blockchain; hash algorithm
function process is an excellent mechanism to prevent the
security risks of data leakage. The specialty of a hash
function is that even if the attacker enters into the block,
they cannot get hold of the data as calculation of hashes is
a tedious task. Also, blockchain makes use of the concept
of Proof-of-Work [21]. It is a mechanism that slows down
the creation of the new blocks. A proof-of-work is a
computational problem that takes a certain effort to solve
[17]. But the time required to verify the results of the
computational problem is very less compared to the effort it
takes to solve the computational problem itself. Hybrid
Blockchains lie somewhere between private and public
blockchains, depending on their architecture [11].
Therefore, to understand hybrid blockchains, one must first
understand the differences between private and public
blockchains.

Advantages of Blockchain Technology

e  Faster transactions.

No payment for intermediaries Services.
High level of security.

Automatic reconciliation of accounts.
Different levels of accessibility.
Hacking threat reduced.

Transparency of transactions increased.

5. Proposed Model

In this Figure 2 represent the developed hybrid
blockchain based mutual authentication scheme for the
Multi-WSN network. We initially divide the nodes in the
multi-WSN network into normal nodes and cluster head
nodes. Next we create the hybrid blockchain model which
includes private and public blockchain. Then we
authenticate the cluster members by local blockchain and
authenticate cluster heads by global chain. For
authentication, we have used ECDSA signature algorithm
and Keccak hashing function. On the whole, this system
ensures the scalability, security and efficiency. The
performance evaluation shows that this approach has
outperformed all the flaws in the existing system like,

e Unstable cluster head selection.

e Complex features are used for authentication.

e Improper authentication leads to malicious access
of data.

The experimental analysis proved the hypothesis of the
proposed system in terms of reduced computation time and
cost. Authentication and security mechanism based on
WSN, Access Point, Cluster Head, and End-user with the
internet gateway.

Advantages of our proposed system
e Improved cluster head selection.

e  Highly reliable and secure to implement.
e Increased efficiency and scalability.
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Figure 2: Propose Architecture system representation.
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5.1 Module description

Initial Setup

We have considered a Multi- Wireless sensor network with
the deployment of base station and several IoT devices or
nodes. In the IoT environment, different sensor networks,
networks and end users, and intra-network nodes need to
cooperate to provide services. Then we initially calculate
the important performance metrics in our system.

Clustering

According to the different functions and capability of
the nodes, the nodes of the IoT are divided into base stations,
cluster heads and ordinary nodes. The ordinary nodes act as
cluster members. Cluster head node is mostly used for
simple processing and forwarding sensing data from
ordinary nodes in the network. It directly connects with the
ordinary node and the base station, receives various data
from the ordinary node and forwards it to the base station.
Usually, ordinary nodes can only sense and transmit simple
data because it has limited capacity and energy.

Local Blockchain

The local blockchain is a private blockchain composed
of all cluster member nodes in a single WSN. Here it
verifies the identity of all the ordinary nodes for
communication. For that it implements the digital signature
using ECDSA algorithm and hashing using keccak function.

5.2 Global Blockchain

The global blockchain is a public blockchain
composed of all cluster head nodes in a single WSN. Here
it verifies the identity of all the cluster head nodes for
communication. For that, it implements the digital signature
using the ECDSA algorithm and hashing using keccak

function.
/_\}3

TSI

—& /
— — <] pubtic Blocketain );/<mz
(& 7 2 kY

O Chster Mode

@ Base Statiom

Figure 3 : Hybrid blockchain and Multi-WSN Network.

The above figure 3 represents the hybrid
blockchain-based mutual authentication scheme for the
Multi-WSN network. The Multi-WSN consists of 100 -
IoT_Sensor Nodes and 1-Base Station (BS). We initially
divide the nodes in the multi-WSN network into normal
nodes and cluster head nodes. Next, we create the hybrid
blockchain model which includes private and public
blockchain. Then we authenticate the cluster members by
local blockchain and authenticate cluster heads by a global
chain. For authentication, we have used the ECDSA
signature algorithm and Keccak hashing function. On the
whole, this system ensures scalability, security, and
efficiency. In finally, we plot the results graph for Accuracy
vs a number of IoT Sensor Nodes and Authentication Time
vs a number of IoT Sensor Nodes. Hybrid blockchain and
the Multi-WSN concept are used to improve attack
detection and improve processing throughput [15]. This
paper evaluated the performance of the Hybrid blockchain
architecture evaluation results demonstrate performance
improvement by reducing processing time, accuracy, and
security parameters [7].

5.3 ECDSA algorithm
Digital Signature send by the sender to receiver is (r,
s) and s can be generated only by Sender because of its
private key.
Step 1: Compute s = (K + (r xnor h) G
Step 2: Compute s = (K + u) G where u = (r xnor h)
Step 3: Compute s = KG + uG
Step 4: Compute s - uG = KG = (k1, hl)
Therefore
LHS =KG = (k, g) and r =k (mod h)
RHS = SG = (kl1, hl) and v =k1(mod h).
Hence v=r

ECDSA is one of the most efficient algorithms to
protect from cyber attackers and this is used to generate a
digital signature and verify the signature in a very fast
manner. ECDSA is classified into key generation, signature
generation with verification. ECDSA generates keys and
signatures that are smaller to provide a security level and
more efficient security. Simulation results were conducted
in terms of computation cost and running time which is
greatly minimized in our proposed system [20].

5.4 KECCAK Algorithm:

Step 1 : Start the process

for x=0to 100 do

begin

Step 2: Calculation of X and Y values
Clx][y]=a[x,0]

for y=1 to 100 do

begin
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c[x]=c[x]Dalx,y]

end if

end if

Step 3: - Computation calculation

for x=0 to 100 do

begin

D[x] = C[x-1] @ ROT(C[x+1],1)

Step 4: Bitwuse Rotatiion X and Y

for y=0 to 100 do

begin

Alx,yl=a[x,y|@D[x]

ali][jllk] « a[i][jlk] @ parity(a[0...100][j-1][k]) D
parity(a[0...100][ j+1][k—1])

0 <t<100, a[i][ j1[k] < a[i][ j1[k—(t+1)(t+2)/2]
x—xD(y&z

a[i][jlk] < ali][ jl[k] @ (Talil[ j+11[k] & a[i][ j*2][k]).
end if

end if

Keccak algorithm represents a hash function of the
security of the IoT sensor node and the accuracy of message
authentication. Numerical results show that the proposed
architecture outperforms the traditional Multi-WSN
architectures in terms of file security and network
transmission. On average, the file loss rate based on the
simulation assumptions utilized in this paper is close to 0%
on the proposed architecture while it’s nearly 100% and
71.66% on the architecture with a hybrid blockchain and the
distributed proof of message using keccak algorithm [6].
Besides, with the proposed scheme, the transmission on the
proposed architecture is reduced by 39.28% and 76.47% on
average on the user’s number and the number of file block
replicas, respectively, in comparison to the architecture
with the hybrid blockchain.

The random number To generation k with g(k1,h1).
In the given key generation specified in equation (1)
representing a digital signature verification and generation
of the graph of hybrid blockchain structure. To protect
user's privacy and to process private information security
and authentication access [5].

G=(K1,HI) (1)

Keccak hash function a unique feature and structure
compare to other hash functions and K number of iteration
in the function and every iteration has a sensor input of Bl
bits values. In the function considered the number of
iteration specified in equation (2) as

K= Node + Sensor + data + keyVal 2)

Secure hash function to generate the secret key SecKey and
verified that key in the equation (3) and (4).

SecKey = (PrivKey1Sender - PrivKey receiver ) / (hfl-th2)
3)

h = HASH (M) = Keccak (M) 4)

The ECDSA signature algorithm verifies an input
message {r, s} produced from the digital signing algorithm
plus a public key, matching to the signer's private key. The
output process is based on boolean value: true or false
signature. The digital signing algorithm consists of an
equation for r and s messages. The ECDSA to solve the
above problem by considering the private key generation
and verification phas
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Figure 4 : M-WSN consists of 100 — IoT sensor Nodes

Figure 5: M-WSN Network and Cluster head nodes

In the above figure 4 and 5 represent the IoT
devices message delivery system with multi-WSN
processing then initially divide the nodes in the multi-WSN
network into normal nodes and cluster head nodes. The
Multi-WSN, consists of 100 —IoT Sensor Nodes and 1-Base
Station (BS) and output process generated based on base
station input node message processing.
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Figure 6: Hybrid Blockchain
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Figure 7 : Simulation of IoT Sensore

In this figure 6 represent a hybrid blockchain model
which includes private and public blockchain. Then we
authenticate the cluster members by local blockchain and
authenticate cluster heads by global chain. For
authentication, we have used ECDSA signature algorithm

and Keccak hashing function.

A figure 7 represent the Simulation of IoT Sensors
results demonstrated that the proposed system successfully
completed based IoT Sensor node message, Multi-
Wireless sensor network with the deployment of the base
station using Hybrid blockchain Proof of Stake (PoS) then
reduce power to run different types of IoT device messages
authentication verified based on algorithms. This
simulation result used to verify the IoT notes message
authentication to assess the practicality of secure
provenance schemes. However, the communication of
Multi-wireless network overhead will increase dramatically
when users transmit files encrypted by an authentication
verification based on the PoS scheme. A numerical result
shows that simulation of IoT sensors and outperforms the
traditional Multi-Wireless and Hybrid blockchain
architectures in terms of file security and network
transmission delay.

6. The results graph for Accuracy vs number
of IoT Sensor Nodes

e @ @B @ OC

TR E EFELEE

Figure 8 : Accuracy vs number of IoT Sensor Nodes
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Figure 9 Authentication time vs number of IoT Sensor
Node

In the above figure 8 represent IoT devices and
blockchain based message authentication and accuracy of
data protection such as the sensor node generate the
message that time accuracy also calculated based on
number of sensor devices are connected to Multi-WSN . X
axis denoted here 100 number of sensor devices, Y- axis
denote accuracy of message delivery and time complexity.
Finally in this output had generated 100 % accuracy
message with message authentication and time complexity.

Figure 9 represent the authentication of message
verification time and number of sensor node producing
result based an input message with IoT nodes. In equation
(5) is verified a Sensor Node message and calculate a result
based an activity score and an average of the time ( T) with
sensor node (N) scores weight and results calculated based
on output 98% and based on input message of IoT devices
and OSC- Output Score Calculation.

0SC= SN+ yA+(1—y)SI=yA+(1—y)S (5)
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MM =1+ 3b + 3b% + (3b)(3b+1) + 3b+1 (6)

In this equitation (6) denoted MM is a number of
message modifications, yy - Network activity factor
indication, 1 is a base node of the network and ‘b’ denoted
block of message proof of transaction. ECDSA with Keccak
to secure authentication for IoT device messages to ensure
and enhance the security of the system. In this output result,
we propose a lightweight and privacy-preserving two-factor
authentication scheme for IoT devices with blockchain
technology. Our research is developed with the intention of
providing reduced computation such that it is suitable for a
resource-constrained environment. The experimental
analysis confirmed that our proposed approach is suitable
for the application or environment with resource-
constrained devices and a lightweight authentication
mechanism reduces the overhead largely.

7. Conclusion

In this research, we have proposed a Multi-WSN
network in an IoT environment. We deployed hybrid
blockchain technology to assure the security of data in a
distributed environment. We considered the most
significant parameters that most of the existing systems
failed to consider in their implementations. These
parameters include scalability, storage consumption, energy
consumption which ensures the efficiency of the proposed
system. This hybrid blockchain model has a private
blockchain and public blockchain. The private blockchain
is built among cluster heads in a single WSN and base
stations of all WSN are added to the public blockchain. In
this model, nodes identity mutual authentication in various
communication scenarios is recognized. The local
blockchain authenticates the ordinary nodes and the global
blockchain authenticates the cluster heads. Thus, our
system achieved increased efficiency, security, and
scalability than the existing system.

8. Future work

In the future, we have planned to implement multi-
factor authentication to enhance the security of the proposed
system. We also keep in mind that the computation
complexity is controlled and that our system is suitable for
resource-constrained IoT devices. We will also make our
system to be suited for more complicated and large-scale
environments.
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