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[Abstract]

Intrusion detection systems that learn metadata of network packets have been proposed recently.
However these approaches require time to analyze packets to generate metadata for model learning, and
time to pre-process metadata before learning. In addition, models that have learned specific metadata
cannot detect intrusion by using original packets flowing into the network as they are. To address the
problem, this paper propose a natural language processing-based intrusion detection system that detects
intrusions by learning the packet payload as a single sentence without an additional conversion process.
To verify the performance of our approach, we utilized the UNSW-NB15 and Transformer models. First,
the PCAP files of the dataset were labeled, and then two Transformer (BERT, DistilBERT) models were
trained directly in the form of sentences to analyze the detection performance. The experimental results
showed that the binary classification accuracy was 99.03% and 99.05%, respectively, which is similar or
superior to the detection performance of the techniques proposed in previous studies. Multi-class

classification showed better performance with 86.63% and 86.36%, respectively.
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I. Introduction
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II. Preliminaries

1. UNSW-NB15 Dataset
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Table 1. Configuration of UNSW-NB15 Dataset

Category Train Test
Analysis 2,000 677
Backdoor 1,746 583
DoS 12,264 4,089
Exploits 33,393 11,132
Fuzzing 18,184 6,062
Generic 40,000 18,871
Normal 56,000 37,000
Reconnaissance 10,491 3,496
Shellcode 1,133 378
Worms 130 44
Total 175,341 82,332
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2. Related works
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III. The Proposed Scheme

1. Experimental Preparation

1.1 Dataset Labeling
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Table 2. Configuration of Experimental Dataset

Category Train Test
Analysis 538 134
Backdoor 620 155
DoS 2,210 552
Exploits 9,794 2,449
Fuzzers 8,476 2,119
Generic 9,457 2,364
Normal 9,849 2,463
Reconnaissance 5,644 1,411
Shellcode 680 170
Worms 66 17
Total 47,334 11,834

1.2 Transformer
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2. Experimental Design
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IV. Conclusions
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