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Summary 
Internet of Things (IoT) is a relatively new concept that has gained 
immense popularity in a short period of time due to its wide 
applicability in making human life more convenient and 
automated. As an illustration: the development of smart homes, 
smart cities, etc. However, it is also accompanied by a substantial 
number of risks and flaws. IoT makes use of low-powered devices, 
so secure, less time-consuming and energy-intensive transmission 
(routing) of messages due to the limited availability of energy is 
one of the many and most significant concerns for IoT developers. 
The following paper presents a trust-based routing scenario for the 
Internet of Things (IoT) that exploits the past transmission record 
from the cupcarbon simulator's log files. Artificial Neural Network 
is used to quantify knowledge of trust, calculate the value of trust, 
and share this information with other network devices. As a human 
behavioural pattern, trust provides a superior method for making 
routing decisions. If there is a tie in the trust values and no other 
path is available, the remaining battery power is used to break the 
tie and make a forwarding decision; this is also seen as a more 
efficient use of the available resources. The proposed algorithm is 
observed to have superior energy consumption and routing 
decisions compared to conventional routing algorithms, and it 
improves the communication pattern. 
Keywords: 
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1. Introduction 

Internet, which emerged in the early 1950s, is a 
method for connecting systems across the globe that uses 
TCP/IP to transmit data. The Internet has evolved to a point 
where all types of physical objects will be able to identify 
themselves and communicate with other devices over the 
internet. IoT enables Internet protocol-based network 
communication by eliminating human interference. IoT 
employs scale-free networking, meaning that the data can 
range from tiny data blocks to high-quality video. It has zero 
tolerance for any form of delay. IoT networking [6] utilises 
Radio-Frequency identification [3] and Near-field 
communication [4], low energy Bluetooth [5], wireless, 
LTE-A, and Wifi-direct. To accommodate a large number 
of devices, IPv6 addressing is utilised [7]. 

1.1 Routing in IoT 

IoT is defined as a collection of adhoc devices, sensors, and 
heterogeneous natured devices that communicate with each 
other in a harmonious manner; therefore, constructing such 
a system and enabling the devices to communicate with one 
another is a laborious task. IoT employs the 6LoWPAN 
protocol [8] to simplify the sending and receiving of IPv6 
packets over IEEE 802.15.4 [9]. 

IoT devices typically have low-power applications, which 
results in a lossy network because the devices lack the 
power to support traditional data routing; consequently, 
data flow is restricted and highly ordered. The flow of data 
can be point-to-point, point-to-multi-points, or multi-point-
to-point [10]. 

Cluster-based routing is used to improve the 
performance of nodes in an energy-poor environment in 
order to conserve energy. Certain Cluster-based routing 
protocols, such as LEACH (Low Energy Adaptive 
Clustering Hierarchy), are utilised by network nodes to 
overcome power shortage issues. Clusters of wireless 
sensor nodes are assigned. A message is then transmitted 
over short distances. A cluster head is chosen at random to 
collect data from the nodes and transmit it to the base station 
[12] [13]. The Cluster head is selected by SEP (Stable 
Election Protocol) using the weighted probability of nodes. 
On this basis, the nodes are separated into two categories: 
Advanced and Normal. Typically, advanced nodes are 
selected as cluster heads [14]. This is why this protocol is 
considered stable; [15] HEED (Hybrid Energy Efficient 
Distributed Protocol) creates groups of nodes, selects a 
cluster head from the nodes, and uses the residual energy 
for CH selection [17]. TEEN (Threshold Sensitive Energy 
Efficient Sensor Network Protocol) utilises threshold for 
data transmission and is data-centric. According to reports, 
data sensing consumes less energy than data transmission 
[18-20]. 

1.2 Security Requirements For IoT 

The Internet of Things is distinguished by 
characteristics such as heterogeneity, connectivity and 
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ubiquity, limited resources, self-organization, mobility, and 
scalability. To achieve IoT full deployment, however, the 
following security requirements must be met [21][22]: 

 Authentication: It ensures that each entity in the 
Internet of Things is uniquely identified; therefore, 
each entity must identify itself and mutual 
authentication is required between IoT entities. 
Therefore, impersonating nodes must be identified. 

 Authorization / Access Control: These 
specifications guarantee that only authorised users can 
access IoT entities. Because unauthorised access to 
IoT entities will jeopardise network security, it is 
essential that only authorised parties have access to 
data and routing information. 

 Availability: It states that IoT entities, networks, and 
services must be accessible and functional at all times, 
regardless of exposure to malicious attacks or failures 
due to IoT characteristics. 

 Confidentiality: It ensures that only authorised 
entities are able to access and modify data and routing 
information securely. In other words, IoT application 
data exchanges should be concealed from 
intermediaries and unauthorised parties. 

 Integrity: It ensures that data and routing information 
have not been altered by an intermediary or malicious 
entity while in transit. Consequently, it is imperative 
to detect any alteration in the data being exchanged. 

 Privacy: It ensures that the identities of IoT entities 
are highly protected against unauthorised access by, 
for example, defining the rules under which data 
pertaining to specific entities may be accessed. 
According to Kumar and Patel (2014), privacy must 
be considered on the IoT device itself, during storage, 
communication, and processing. 

 Trust: Due to the characteristics of the Internet of 
Things, there is a need to architect the IoT in a reliable 
manner that allows for automatic adaptation to an 
unanticipated security breach. In actuality, numerous 
security solutions exist to satisfy the aforementioned 
requirements. For example, Transport Layer Security 
mechanisms such as TLS or VPN should be utilised to 
ensure privacy. Message Integrity Codes (MIC) may 
be utilised to ensure message integrity. 
Communication between IoT entities could be secured 
using certificate-based authentication. Context-based 
access control could be used to control access based 
on the requirements of IoT applications. For 
availability security, Intrusion Detection Systems 
(IDS) and firewalls could be utilised. Solutions that 
strike a balance between the anonymity requirements 

of some applications and the localization and tracking 
needs of others could be used to preserve privacy. In 
reality, trust management systems must detect 
untrustworthy behaviour, isolate untrusted entities and 
zones, and redirect IoT functionality to trusted zones 
in all circumstances. 

1.3 ANN Classification For IoT 

Artificial Neural Network functions similarly to the human 
brain in that it is comprised of a large number of 
interconnected processing elements that work together to 
perform the perfect solution for specific problems that are 
extremely costly to solve using conventional methods. 
Several applications have successfully implemented ANN 
algorithms, including Recognition, Classification, and 
Feature Extraction. And classify and detect security threats 
using various supervised ANN algorithms, namely: 

 Learning Vector Quantization (LVQ): LVQ is one 
of the supervised ANN classification algorithms based 
on the Kohonen model. It is also known as the 
supervised version of the unsupervised learning 
algorithm Self-Organizing Map networks (SOM). 
LVQ employs vector quantization architecture in 
conjunction with vector labelling and supervised 
training. There are several improved versions of the 
LVQ algorithm, including LVQ1, LVQ2.1, LVQ3, 
OLVQ1, OLVQ3, and LVQ3. And use all versions of 
LVQ to determine which version has the highest 
classification accuracy and performance in terms of 
time. 

 Radial Basis Funcion (RBF): The RBF is one of the 
neural network learning methods based on radial basis 
function utilised by ANN. This algorithm has three 
layers: an input layer, a single hidden layer, and an 
output layer. The RBF algorithm has a straightforward 
structure and numerous outstanding performances. In 
this paper, we classified IoT security threads using 
RBF. 

 Multilayer Perceptron (MLP): Algorithms 
Multilayer Perceptron (MLP) is a well-known 
artificial neural network (ANN) algorithm utilised in 
numerous fields, including recognition and 
classification. Input, one or more hidden, and output 
layers comprise the MLP. Through nonlinear function, 
it is possible to map input parameter to output 
parameter. 

2. Related Research Work 

This section compares various related works in the field of 
IoT and trust management. A recent study states that for 
election of a leader in IoT, dominating tree routing 
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algorithm [23] gives an efficient and fault tolerant 
environment, with low energy consumption of about 85% 
[24]. We know that IoT faces the challenge of memory 
management, so telescopic view is used to generate less 
network traffic volume with excellent latency [25]. When 
talking about routing in IoT, a cluster based hierarchy 
protocol called DEEC-VD is used for heterogeneous 
network which makes use of clusters and forms active 
cluster head [26] and to find the shortest path between the 
active cluster heads, it makes use of the Dijkastra algorithm 
[27] that gives better results as compared to other routing 
algorithms like DEEC, LEACH & SEP [28][29]. Another 
technique is known as Redundancy based WEP routing 
technology, which does query-driven data reporting and 
provides a coverage area of Machine to Machine mode and 
also ensures maximum stability period [30]. Another 
routing protocol which is focused on energy consumption is 
divided into two phases: The first phase, known as 
initialization phase, in which, each sensor node needs to 
find its neighbor nodes and form a cluster, whereas, the 
second phase is known as, maintenance phase, wherein, all 
the nodes maintain their information matrix and share these 
details with all the other nodes, on receiving a cluster head 
rotation control message. 

AOMDV [31] makes a connection between the internet and 
ordinary nodes within a network. Each node has to maintain 
two tables: Internet Connecting table & Routing table. It can 
also be called a reactive protocol [32] as it only works on 
demand. Does not provide any security, not context aware, 
finds the best route with regards to minimal hop count and 
do not consider energy efficiency and it only shortlists one 
path, so there are high chances of failure and delays: [33]. 
Optimized link state routing protocol works as a table 
operated protocol and shares the details of the topology with 
the other participating nodes on a regular basis. Each node 
has to select a set of multipoint relays to make 
communication possible. These MPR’s should be only one 
hop neighbors to the node and must contain bi-directional 
linkages; [34] For NDN IoT in smart cities creation, we 
have a Light weight authentication and secured routing 
protocol, which provides deployment densities of 40,000 
nodes/km2 and also involves three stages, Network 
discovery and authentication, Sensor Node authentication 
& key delivery and Path advertisement; [35] Secured Multi-
hop routing enables the IoT devices to combine the 
procedures of authentication and routing without creating 
any notable overheads with added features that enable it to 
segregate IoT devices based on their unique identifications 
and re- conceptualize logical networks previously formed 
inside the network by the IoT devices. It performs better 
than OLSR protocol [36] by inculcating four layers, known 
as, Application layer, transport layer, User controllable 
multi-layer(UML) and Data link layer, wherein, the routing 
task is provided to the UML layer along with ANDL 
module to secure the communication [37]; RPL is another 

routing algorithm introduced by IETF whose work is to 
develop a topological structure by consuming the energies 
provided by the intelligent devices and compute the 
required resources. A modification of RPL also called 
Multiparent-RPL works on the same phenomenon but 
considers two way routing and makes a hierarchical 
clustering topology, in which, many clusters cross path and 
ensures data arrival rates against common routing attacks. 
It has been proven to prevent black and wormhole attacks; 
[38][39] EARA is a bio-inspired algorithm. It considers the 
hop count as well as the energy efficiency. It also maintains 
data about the average energy of nodes and the lowest 
residual energy value; PAIR includes information about: 
Residual energy and the amount of power consumption, 
Buffer space and the active load, and Distance between the 
node and neighbor [40]. It is a context aware as well as 
multi-hop protocol. Security parameters are not considered 
and memory requirements are high. It makes the 
heterogeneous networks cooperate; [21] REL only makes 
decisions based on the Link Quality indicators and stores all 
the possible routes. Best route is found out by considering 
the following factors: quality of the wireless links, Residual 
energy, and Hop Count [41]. 

2.1 Issues Associated With IoT  

IoT is a developing area and so it still has a lot of issues 
which need to be considered before enjoying the actual 
benefits of IoT. As per the study of HP, it is found that 80% 
of IoT devices are failing to provide personal privacy to its 
users and 60% are still having security issues, that makes 
the system highly vulnerable to attacks. IoT still lacks 
interoperability of applications making the system not 
fulfilling its main goal and requiring a mechanism to 
develop standards and inculcating the made standards into 
every device to be a part of IoT system. Although the 
growth of sensors and chipsets are on an increase but still 
we lack good objects to sense the environment and generate 
good quality of data. Security and privacy is a big concern 
of IoT, as we still do not have a good authentication and 
reliable algorithm through which we can send our data with 
100% guarantee of safe delivery to the destination node. 
Maintenance of connectivity in an ad-hoc network is a 
highly challenging task. As IoT has a feature of connecting 
a large number of objects, the scalability of objects in here 
becomes a problem. There is a limited supply of energy to 
run the IoT devices, so we need a system wherein 
consumption of energy is minimum with maximum output. 
Management of memory space in small objects, where data 
collected is very high makes it hard for the user to accept 
the system. No device can give 100% CPU power to run the 
IoT application, no system can provide such high power to 
any applications due to their own dedicated tasks [42]. 

2.2 Routing Issues  
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Routing is a great issue as when talking about IoT, we 
require devices working on low power, links should be 
lossy in nature, IoT follows mesh topology with multiple-
hop principle and the network conditions are vastly 
changing from device to device. On top of it IoT works on 
moving as well as stationary objects, requiring different 
protocols, for making an IoT we have to combine these 
protocols into a single protocol which works more 
efficiently, which is again a tedious task. So considering 
these situations, routing has large number of issues to be 
handled, such as, devices communicating, suppliers of 
devices may be same or different; existence of the source 
node and destination node may be on different networks; 
connection between the devices may be consistent or may 
not be; resource availability may be a challenge and devices 
of different kinds may not cooperate well along with each 
other due to the unavailability of resources; devices not 
utilizing the universally accepted addressing mechanism; 
varying communication range between devices creates a lot 
of chaos; environmental conditions highly affect the routing, 
due to breakage of various links, signal quality degradation, 
reaching server becomes an issue.; estimated delay in 
communicating the huge amount of data should always be 
less than the expiry time of the data; duplicate data must be 
removed before transmitting onto the network; energy 
requirement should be less, so that even very small devices 
are able to function properly and require less network 
lifetime; context creation, validation, accuracy of the data 
should be well maintained and with constrained memory we 
also need to maintain the context in such a way that storage 
is maintained [42]. 

2.3 Factors Affecting Trust  

Trust keeps on growing at a rapid pace, till the devices are 
interacting continuously. Denial of service, whether from 
the intermediate node or destination node, can change the 
value of trust disastrously. If such an event occurs, we need 
to negate all the values, so we keep the value of the bias to 
be a very high negative value. Just like the real world, in the 
IoT world value of trust obtained in the past may not matter 
much, if the contact time is high. Record of the success rate 
and time difference between the last contact and current 
contact must be kept, for the proper working of Trust as a 
routing algorithm for making forwarding decision in an IoT 
environment [48]. 

3. Trust For IoT Security 

It is the starting point for developing any type of 
relationship. Trust is a feeling, or a flow of hormones, that 
induces reliance, a sense of security, and confidence in the 
other individual. Trust is a complex phenomenon because 
its evaluation is entirely dependent on the other party's 
response. Responses can be in the form of the instilling of 

confidence, the person's beliefs (which are bound to differ 
from person to person), the expectations one has of the other, 
the person's reputation (which is easily derived from prior 
knowledge and past experience), cooperation, and honesty. 
Trust can be cultivated in a variety of ways, including direct 
trust (involvement of the individual), indirect trust, or both 
(when we have trust on a person and that person trusts some 
third person, we automatically develop a level of trust on 
the third person). The reason for trust, the environment of 
trust, and the imminence of trust determine the strength of 
a relationship built on trust. Privacy is an additional trust 
factor [43]. 

Real-world examples include the relationship between a 
buyer and seller or the trust between family members. There 
are two types of trust in a buyer-seller relationship: 
calculated and relational. It is said that the value of 
calculated trust is predictive in nature. The buyer always 
bestows calculated trust upon the seller, whereas the seller 
may bestow both relational and calculated trust upon the 
buyer. The level of trust between the two parties will depend 
on the level of risk involved, the quality of the item sold, 
and the presence of continuous values. In contrast, 
calculating trust in a family may involve the behaviour and 
participation of family members. In a family (Figure 1.), the 
level of trust is observed to increase with age and 
experience. A general pattern indicates that children have a 
higher level of trust for their parents/grandparents, whereas 
parents/grandparents may not have the same level of trust 
for their children; therefore, it can be concluded that trust is 
context-dependent and asymmetric in nature. 

For example, Hari and Ram, members of the IJK family 
may or may not trust each other. In a framework where 
decision is to be made about the careers Hari may not trust 
Ram, whereas when it comes to the selection of a dress Hari 
may trust Ram. Thus, we can say that trust constitutes 
continuous values. For example, Hari and Ram, members of 
the IJK family may or may not trust each other. In a 
framework where decision is to be made about the careers 
Hari may not trust Ram, whereas when it comes to the 
selection of a dress Hari may trust Ram. Thus, we can say 
that trust constitutes continuous values. 

If we Consider T(v) as the function for trust and obtaining 
values between -1 to 1, we can say that, T(v) = -1 - 
Untrustworthy, 0 - Evenhanded, and 1 - Trustworthy. 
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Fig. 1  Illustrating level of trust in a family. 

Due to the heterogeneity of IoT components, the nature of 
communication channels, and other factors, the Internet of 
Things is susceptible to a number of security issues relating 
to each layer of the IoT architecture. These vulnerabilities 
must be addressed so that all entities participating in the IoT 
ecosystem can be trusted. Moreover, uncertainty and risk 
are crucial concerns for the deployment of IoT, as entities 
may be untrustworthy and thus security can be easily 
compromised. In this context, trust management is crucial 
for reliability, privacy, and data security, allowing IoT users 
to be more certain and confident in IoT services. 

The sensed and exchanged data must be trusted; therefore, 
solutions to protect these data can be categorised as trust 
management systems. In addition, entities within an IoT 
network must communicate using trusted relationships; thus, 
identity controls and authorization systems must be 
implemented to build trust between entities in order for 
them to reliably share information. Moreover, data and 
applications must only be accessible to trusted parties. 
Therefore, solutions for access control must be based on 
trustworthiness. Consequently, identification, 
authentication, and authorization, in addition to access 
control systems and other existing security protocols, could 
be a part of or the entirety of a trust management system 
[44]. 

3.1 Trust Definitions 

Different disciplines and domains, including social sciences, 
economics, philosophy, and cyberspace, have conducted 
extensive research on the concept of trust.  In accordance 
with some existing definitions: 

Definition 1: According to Mayer, Davis, and Schoorman, 
trust is the willingness of one party to be exposed to the 
actions of another party in the anticipation that the other will 
carry out a specific action that is significant to the trustor, 

regardless of the capability of the trustor to monitor or 
control the other party [44]. 

Definition 2: Online trust, according to Kimery and 
McCord's definition from 2002, is a customer's willingness 
and ability to accept an online transaction in accordance 
with their expectations for their future online shopping 
behaviour [44]. 

Definition 3: Additionally, online trust was defined by [45]   
as "an attitude of confident expectancy in an online 
environment of risk that one's weaknesses will not be 
exploited. 

Definition 4: According to [46], trust is the confidence a 
person has in another person's willingness and capacity to 
provide a high level of service in a certain situation and at a 
specific moment. 

Definition 5: According to [47], trust is based on one's 
capacity to anticipate another party's actions. 

Definition 6: [48] defined trust as the willingness of the 
trustor to rely on a trustee to accomplish what is promised 
in a specific situation, regardless of the ability to monitor or 
control the trustee, and even though unfavourable outcomes 
might result. 

Definition 7: In the context of the Internet of Things, [47] 
defined trust as device trust, entity trust, and data trust; 
device trust could be established through trusted computing 
and computational trust. The expected behaviour of 
participants, such as people or services, is referred to as 
entity trust. Additionally, trusted data may be created 
through IoT services where data needs to be assessed for 
trust or it may be derived from unreliable sources through 
aggregation. 

The definitions of trust actually encompass a number of 
ideas, including dependence, confidence expectations, 
vulnerability, comfort, utility, context-specificity, risk 
attitude, and lack of control. Since there is no universally 
accepted definition of trust, it is clear that the major 
objective of trust management is to leverage security by 
supporting decision-making. 

3.2 Trust Models and Classification 

One remedy for concerns with loT security is trust 
management. The distinction between trust management 
and trust modelling is actually necessary. As a result, the 
trust models help to specifically build and realise trust 
management for IoT. In fact, trust modelling describes the 
trust establishment and computation approaches. “Trust 
modelling is a practical method for determining the degree 
of device reliability inside a system. It pinpoints the 
problems which could damage the trust of a system while 
assisting to identify areas where a low value of trust could 
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degrade a system’s operational efficiency and usability”. As 
opposed to this, “Trust management is a service mechanism 
that self-organizes a set of things depending on their trust 
status to take an informed choice” [25]. 

Different trust models may exist because the concept of 
trust depends on the aforementioned characteristics as well 
as the context and purpose of its use. A collection of 
characteristics, guidelines, and techniques are used to build 
trust between entities in trust models. They do, in fact, rely 
on one or more techniques for extracting, analysing, and 
transmitting trust information in addition to the decision-
making mechanism. Various trust models have been put 
forth. In 2016, Airehrour et al., [44] developed many trust 
model types based on techniques for assessing trust. For 
instance, the methods used to assess trust for safe routing 
include Bayesian statistics, game theory, entropy, fuzzy, 
probability, neural network, swarm intelligence, 
directed/undirected graph, arithmetic/weighting, and 
Markov chain.  

Although the majority of trust models in use today evaluate 
trust values using analytical techniques, other approaches 
have been utilised as well, including evolutionary 
algorithms, ant colony-based algorithms, machine learning, 
and social networks. New classes of trust models based on 
physiologically and sociologically based trust techniques as 
a result. Thus, writers divided trust models into three 
categories: analytical, bio-inspired, and socio-inspired (See 
Figure 2). According to Figure 2, the various techniques in 
the analytical class are [44]. 

 

Fig. 2  Trust Models according to [42]. 

A different taxonomy, including two categories: decision 
models and assessment models. Policy models and 
negotiation models are included in the first class, and 
propagation (flow), reputation, and behaviour models are 
included in the second class [48 - 51]. 

 

Fig. 3  Trust Model. 

 Trust Decision Models: These approaches combine 
the management of the authentication and 
authorization process with access control decision-
making to provide unified solutions. 

 Trust Evaluation Models: Computational trust 
models are another name for these models. The 
evaluation models, in contrast to the decision models, 
quantify trust through measurement. To determine an 
entity's trustworthiness, they assess and quantify traits 
including dependability, honesty, and integrity. 

 Composition models: In these models, entities need 
to understand which trust attributes to employ when 
calculating trust. Social and Quality of Service (QoS) 
trust models are examples of composition models. 

 Aggregation models: These models provide the most 
effective technique to combine trust data that has been 
assessed directly by the entity or indirectly by other 
entities (Bao et al., 2012). There are numerous 
methods for aggregating trust, including regression 
analysis, fuzzy logic, weighted sum, belief theory, and 
Bayesian inference. 

 Update models: These models show when trust 
values should be updated. After a transaction or 
occurrence that may have an impact on the quality of 
service, the trust information can be updated either 
immediately or on a regular basis (Time-driven). 

 Formation models: These models show whether trust 
computation is based on the usage of many properties 
or just one trust property (single-trust) (Multi-trust). 
Additionally, models for trust formation should 
specify how much importance to give to social and 
QoS trust features. 
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4. Proposed Work 

IoT nodes contain the combination of sensors and actuators 
which hold the responsibility of catching data and taking 
required actions. IoT is constructed on three building blocks, 
namely, hardware, platform and software. Sensors, 
gateways and actuators are a part of hardware. In IoT we 
talk about Device to Device Direct calculation, wherein, we 
need to be aware about the kind and sort of past experiences, 
without having the need of a trusted third party. We need to 
build a trust metric, on basis of which the credibility of a 
node can be recognized. So for making the forwarding 
decision, trust value are computed for each and every node 
along with the distance between each node, to find the nodes 
in the range of the source node. 

Assumption Mode 

IoT works with the coordination of all the sensors and 
gateways and thus it is assumed that all the sensors and 
gateways work in a coordinated manner. IoT works on real 
time and does not accept any sort of delays. In case of delays 
the error code is generated and the bias is activated. The 
value of trust is calculated at each and every node and flows 
continuously. All the nodes used are indistinguishable. 
Routing decisions are only taken on the basis of the value 
of trust computed and the propinquity of all the nodes. 

4.1 ANN Based Trust Model 

Artificial Neural Networks are modelled after the human 
nervous system and learn how to operate by mimicking 
human beings' learning from previous experiences. It does 
a decent job of handling variations. Mobility patterns are 
more frequently found by researchers. In order to evaluate 
the importance of trust and improve the functionality of IoT, 
we will be quantifying the log files values in this section, 
such as time, message repetition, and total message delivery 
time. 

Trust value can be calculated by using Trust Metric only 
after we successfully map the log_file with the IoT Routing 
variables. 

Let us consider the nodes to be as s1, s2, s3, …, sn . So, we 
would define the initial value of trust to be zero, that is, t(s1) 
= t(s2) = t(s3) = … = 0. It is done to get a better 
understanding of trust. Destination node is found by routing 
the first message from the source node. For each sensor the 
value of remaining power is stored using p1, p2, p3…..pn. 
The initial value of all the power for every sensor is set to 
100%. So, p1 = p2 = p3 = …..= pn = 100. 

4.2 Computation and Learning 

For computing the value of each node we need a function to 
quantify the variables:- 

f(s1) = <Difference between time of the current and last 
messages trasnmitted f1, repetition of messages f2, total 
time taken to deliver a message f3>. 

To build a neural network we assign weights w1, w2, w3 to 
f1, f2, f3 to erect the Binary Activation Function (Figure 4). 
Assigning the value of b (bias) = -999 (High negative value). 
Setting the null weight w0 = 1, fi = trust parameter and wn 
= weight allocated to each variable. 

f1 = Difference between time of the current and last 
messages trasnmitted (i.e Time of current message - Time 
of Last message transmitted). 

f2 = Repetition of messages (i.e Frequency) f3 = Total time 
taken to deliver a message. 

                                    𝑤 𝑤  𝑤                             (1) 

Where, w = 1, 2, 3……∞. 

For each node of wn function will be calculated for the 

other node that are, w1, w2, …. wn-1, wn, wn=1, wn+2, …
and so on. For each node wn a power value is generated 

and stored in the variable w=1, 2…. ∞, which will be 
responsible for storing the battery power dynamically. The 
initial value for power for all the sensors will be set to 100. 

                               f(v)=∑_(w=1), 

                             y = v + b z = ø(y), 

                   z = { 
0 < 0 1                                                                                                            (2) 

                                         >=0 
The proposal of w2 and w3 to be equal to one is kept to 
find the correct values of f2 and  f3 .  Under any unwanted 
condition the value of bias is owned. Trust is computed for 
each device by each device for the trust metric construction. 
Since, w1 is the value of trust becomes inversely 
proportional to the value of f1. So if the time difference is 
low the value of trust will be high and contrariwise All the 
computed values of trust are kept in the cache. No negative 
or fraction value is considered. All the results must be 
absolute. 

Notation:- Real Time variables are mentioned in Table I. 

Sensors: s1 to sn. 

Battery Power: p1 to pn. 

t(old) = Trust value of the sensor on the last connection. 

t(new) = Current value of trust 

log_file = Data of Past Transmissions 
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Table 1: Real Time Variables 

S.No. 
Real Time 
Variables 

Variables 
Recognized 

1 Transmitting 
Sensor Source 

2 Battery power Battery power value

3 Receiving 
Sensor Destination 

4 
Start Time of 

message 
transmission 

Start_Time 

5 

Time taken for 
message to 
reach from 
source to 

destination 

Total_time 

6 Event of 
calling 

COM_SEND, 
COM_RECIEVE, 

COM_UNKNOWN, 
COM_BREAK or 

COM_DELAY 

7 

Route from 
which 

transmission of 
message 
started 

Check trust metric 

8 
Route from 

which message 
left the 

exchange 
Check trust metric 

9 Fault event Bias is activated, so 
b = -999 

Fig. 4  Binary Activation Function using variables of trust. 

5. Meta Physical Illustrations 

5.1 Illustration 1 

The initial values of all the sensors in the transference radius 
is set to be 0. The algorithm will work without the 
evaluation of trust values for the first time. The value of 
trust for all the sensors s1, s2, s3, s4 persists to be 0. Trust 
values for sensors s5, s6will be assigned as -∞. (Table II and 
Figure 5). Both the sensors are way apart from the other 
sensors and do not fall in the communication range of any 
other sensor. 

So, t(s1, s2) = t(s1,s3) = t(s1, s4) = 0 and t(s1,s5) = t(s1,s6) 
= -∞. 

Similarly t(s2,s5)=t(s3,s5)= t(s4,s5)= t(s2,s6)= t(s3,s6)= 
t(s4,s6)= -∞.  

So the initial trust metric will be similar to the following 
table :- 

Table 2: Trust Values of Sensors at Initial State 

Sensor 
Node 

Receiver Node Trust Value 

s1 s1 - 

s1 s2 0 

s1 s3 0 

s1 s4 0 

s1 s5 -∞ 

s1 s6 -∞ 

 

Fig. 5  Initial State 

5.2 Illustration 2 

Suppose that sensor s1 communicates with sensor s3 then 
the value of trust is calculated using the Artificial neural 
network and so, t(s1,s3) = t(s1,s3)+1. The table entries will 
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change accordingly in the following way. (Table III and 
Figure 6). 

Table 3: Trust Values of Sensors for making forwarding decision 

Sensor 
Node 

Receiver Node Trust Value 

s1 s1 - 

s1 s2 0 

s1 s3 t(s1,s3)+1 

s1 s4 0 

s1 s5 -∞ 

s1 s6 -∞ 

 

Fig. 6  Forwarding Decision 

5.3 Illustration 3 

Supposing that sensors s5 and s6 come in the 
communication range of sensor s1 at a given point of time, 
then, 

t(s1, s2) = t(s1, s4) = t(s1,s5) = t(s1,s6) = 0 and t(s1,s3) = 
t(s1,s3)+1. (Table IV and Figure 7) 

Table 4: Trust Values when all sensors are in communication range 

Sensor 
Node 

Receiver Node Trust Value 

s1 s1 - 

s1 s2 0 

s1 s3 t(s1,s3)+1 

s1 s4 0 

s1 s5 0 

s1 s6 0 

 

Fig. 7  All the sensors in communication range 

5.4 Illustration 4 

Assuming that sensor s1 is obtaining the same highest value 
of trust for two sensors, for example s3, s4then in that case, 
the path is identified using the most recent connection time, 
in case the value of f1 is also equal for both the sensors. 
(Table V and Figure 8). 

Table 5: Equal Trust Values for two or more sensors 

Sensor 
Node 

Receiver Node Trust Value 

s1 s1 - 

s1 s2 0 

s1 s3 4 

s1 s4 4 

s1 s5 0 

s1 s6 0 

 

 

Fig. 8  Two paths for communication from a particular 
sensor 
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5.5 Illustration 5 

Assuming that the most recent connection time and the 
value of f1 is also equal for both the sensors, which can be 
a case in big networks working with thousand’s and lakh’s 
of sensors, then we utilize the remaining battery power as a 
variable. The router will find the sensor with the highest 
amount of battery power remaining using the value of p and 
will direct the message towards that particular sensor. 
(Table VI and Figure 9). 

Table 6: Equal Trust Values and most recent connection time for two or 
more sensors 

Sensor 
Node 

Receiver 
Node 

Trust Value 
Most Recent 
Connection 

Time 

s1 s1 - - 

s1 s2 0 0 

s1 s3 4 12.03 

s1 s4 4 12.03 

s1 s5 0 0 

s1 s6 0 0 

 

In this case the remaining battery power for both nodes s3 
and s4 will be checked and the forward decision will be 
based upon the sensor which has the highest amount of 
battery power remaining. 

Fig. 9  Two paths for communication from a particular 
sensor along with their remaining battery power 

7. Performance Computation 

The proposed algorithm has been simulated using the cup-
carbon simulator of IoT using five sensors with the 
maximum energy of 19160 J and having sensor radius of 
20m. The algorithm also proceeds with the shortest path 
model. 

Cup-carbon is used for the development of a smart city, 
which includes the validation and debugging of the 
algorithms and collection of data for all kind of IoT 
applications like smart homes, smart city, etc. It works on 
geographical locations by making use of Open Street Maps. 
One can easily program the working of the sensors by 
making use of Senscript (algorithm for sensors, routers, 
mobiles, etc.). On each and every simulation two types of 
files are generated namely, log file (contains all the events 
executed by a sensor in the particular simulation) and rst file 
(contains the energy level of a sensor during the simulation). 
It contains three scenarios: Wireless sensor network 
simulation, Multi agent simulation environment and mobile 
simulation. Cupcarbon is a growing tool and is 
advantageous for researchers, academicians and 
enthusiastic students. 
The proposed algorithm makes use of sensors to 
demonstrate the communication channel of real time 
devices. It also makes use of the battery consumption 
feature of cup carbon simulator for breaking the tie in case 
the value of trust and value of last connection time for the 
sensors are equal. The performance is evaluated by using 
two routing protocols, LASER (Lightweight Authentication 
and Secured Routing Algorithm) and REL (Routing 
Protocol Based on Energy & Link Quality) with comparison 
to the proposed algorithm. LASER is used as it provides 
high deployment density of 40,000 nodes/km2 and is a 
reliable algorithm in terms of security and message delivery. 
RPL allows the use of energy accumulated from the smart 
devices and makes use of distance vector algorithm, while 
the proposed algorithm makes use of the remaining battery 
level of the nodes. 
Performance is evaluated based on the variables simulation 
time (Figure 10), sent messages (Figure 11), received 
messages (Figure 12), lost/aborted messages (Figure 13) 
and the delivery probability (Figure 14). It is seen that the 
proposed algorithm has larger number of sent messages and 
also surpasses the other algorithms in the number of 
received messages and also takes very less time to simulate. 
 

Fig. 10  Total time taken for simulation 
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Fig. 11  Total number of message sent 

 

Fig. 12  Total number of Received messages  
 
 

Fig. 13  Total number of Lost/Aborted messages  
 

Fig. 14  Delivery Probabilities  
 

8. Conclusion 

IIn this paper, has made use of a trust based ANN. Trust is 
taken as a tool to guide for the forwarding decision. Trust is 
found to be a very practical approach for making routing 
decision, low routing overheads and is seen to be saving the 
evaluation time and also it does not require any form of 
authentication as compared to the other algorithms and thus 
it is said to have low security aloft. The implementation of 
trust in the practical world will lead IoT to greater heights, 
as it has low routing overheads, making the concept or 
emotion of trust to be quantified and also training the neural 
network to work according to this human behavior. The 
proposed algorithm works well, with more number of 
messages sent and received in comparison to the other 
algorithms namely, LASER and REL used in the paper. A 
certain amount of energy reduction and a skillfull use of 
energy as a variable is also achieved as the proposed 
algorithm makes use of the remaining battery power as a 
variable to sort out the tie in case the value of trust and the 
last communication time both result into equivalent value, 
which can occur in the real time network which involves 
large number of sensors, which is not a part of the 
traditional routing algorithms. 
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