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Abstract

Data confidentiality refers to the characteristic that information
kept undisclosed or hidden from wunauthorized parties. It
considered a key security requirement in current supply chain
management (SCM) systems. Currently, academia and industry
tend to adopt blockchain and IoT technologies in order to develop
efficient and secure SCM systems. However, providing
confidential data sharing among these technologies is quite
challenging due to the limitations associated with blockchain and
IoT devices. This review paper illustrates the importance of
preserving data confidentiality in SCM systems by highlighting
the state of the art on confidentiality-preserving methodologies in
the context of blockchain based 10T-SCM systems and the
challenges associated with it.
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1. Introduction

Supply chain can be defined as a network of all participating
entities in producing a product from the stage of sourcing
raw materials to delivering the final product. This may
include resources and activities, along with physical and
informational flow [1].

Currently, Supply chains operate under a growing and ever-
changing environment. A main factor that can influence the
supply chain can be, out of other possible causes. These
businesses involve a growing number of participants who
share a large amount of information over different
geographical areas [2], resulting in sophisticated supply
chain managements which makes managing supply chain
operations more complex as illustrated in Figure 1.
Therefore, academia and industrial communities tend to
digitize supply chain management (SCM) systems through
implementing advanced technologies such as IoT, cloud
computing, artificial intelligence, and blockchain
technology.

IoT is a communication paradigm that allows various kinds
of objects to interconnect together to collect and share data
using the internet [3]. IoT objects refer to anything that can
be connected to the Internet through embedded computer
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Figure 1:Global supply chain with inbound and outbound logistics

chips and sensors such as buildings, cars, phones, and
wearable devices.

In fact, Integrating IoT devices with SCM systems allow
different objects to sense and monitor data such as location,
temperature, and motion in a real-time manner across
different supply chain phases, offering enhanced visibility,
traceability, and information sharing between supply chain
stakeholders, therefore, it leads to optimized planning and
controlling of supply chain processes and resources [2].
However, integration of IoT technologies such as Radio
Frequency Identification (RFID) tags and sensors opens the
opportunity for several security attacks since IoT devices
are owned by different parties and collect a great amount of
data that is uploaded to the internet and managed in a
centralized manner which affects data integrity, availability,
and confidentiality. Moreover, IoT devices are
heterogeneous by nature, with limited storage, energy, and
computing size. Therefore, protecting IoT-based systems
requires suitable security approaches.

Recently, due to the unique characteristics of blockchain
technology, it is introduced as the missing piece of the
puzzle to settle IoT-SCM system security, reliability
issues[4]

Blockchain is defined as a decentralized peer-to-peer
network that allows peers to manage transactions, value,
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and assets without the need for intermediaries. The
decentralization and immutability features of blockchain
enhances availability and integrity, yet the high
transparency of blockchain reduces data confidentiality
which considered one of the key security requirements that
maintain supply chain sustainability.

This paper highlights the importance of preserving data
confidentiality in [oT-SCM systems and reviews the current
state of the art confidentiality-preserving methodologies in
the context of blockchain based [oT-SCM systems and the
challenges associated with it.

The rest of the paper is organized as follows: Section 2
reviews some related work presented in the same scope as
our review. Section 3 describes the basic knowledge
regarding the main component including blockchain, IoT,
and supply chain. Section 4 identifies the main research
problem. Section 5 review the available methodologies
proposed in the literature to solve the addressed problem.
Section 6 identifies and discusses the main challenges and
implications, before the conclusion is presented in Section
7.

2. Related Work

Abylay and mariusz [5] have reviewed several privacy-
preserving techniques associated with blockchain and
categorized the main techniques examined into three
categories: identity data anonymization, privacy
preservation of smart contract, and transaction data
anonymization, Moreover, they have identified the main
applications of blockchain where the privacy protection is a
fundamental requirement.

Cha et al. [6] and zhang et al. [7] have addressed the
current solutions for data protection in the blockchain. They
focused on analyzing the usability and the efficiency of the
different  cryptography-based  solutions  including
symmetric and asymmetric encryption, Key-Policy
Attribute-Based Encryption (KP-ABE), Ciphertext-Policy
Attribute-Based Encryption (CP-ABE), and shared secret.
Consequently, the associated challenges have been
addressed and future research directions have been defined
as they have stated that the current solutions are still far to
cope with the addressed challenges especially in
complicated applications such as IoT.

In contrast, iftikhar et al. [8] have investigated the
exciting data privacy mechanisms for IoT devices using
blockchain, they have pointed out the advantages and the
limitations of each machine along with the related
challenges that should be taken into account in future
research. Rouhani [9] has presented a state of the art on
using access control mechanisms for protecting blockchain
data and the related challenges.

The main contribution of this paper is to highlight the
current state of the art of protecting data and preserving
confidentiality in the context of blockchain-based IoT-SCM
systems.

3. Main Components

In this section, we provide a basic knowledge about the
main component of our review including Blockchain,
Internet of Things, and Supply chain.

3.1. Blockchain

In 2008, Satoshi Nakamoto proposed the first decentralized
peer-to-peer electronic cash system - called Bitcoin, which
form the basic idea that led to the appearance of blockchain
(BC) technology [2].

Blockchain is defined as a distributed, appended-only
ledger of transactions that are added into a network in the
form of digital blocks. Figure 2 illustrates block structure in
the blockchain network.

Blocks are chronologically ordered in which each block is
connected to the preceding block through a cryptography
hash function.
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Figure 2: Blockchain Architecture

Basically, a blockchain network consists of numerous nodes
sharing the same administrative role and storing the same
copy of data, there is no centralized authority over the
network in which each node can update the distributed
ledger by adding a transaction, and each set of transactions
are stored on connected blocks. However, each block is
consisting of the block header that includes the metadata
that identifies each block, block body that includes a list of
all transaction within the block depending on the block size
that differs from one blockchain platform to another.

The technology on which the blockchain is built has

empowered it with many distinctive features which are:

- Decentralization: Blockchain eliminates the need for
the involvement of a centralized authority or a third
party to control and store the data as all nodes within
the network can validate the transactions independently
and store the same copy of the ledger. In the case of a
node faultier, no data will be lost, and the network will
remain functional as there is no single point of failure.
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- Reliability: Although there is no centralized authority
over the blockchain network, it remains reliable as each
generated transaction should be digitally signed using
the hashing algorithm with a private/secret key of the
sender to be considered as a valid transaction [10]
which ensure authenticity. In addition, every
transaction within the network is validated from each
node using some consensus protocol to be added to the
ledger [11]. This mechanism provides trust and ensures
ledger consistency among the distributed network.

- Immutability: Hashing is a backbone of the
blockchain technology, every block is connected the
previous block through its hash except the first block in
the chain (genesis block) that points to itself [12], the
add-only structure, and this kind of feature make the
blocks chronologically connected, changing one block
will require to change all proceeding blocks on all
participating nodes. As a result, changing or modifying
the ledger is almost impossible, which enhances the
integrity of the data.

- Transparency: all performed transactions are stored
on each node with the related data and hash value,
which make the ledger visible, and audible by all the
nodes within the network [10].

- Anonymity: blockchain allows to generation of an
anonymous set of numbers as a node address. Hence,
any node can participate in the network without
revealing its original identity [12].

3.2. Internet of Things

Internet of Things (IoT) is a communication parade that
allows different kinds of objects to interconnect together to
collect and share data using the internet [3][13] Objects
refer to anything that can be connected to the internet
through embedded computer chips and sensors such as
people, buildings, cars, phones, and wearable devices. [oT
reshapes the communication between heterogeneous
objects with different characteristics such as power and
capacity by allowing them to directly communicate and
interact with each other rapidly and in a real time manner
without human intervention.

Basically, IoT ecosystem consists of a number of major
components that can be described as its building blocks [14],
which include the physical devices, the network
infrastructure, the cloud infrastructure, and the gateway that
act as an intermediate between the devices and the cloud, in
addition to a different software and hardware components
that integrated into the IoT ecosystem depending on the
context of use, in order to provide an efficient IoT solution
that achieves the desired functionality and security.
Although integrating IoT devices will effectively enhance
the collaboration and visibility among different applications,
the heterogeneous nature of the large scale connected [oT
objects that have different characteristics and deal with a
large amount of critical data open the opportunity for

attackers to manipulate the IoT system from different
aspects, which results in many security concerns that affect
data integrity, availability, and confidentiality [3].

In fact, security remains a challenge since IoT devices are
lightweight with limited storage, energy, and computing
size. These devices must devote most of their power and
computation to executing core application functionality
[15] . Therefore, the traditional security methods are not
suitable for preserving IoT security because of the energy
consumption and processing overhead related to these
methods. Hence, it is necessary to keep these factors in
mind when choosing an appropriate security approach for
IoT-based systems.

3.3. Supply chain
The Supply chain is a complex and dynamic system that
evolves over time. Products movements across the network
to transform the raw material into a final product is not a
straightforward process.

Figure 3 illustrates the physical and the information
flow between supply chain entities.
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Figure 3 Supply Chain Flow

In fact, supply chain can be found in roughly every business
regardless of its type or size. Consequently, the practice of
SCM comes into life, which concerns the active planning
and controlling of supply chain activities to maximize
customer value and achieve a sustainable competitive
advantage [12]in an efficient and effective manner. It
involves delivering the right product in the right condition,
in a timely manner, and at the minimum possible cost.
SCM originally used the traditional paperwork to trace the
movement of product, finance, and information [16]. Lately,
because of the digital evolution and business growth, the
traditional supply chain transformed into Digital Supply
Chain (DSC) which refers to integrating IT infrastructure
and technologies to connect and share product data in a
virtual network [17].

In fact, the traditional supply chain may provide a relatively
safe environment for the information, but it is no longer
effective under the increasing networks that require safe,
fast, and low-cost solutions.

In contrast, DSC has a huge impact in providing an effective
supply chain by facilitating the process of collecting,
analyzing, storing, sharing, and auditing data in a real-time
manner. Yet it has several risks associated with it because it
is connected to the unstable internet environment that may
contain additional or intermediate parties such as IoT
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devices or cloud storage, which makes it vulnerable to the
various attack that leads to real problems [1].

4. Confidentiality in Blockchain-based IoT-
SCM systems

Confidentiality in a supply chain refers to the exchange of
information between partners inside the supply network, but
not with outsiders [18]. Interconnected organizations across
the network are in charge of preventing others from
accessing the information. In fact, one of the main threats in
SCM systems is the unauthorized access and illegal data
disclosure that affect the confidentiality of sensitive
information shared between supply chain stakeholders.
Recently, several data breaches have been reported. It
affected not only the personal and financial data of the
company itself, but also affected its partners, suppliers, and
customers [19].

On the other hand, there is a dilemma between transparency
and confidentiality of data inside IoT-SCM systems,
blockchain provides an ideal solution to improve the
transparency of the shared data, yet it is inefficient to
achieve full transparency over the supply chain as only a
part of data need to be shared to achieve the balance
between the degree of data transparency that positively
affects the business value and the confidentiality level
required to the sensitive data that should be visible only to
selected stakeholders in order to protect personality,
intellectual property, and the business competitiveness
[20][21].

In an investigation of some logistics operator and business
managers opinions regarding the confidentiality and
transparency requirements of their supply chain, almost all
of them have stated that they prefer to keep specific
information confidential and private to a select domain
within the supply chain such as customers information,
goods prices, and intellectual property-related information
[21]. In fact, the strong security aspect that is associated
with blockchain structure is considered the key driver
behind adopting this technology in different applications as
it can enhance several security requirements such as
integrity and availability. However, data confidentiality is
not guaranteed by blockchain since its structure provides a
high level of transparency among its network participants,
in which all transactions are visible to everyone who has
access to the network. Although private blockchain is
considered more confidential as it is more restrictive than
public blockchain in which it allows only pre-selected
participants to access and view data, achieving confidential
data sharing in SCM systems requires limiting the visibility
of some transactions to only a subset of organizations within
the network.

5. Preserving Data Confidentiality in
Blockchain-based IoT-SCM systems

In this section, we review the different methodologies
proposed in the literature to ensure the confidentiality of
data in blockchain-based [oT-SCM systems.

5.1. Encryption

Encryption is a common approach used to preserve data
confidentiality. It refers to the process of disguise data by
transforming human-readable plain-text into an unreadable
format called cipher-text, using a specific mathematical-
based cryptographic algorithm that involves the use of a
special cryptographic key to encrypt and decrypt data.
Several researchers have proposed different cryptography
approaches to protect data in blockchain-supply chain
management systems.

The work of Maouchi et al. in [20] applies the Elliptic
Curve Integrated Encryption Scheme (ECIES) on the part
of each transaction that holds the sensitive data in their
blockchain-based SCM system. Sensitive data is encrypted
along with a set of authorized recipients public keys. Later,
each actor in the network attempts to decrypt the cipher-text,
if he is an authorized user, the data is retrieved.

In the IoT-based pharmaceutical supply chain
management system proposed by Jianfeng et al. [22], both
symmetric  encryption algorithm and asymmetric
encryption algorithm Rivest-Shamir-Adleman (RSA) were
implemented through blockchain smart contract in order to
encrypt both sensitive data and encryption key respectively
as follow:

* Organization A generates an encryption key that is
encrypted by the public key of the authorized
recipients(s)

Ckey = RSA (Key,PU) 1)

* The sensitive data itself is encrypted by Organization
A using symmetric encryption algorithm (ENC)

Encrypted — Data = ENC (Data,PU) 2)

Both Ckey and Encrypted-Data are stored in the
blockchain. To decrypt data by the authorized recipient:

* The recipients need to obtain a key first using its
private key

Key = DRSA (Ckey-Data,PV) 3)

* Then decrypt the data using the key

Data = DENC (Encrypted-Data,Key) 4)
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The work of Yang et al. in [23] divided supply chain
data into public data that is stored using an off-chain
MySQL database, and private data that is encrypted using
Cipher Block Chaining (CBC) mode of the Advanced
Encryption Standard (AES) algorithm and stored on chain
along with the hashes of the public data to maintain its
integrity. Moreover, a second encryption is performed using
Elliptic Curve Cryptography (ECC) to encrypt the
generated encryption key of the private data encryption
process and stored on-chain. In fact, both encryptions are
performed on smart contract level. As a result, to obtain the
private data, authorized node needs to perform a two-steps
decryption to decrypt both the key and private data.

5.2. Access Control

Access control is a security technique that governs who has
access to system resources by imposing predetermined
access control policies [9]. In blockchain-based SCM
systems, different data-sharing access control methods have
been enforced in order to limit the visibility over the
sensitive data and offer the required traceability without
affecting data confidentiality.

Flapper in [24] proposed a conceptual framework that
uses an XML-standard version to manage and perform
Attribute-Based Access Control (XACML) that limit access
to confidential data to authorized nodes only, in a
distributed manner using Ethereum smart contract. Also, he
integrates BigchainDB blockchain to serve as a additional
database to store assets data and access control policies.

A declarative access control method is implemented in
[25]to determine the authorization of supply chain
stakeholders to read, write, and update elements using
blockchain. In fact, the authors have used Ethereum smart
contract to store both user info and order data access path.
Besides, an InterPlanetary File System is used to store the
data itself. Moreover, a network communication module is
used to store communication-related data in order to
enhance the overall storage capacity by storing only order-
related data on the blockchain.

5.3. Multi-Channel Network

A channel is a key part of any blockchain network in which
different members communicate and interact with one
another. Each channel is defined by members
(organizations), anchor peers, a shared ledger, and a smart
contract.

Basically, each transaction on the network is executed
on a channel in which it can be seen by all its members.
However, in order to carry out private and confidential
transactions, Kurniawan in [26] focuses on providing a
private data sharing approach through limiting the access of
sensitive data to a subset of supply chain organizations.
Particularly, the Hyperledger-based system implements
multiple channels within the blockchain network in which
each channel has its own ordering node, organizations

nodes, and a shared ledger between them. Each organization
node may be involved in multiple channels, and each
channel may have multiple nodes sharing exclusive data
that is not visible to other members outside the channel.
Additionally, the system has a channel that includes all
nodes in the network to store other public data.

Similarly, Surjandari et al. in [27] have proposed a
multi-channel blockchain-based framework to implement a
secure and confidential halal food supply chain. The
proposed framework consists of three separate channels that
combine supplier and producer, producer and distributor,
distributor, and end-user respectively in which each channel
is completely isolated from the other channels. However,
having no channel that combines all supply chain
stakeholders leads to inefficient SC traceability as each
participant is allowed to track part of the product history.
Hence, this solution decreases transparency and increases
the fraud rate.

6. Discussion

Reviewing the proposed literature has led us to observe the
limitations and the challenges related to the presented
methodologies. In this section we highlight these challenges.

Performance and Storage Scalability: scalability refers to
the ability of a system to scale up with additional resources
and demand to cope with the changing needs without being
affected negatively in terms of storage or performance. In
terms of SCM, a single product may require up to 200
communication processes to achieve a successful delivery
from source to destination [28]. Furthermore, a single
process could include several documents, invoices,
properties, and specifications. Integrating such systems
with the constrained IoT devices that collect huge amounts
of data requires a storage structure that is suitable for storing
a big volume of data. In addition to the size of the data itself,
the space complexity is increased by the amount of
encrypted data.

On the other hand, protecting and disseminating the
cryptographic key among the authorized peers requires
additional effort besides the additional performance
overhead related to the encryption and decryption processes.
Therefore, performing smart contract level encryption in
blockchain-based IoT-SCM is not efficient since
blockchain is not an appropriate structure for storing and
processing large amounts of data.

System Complexity: managing supply chain entities and
operations is not a straightforward process which makes
SCM systems complex by nature. Adopting multiple
channels blockchain architecture to achieve confidential
data sharing leads to increased system complexity and
limited traceability since every single node could have more
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than one ledger and need to access multiple channels to
trace and retrieve a single product private and public data.

Off-chain Storage Security: adopting on-chain and off-
chain storage structures in blockchain-based [oT-SCM
systems is urgently needed in which the large, less secure,
and public data is stored off-chain while it hashes are stored
on-chain in order to benefit from the features afforded by
the blockchain, while the sensitive data could be stored off-
chain or on-chain. The idea is to limit the amount of data
that is stored and processed on-chain wherein the
confidentiality solutions are applied to a fewer amount of
data. Several solutions have implemented the hybrid storage
structure, some of these solutions have chosen to store the
private data on-chain along with the hashes that point to the
public data that stored externally, whereas other solutions
have stored both private and public externally and maintain
only the hashes on-chain and link the hashes with the
physical storage location. The challenge, then, is to provide
convenient security mechanisms to protect the off-chain
storage data from unauthorized access and deletion.

7. Conclusion and Future Work

In this paper, we explained the basic concepts related to
Blockchain, Internet of Things, and Supply Chain
Management Systems. Moreover, we showed how
integrating IoT and blockchain technologies can effectively
enhance SCM systems functionality and security. Yet most
of the current schema lacks the ability to provide data
confidentiality. The currently available methodologies to
preserve data confidentiality in blockchain based [oT-SCM
systems are reviewed, and the key challenges associated
with it are highlighted in this work.

In our future work, we plan to analyze the requirements of
blockchain based IoT-SCM systems and implement a
confidential data sharing mechanism that fits these
requirements to overcome the stated challenges.
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