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Abstract

Various studies on artificial intelligence ethics are being actively conducted, but considerations on terms and
concepts of information ethics, computer ethics, Internet ethics, cyber ethics, and robot ethics are relatively
insufficient. In this paper, we reviewed the concept of an information ethics framework that encompasses the eth—
ics mentioned based on the platforms. Computer ethics and Internet ethics, recognized as the same concept, are
the user’s norms for Internet-connected software, cyber ethics are the norms between users in virtual space, and
robot ethics are the norms of humans and robots in physical space. Additionally, teachers’ perceptions of con-—
ceptual differences in related ethical terms were investigated based on the information ethics framework, and
teacher training needs were investigated. In addition, teachers’ perception of the importance of eight ethical stand-
ards (addiction, prevention, security, privacy, net ticket, public good, happiness, data fairness, human dignity,
transparency, and safety) was investigated for cases based on human computer interaction in three information
technology environments (communication platform, softbot, and robot).

Keywords : Al Ethics, Information Ethics, Computer Ethics, Internet Ethics, Cyber Ethics, Robot Ethics, Human
Computer Interaction
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<Table 1> Classification of related works

Author Dept. Main results
T Maner Computer Naming computer ethics
€ Hauptman InforTnaFlon& Spread of Information ethics
r Media
M Tavani Philosophy Spread of Cyber ethics

Spinello Management Cyber— Info ethics
&Tavani & Philosophy Cyber > Internet ethics

Floridi Infc?nnatlon, Information ethics framework

Philosophy

: R

Froehlich Library .& Cor.nputer ethics D Cyber

Information ethics
Akbulut Computer Computer ethicsD Internet
et al. Education  ethics

I ;

Brey & Philosophy C01.nputel.r .eth1cs . Media
Sgraker ethics, Bio infor ethics:-

Computer  Internet ethics® Computer

Education & ethics
Instruction Internet
et al. Technologies ethics

ethics=behavioral

Computer ethicsD Internet
ethics as personal behavioral
criteria

Curriculum &
Instruction

5 O — =+ o — o =
g
g
=

Bynum Philosophy ICT ethics 2 Computer ethics
Information Computer ethics=Internet
Onyancha . ethics, Cyber ethics 1is
science .
growing
Park & Computer ICT ethics—> Computer ethics
Han Education D Internet ethics
; ; 5
o Computer & iréformatlon . ebthlcsR oo
Robot Qmputer, yber, obot
ethics

Remark) AD B: Set B is a subset of set A
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(Fig. 2) Framework for information ethics as the union
of {computer, internet, cyber, robot, Al} ethics from [5]
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users
Fake news
L

internet addiction
Netiquette
Copyright
Life-Being
Accident Investigation
Malfunction

Tracking criminals or
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Mainly related

principles
Public Good
Happiness
Data Fairness
Dignity-Being
Transparency
Safety

Security-Privacy

<Table 2> Eight Areas based on information ethics
with {computer, internet, cyber, robot} ethics
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<Table 3> Some Examples in Eight Ethical Areas
for SNS, Al Agents, and Al Robots

<Table 4> Demographic Description of Teachers

T Frequency %
cial
Areas Examples Gender Male 65 32.5
You should maintain your daily life without Female 135 67.5
Addiction excessive use of SNS, chat, etc. 0to 5 years 29 11.0
. 1. Prevent excessive use without sleep. -
Prevention |5 Concerned about excessively immersion and 6 to 10 years 43 215
interact outside with people. Career 11 to 15 vears 65 395
: Users protect their and others’ information.
Pjnva?y & 1. Make sure to log out in public. 16 to 20 years 43 21.5
Security 2. Prohibit hacking into someone’s account. 21 years< 27 135
Iljslgrshsgilltﬁursue h&lmfar% iz public welfare. Elementary 48 24.0
. . Prohibit the spread of fake news.
Public Good o™ "prohibit  acts for the benefit of specific Teacher _Elementary(AD) 134 67.0
o gro“is' ld o Secondary(CS) 18 9.0
sers should pursue happiness.
; 1. the act of using portrait in SNS or Total 200 100
Netiquette 5 L : ¢
Hanni disseminating fake information that damages
appIness the reputation of others, such as abusive
(b language, is prohibited.
Copyright The intellectual property rights must be 4 ‘E&! QF—P
(Data protected.
S Fai ) 1. Illegal downloading o_f videos is prohibited.
N airness 2. Do not use fonts or images recklessly. 41 75; E"S'E-I 9} ol —E—II %'Erf-'-l 0._|/—\I§F—H
S Users should respect the lives, bodies, and
personalities of themselves and others.
Life " e ggteggkigrgozigii?i%le 1?2“33?&18365’ "N QlE YIS, Alolw S, ARG AFTHST =
Being 2 Tt is ‘prohibited to share dgaths and v EATE, wH, o= =T,
g;;ygerous events on SNS in an interesting E\—‘{O_Tﬂ, ?l_g_;q‘:&%ﬂ %Oﬂ/ﬂ J—J—’_*]-EH _/,\_%] %og% —E‘;_:]-
. Users should not abuse their anonymity & o B ASFRS o J3 AH(EE A2)S (Fig. 49
Anonymity  |protect themselves from others’ anonymity. N =
(Transparenc |1. Make the user’s activity traceable. 2o, AgoA = 200735 FANYE HFH SR
V) 2. Notify the risk that anonymity can be _
’ exploited. te Arae FAol Aol sHF wsked, ole
I need to know that my information shared on =
Cyber- the Internet can be used for crimes. Fig.39] Aze} dAstet. P £ 302024 &
. 1. If you share your location, you can be a - — =
(L;arfni) criminal target. HZol ol xFE 2015 wSHH F4 FAARYA
ety 2. Personal information written in such as _
Kakao Talk, can be used for crimes. ?JH 13]7% 9’]’ *}O]H%%ﬂiﬂ 73 d-]!:‘ UW‘}%}E}
o Smart speakers should be wused for human
(c)|Public Good |welfare and public welfare.
(Fakenews) |1. Ban the spread of fake news using deepfake 69
such as Ukraine Ends Russia War Al ethics -
Al Smart speakers should respect human dignity =~
o and life, body, and spirit. Robat ethics S
Dignity 1. Concerned that the voices and faces by
A |Being deepfake, can not be replaced us. 152
g 2. The use of deepfake faces in videos without
o consent is prohibited.
n Potential risks that may arise when using 1486
Safety smart speakers should be prevented.
t (Deepfake) 1. The wuse of deep-faked voice for 53
voice-phishing is prohibited.
Al robots should not be developed in the
ic G direction of prioritizing specific groups. . o . .
y ?gﬁlccr ;“boi) I Rescue robots are prohibited from rescuing (Fig. 4) Distribution of Terminologies that Teachers
T1C! cople first. . . . . .
2. Develop and don't use killer robots. encountered in their Training or in Education
Al robots must respect human dignity and life, o N =
AllDignity body, and spirit. o AbolH &l AR&E, AFAsay 5 A Y oA
R X 1. Al robot replaces a human dead child in the .
Being movie AL S F e A E(ER A2 (Fig 5)9 2o, 2015
o
; 2. Do not develop and use sex robots. ' o ;erqg] = A Z;ﬂg]. AdE < H Yl ZEOﬂ #dE
Safety should be guaranteed when using Al AT S vm T oo B T e
o) robots. - -
t Safety 1. Self-driving cars prioritize the safety of LH%O] 7]’@' %9}‘:} 51%9] ?lg—x 73—‘1%3] OL_‘}l:g] %ﬂ'i
(Malfunction)| ~ drivers over pedestrians. _
. Security robots can attack people who are 2 7tol=gllz} dlole AZAo] HE o]t}
not thieves.
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| 165

Internet addiction
Data Bias NN 59
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Trolley dilemma

(Fig. 5) Distribution of Topics that Teachers
encountered in their Training
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(Fig. 7) Comparison of Teachers’ Importance
in Eight Ethical Areas for SNS, Agents, and Robots
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(Fig. 8) Teachers’ Demand for Training
Content on Differences between
Terminologies
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