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ABSTRACT

This paper presents the design and implementation of Crystals-Kyber, a next-generation post-
quantum cryptography, as a hardware accelerator on an FPGA using High-Level Synthesis (HLS).
We optimized the Crystals-Kyber algorithm using various directives provided by Vitis HLS, con-
figured the AXI interface, and designed a hardware accelerator that can be implemented on an
FPGA. Then, we used Vivado tool to design the IP block and implement it on the ZYNQ ZCU106
FPGA. Finally, the video was recorded and H.264 compressed with Python code in the PYNQ
framework, and the video encryption and decryption were accelerated using Crystals-Kyber hard-
ware accelerator implemented on the FPGA.
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PKE/KEM & olx= A=} 7|9k (Lattice—
based) ¢33 d18E2 Crystals—Ky—
bers ¥F %oz AP}

Crystals—Kybere SVP (Shortest
Vector Problem), CVP(Closest Vector
Problem) ¢} #2 ARG a4 dAE
ZIdke® she, o] 7WE A8std oA
HFHEE g3t W 5353} F3hAzto] 28
A#A Hebdo] Erh wek o]= dos) Hl
Ho3ke)] AREshE 718 el A77 v
o daElE db] ddFor ol TS
W37 9= Ring—LWE (Learning With Error)
7S AHEShE 9% daEselth

B =Fo|ix= High—Level Synthesis
(HLS)S 9]g3}o] Crystals—Kyber <FA}
WddsE FPGA 7IRE gt=4lo] 7H&571=
AAsta, o]& o]gste] % W EHs )
ELE JFEehs WS AlA S
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1. w324

(1) Ring—LWE (Learning With Error)

32 2 (Ring) Rq = Zqlx] / (%)
AelA EE A dsstE st
AWk o7 f(x) = (XN + 19 dg, N
29 AsAlE dHl, g= (1 mod 2N) 9] JEH=
TEShe &7 FEE Yot

ax)=aotax +ax+ ... +Fanx!

a, € Z/q,9=(1 mod 2N) @

Ring—LWE A|A®S d353ts 3y
] ALgEH= F707] (Public Key), B533%
e w AREShE B 7] (Secret Key)
271e] vgE 715 HAE e ¢
wals Hsta leH, e A
P oA FAN7] (@, bE AT} at-
9]9]9] 4 (Random number), s¥ HYU7|E
oustH, ex= ©JAF 7F9A 3 (Gaussian
distribution) o] 2Jsf AA¥E F =, Small
noise (Error) ol adst= 3oz F7] (a,
b)E o]l&ste] wWAA] mE dzstE] (cl,
c2)E dv A d& H@E Fdl
gelsk 4= Qlrh

3o r

b=axs+e
ca=axe e @)
a=bXxe +tes+tm

553 B2 dost FFHRY hdst
Ygo=z Hu7] s§ o]gsto] dsw (cl,
c2)E Al HAIA] mOE EYst= o).
715 AdstE dAldA AEY dEstE
o ARgE FAN7] (@, b)) #el FS3he
HY 7] s AREStojol a3t A oA
A4¥® Small noiseError) &S £A3M
HAIA] m #gs 5L & Sl

Ring—LWE 7|5 oA &2l Ark
tpakal o] Al odxkeld] UwukA o7 vkl 9
A Aake A9 (Convolution) AAFO =2
Hestel =2 AIRF BFIEE HoFEth
A%k Ring—LWEoIA=  tharale]  F4)
AAke]l NTT(Number Theoretic Trans—
form)E &8sl Azt NTTE AR
st A A4 %7 S Point—wise Al
ALk O o7 WHEEFTH, o] F FalA] AlZE
EXAEE ON2) oA OWNlogN) 0.2 W& 4
ATt

Vitis HLS Flow

_____________ ;
CIC++, BRE | :
OpenCL API C Simulation I[%] [m: C Synthesis
|
I B |
: :
Test Bench ]—» l RTL ] Functions |

Adapter
Constrants &
Devices

79 1. Xilinx Vitis HLS Flow

VHDL |
Verilog

= =
l '[ ][ ]I

RTL || Vivado IP System |
Simulation ] [ Packed IP : Catalog || Generator :

(2) HLS (High—Level Synthesis)

HLSE 1% 13 o] oy dA=
TAET WA C/C++ A2 FZEo fsjA
Fade #HABE] $8l Testbench FT-=&
ZHA) 8= C Simulation P o2 AJZHC)
& WA= C Synthesis(34)E HLS
ToolellA]  #|¥3d= UNROOL, PIPELINE
59 Directive® A-g3to] A slela AXI4
Interface® T3t C/C++  F=9f
)-¢3st=  Verilog IZE2 AAsTH 4
GAZE guEwW HIFHOE C/RTL Co-—
Simulations A3sle] C/C++29 AX
A H Verilog HDLE] ¢dAlo] =A3kA] A=
it} I Qo whe} Verilog HDL Source &=+
st=glo] IPE AAEFe] Xilinx Vivadool A
283 4+ 9th. HLSE o]gste] AA %
st=go]7t 71& HDL 7|4ke] st=go] AA
2 Az vlE 7R Ade Aol
Low Level® HDL& AF&3st= Aol oy}t
C/C++ & High Level?] ¢oj= Apg-3taL
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Algorithm 1. Crystals-Kyber Key Generation [3]
Output: Secret Key sk e B!2k8

Output: Public Key pk e B12kn/&-32

1: d « B*®

2: (p, 0) := G(d)

3: N:=0

4: forifrom0tok-1do
5: forjfrom0tok-1do
6

7

8

9

A[l][_]] := Parse(XOF(p, j, 1))
end for

: end for

: forifrom0tok-1do
10:  s[i] := CBD;(PRF(a, N))
11: N:=N+1
12: end for
13: forifrom0tok - 1 do
14:  e[i] := CBD;;(PRF(c, N))
15: N:=N+1
16: end for
17: § := NTT(s)
18: & := NTT(e)
19:t:=A.8+8
20: pk := (Encode,(t mod*q) | | p)
21: sk := Encode (8 mod*q)
22: return (pk, sk)

(3) PYNQ Framework

PYNQE Xilinx Zynqg % Alveo HE
oA A-ed FHFH (Adaptive Computing)
ZHEE gGA AAT F JdEF s @l
AMDeNA A&t 1% 2 L2 AEO|Y
o] A}&3H Python o8} Library=
Abgstel ZEIOHE ZZ¥ mjo]la=
EZAAY AFHE BF &E&ste] dHb=
Al A~ ES ?iﬂ T Stk ol& FI 9
FPGA°IA thokst dwti= A|A"S L3 E
4 Ut} T3 PYNQ: Jupyter Notebook
3142 AF35Fe] Python <olE #8319
odz]Eoly Logics: ZRI#WE 5 Qe
Mt A4S AFsict o]yl A4S 9dA
of Zg]Alol e wE  AlAEIE sk
a4l #AS Awstth 17 2= PYNQ
Framework®s E2)3}

o
.
o
Iy

1. Crystals—Kyber &318&

Crystals—Kyber: n|= =3 XF 7]|&
AT A NIST) ol A 3t AL E B
ZQF F9o Fhyel ds daugFoE ot
AFEHY FHASRE kAT AAMd dx
ot gl&FoltH1]. W3 Ring—-LWE 7|99

GHas Bestr] $8] AlbE Module—LWE
71H& AFESte] HeF wizive AAS A
3k ar, AAZINE 4284 %xﬂa lﬂ&gi
sto] ®Th =2 HMAS At

Jupyter/ I| PYNQ notebooks
IPython e
matplotlib ] [ Numpy ] ----- [Soikit-learn][OpencV]
i DMA
Application & lu PYNQlibs _|
pSpoflware Python [XUNK_ ] i
[ KL;:::I xInk (allocation) I ]} Drivers
Hardeware | | |FPGA ll_] PYNQ IPs lll_l PYNQ Overlays |
Crystals-Kyber (HLS)

1% 2. PYNQ Framework

Algorithm 2. Crystals-Kyber Encryption [3]
Input: Public Key pk e B12kwe-32
Input: Message m € B3
Input: Random coins r € B%
Output: Ciphertext ¢ € Bdvkw8+dvn/s
N:=0
T := Decode,,(pk)
p:=pk+12-k-n/8
forifrom0Otok-1do
forjfrom0tok-1do
AT[i][j] := Parse(XOF(p, j, 1))
7:  end for
8: end for
9: forifrom0tok- 1do
10:  r[i] := CBD,;(PRE(r, N))
11: N:=N+1
12: end for
13: forifrom0tok - 1 do
14:  e[i] := CBD,,(PRE(r, N))
150 N:=N+1
16: end for
17: €2 := CBD,,(PRE(r, N))
18:T:= NTT(r)
19:u:= NTTY(AT- £) + e,
20: v := NTT}(iT- ) + e, + Decompressq(Decode;(m), 1)
21: c1 := Encodeg,(Compress,(u, dy))

S th i W o

22: c2 := Encodegy(Compress,(v, dv))
23: return ¢ = (¢, |cz)

Algorithm 3. Crystals-Kyber Decryption [3]

Input: Secret Key sk e B1?kw8

Input: Ciphertext ¢ e Blwkn/d-dvn/s

Output: Message m € B

1: u:= Decompressq(Decodeq,(c), du)

2: v := Decompressy(Decodegy(c + dyk-n/8), dy)

3: §:= Decode,(sk)

4: m := Encode;(Compressq(v - NTT (§T:NTT(u)). 1))
5: return m

(1) Key Generation (7] A4)
Crystals—Kyber= 7]%@2& TN
g dyYFer AME OE 7 MY 712
57171 (Public Key) &} H]'d 7] (Secret Key) &
Abgste]l {1 dlolH e dhesiel HIsE
Hagsiey, daE]F19 Crystals—Kyber 7]
A duglEs By 453t dAelA
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AHgERE BAA7I9 REsh AN Abgahe
s ggEe e 2 5 ok

(2) Encryption(&=3})

7 8]&E29  Crystals—Kyber <53}
dyElES HH 7] AAGoA A FI17]
(Public Key)9 93535 ¥ E Message
(m) 181 Random seed FoZ AlLEHE
Coin (NS dgoz wo} 9353 AAS
AZ Cipher text (c)& &% 3t}

(3) Decryption(Z3%3})

A4 12]=39  Crystals—Kyber E33}F
dyuglES 7] AdelA st uHE7)
(Secret Key) 9} ¢+33lo|4] &#¥ Cipher
text (0)F POz who} Eo3l BAS
A AE Message (m)= &3}

Loop:fori=T1;i<3;i+t) { [ Fq |
op F1; ‘

F2
Without | S
PIPELINE 7 =1 RIFELINE

Initiation Interval = 1
— cycles

Initiation Interval = 3 cycles
—

rnJyuUyuuye

[FA[rrT]FrA][Fr[rR] [F [ Fr2[F]
F1 [ Fr2 [TFa]

Latency = 3 cycles

Latency = 3 cycles

Loop Latency = 6 cycles

1% 3. PIPELINE A AL (Directive)

Loop Latency = 4 cycles

ntt_loop_3:
for (j = start; j < start + len; ++j) {

#pragma HLS LOOP_TRIPCOUNT max = 1
// PIPELINE
#pragma HLS PIPELINE 1I = 8

buf = “(ptr_r + j +len);

bul2 = *(ptr_r + j);

t = fqmul(* (ptr_zetas + k), buf);
buf = buf2 - t;

buf2 = bul2 +

“(ptr_r + j + len) = buf;

“(ptr r + j) = buf2;

19 4. NTT PIPELINE & &
3. HLSE o] &3t st=99 71%57] AA

FPGA Target BoardE Xilinx ZYNQ
7ZCU106 FPGA ®HE== AAsta Vitis—HLS
ToolE AFE3ITE  Vitis—HLS Toololl A=
HZA3lo] a3k wHEE BRAM, At 2las
sl = o]?] Pragma DirectiveE A 33ic}.
o]#|3F Directivesx E3| Crystals—Kyber
FAudds dueElss HAsEsta, Top
function®ll= 4&% XEo| tis] ARMOA

MEet HA BAIFeE(Bus Protocol) @1 AXI
(Advanced eXtensible Interface) & 483t}

(1) HLS #AA 3} 714 (Directive)

B o=Rox FE AMEE Ao
PIPELINE, UNROLL, BIND_OPS & HA#
RS #HAgletal ColAl RTLE 3449
o 574 <datd 54 glasnEs &) o]
A Aol 5 =Crystals—Kyber®] F2 7]5=el
2 G-,

#pragma HLS PIPELINES A ¥ sk
= LOOPe] digt #HZA S Directive o=
Al A Fl 2ol sl TAIES Foisl
s = Loopd A& 744 (Initial
Interval) & ZAA 71t}

9 3% B9 PIPELINEo] AE% 3=
T = Loope Clock 71wt} A28 8-S
e = QlolM &S AIZE el ZAdgks

29T 5 UE AT ¥ Uk

Crystals—Kyberel|4 PIPELINE Dire—
ctiveZ} &8 Fa2 thad ] 54 AikES
8 3}= NTT (Number Theoretic Trans—
form) $HEolA AZZAQ A Jgo] V=
o] = 3WA LoopE Efol® $]Rbo] 1Ay
st k= AMelA AL&FTh F7ME Keccak
squeeze, Poly_tomsg, Top_func—tion®
PIPELINES # &3t}

#pragma HLS UNROLLS C/C++ =9
Rolling®®] 9li= LoopE ok W&] WHEof ot
v 24 AT ¥, 2 e e 2
v 242 £AY oje] W Fas Azt
719 58} o] UNROLL Directived 443}
g gEEe w@A wel A9lo] ohd ofe
Aol =gAQ Agow wEe] = & otk
wheba] HhEef| tfsl ofe] HARLS B9
ol = HhEo] fiE] MY Aks
913l Factor k= A Fazed A%
7}Fs3kth. UNROLL Directive® ARE3HA Hw
Loop? HHE 3o 7Nisto]  EHEARES
AAE 7] wiEe] FPGA WellA] Resource
ArEEo]l A FFeith wEbA Fo sk Fie
ZAgato] HAskE zlgst

void top(.....) {
for_mult:for (i = 3; i > 0; i--) {
a[i] = b[i] * cfi];
i }
Iteration
5 Rolles loop Unrolled loop
Hipigigingigigpigh
[0]
8.
l Iteration 1 ’ Iteration 2[ Iteration 3| Iteration 4| Iteration 1
Iteration 2
Iteration 3
y Iteration 4

13 5. UNROLL A Al (Directive)
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void polyvec_ntt (
polyvec “r
)

unsigned int i;

polyvec_ntt_loop_1:
for (i = 0; I < KYBER_K; i++) {
// UNROLL
#pragma HLS UNROLL
poly_ntt(&r -> vec[i]);
}
}

13 6. Polyvec_ntt UNROLLZA &

int16_L barrett_reduce (

mlle_La
M
intl6 ti
#pragma 1ILS BIND OP variable = a op = add impl = dsp
#pragma HLS BIND_OP variable = a op = sub impl = dsp

#pragma HLS BIND_OP variable = a op = mul impl = dsp
#pragma IILS BIND OP variable = t op = sub impl = dsp

#pragma I11LS BIND OP variable = t op = add impl = dsp

#pragma HLS BIND OP variable = t op = mul impl = dsp

#pragma [ILS BIND STROACGE variable = tmp type = fifo
t=(tmp =< 12) - (tmp << 8) - (tmp << 9) + tmp;

return a - t;

}

inl16_t tmp = ((in132_1)((1U << 26) + (KYBER_Q >> 1)) / KYBER_Q) * a => 26);

19 7. Barrett_reduction BIND_OPZ4 &

TDATA, TLAST
AXI-Stream AXI-Stream
TVALID
Master —> Slave
(Data Producer) TREADY (Data Consumer)
CLK
TVALID / \
TREADY /

TOATA 7K D1 D2 X D8 X D4 Y7777
TLAST / |

13 8. AXI4 Stream A€ dHlo|H A%

Crystals—KyberolA ta2] #A1e] 71

LatencyE Z°]7] €38} UNROLL Directives
Polyvec_nttel] Z£3}%3, Top_function®
UNROLLS %43},
#pragma HLS BIND_OP: §<rollA Aelw
HEE A8 v ojH Resource® Mapping
skx] A3 F+= Directiveolt). wEhA
Agetes Wt AAkmul, add, sub, div
el sl Resource® EA3H o]
g S Adsty, e Aslw
Aol At ATEHE= JFHCERE
DSP<2} Fabric (non—DSP) 7} 1t}

LUT (Look—Up Table)S Zo|il At
E59l afS Fole WIgoR FHAsI

A4 duglE delA At HE Be wEel
ddl  Moduloits  ©Wsh= Barrett
reduction, Montgomery reduction®] &G
Directive® &3t} 9lg & F HAFE
3% % Montgomery AFS XY=
fqmul 34, Ring—LWE 7]"¥ellA T}3h2 9
wAlel Qo] A BHREE Fo95FE NTT
9 g dFel e w4, WA, uA
Axkell dtjaiA DSPZ A E =% BIND_OP
DirectiveE %83t}

#Include "hls_stream.h"
#Include "ap_axi_sdata.h"
#Include "hls_vector.h"

typedef ap_axis<8, 0, 0, 0> charS;

void top_kyber (
stream<charS> &m_ stream,
stream<charS> &c_stream,
stream<charS> &m_d_stream

)z
13 9. & 9 Stream TFA A2

(2) AXI14 Interface

HLSS  AFE3t9]  Crystals—KyberE
A w] Top_functione] 743+ AXI Inter—
facex= ARMelA  7¥st AMBA (Advanced
Microcontroller Bus Architecture) Protocol
Z sfdolr dlole AES fdl AAESI
I3 82 AXI4 Stream AdelA  dlolE]
AES yYepd 2o Slave? TREADY
A& ¢ MASTERS TVALID A%7F & t
‘HIGH o ol dojdr}.

AXI4 Stream< AXI4 Lite$} &2 Burst
RS AYste] PS-PLZO 14 dolH
AFel F8stths Aol SdojA Vitis—
HLSE A AXI Interface® Top_
function®|A] AA¥ {l&E XX Eo &3
Tt T3 AXI4  Stream Interface®
AFS3H7] Qa4 ‘ap_axi_sdata.h’ , ‘hls_
stream.h’ , ‘hls_vector.h’ 9 #Z<& dH=
F7Fsto]  Streams 9t g dolH]
TZAE 27 9A " ZsA] AHE-sliof st
Aol®l  Stream FFA dolE  Typed
WA Ak dlolE Typel W42 33|
= 34 (nterface — WH W4 I Uwt
dlo]el Typef] WA Hel¥  Stream
T2A "ol Typed WIy=E WAZE] T+
I} (W W — Interface)o] L35t}

(3) IP Block Design

FPGA Td& %84 VivadoES ©|&
3tod IP Block Designe 33tk HLSS
o] g3ty MHANH Crystals—Kyber 1P,
ZYNQ ZCU106 FPGA<2 PS(Processing
System) IP, DMA (Direct Memory Access)
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IP, AXI Interconnect IP 5 52 IP Block<
Ads] wjxste] A4t PS 9 PL 9
el EAlE Stream to Memory Mapped
(S2MM), Memory Mapped to Stream
(MM2S) F 7F4 AdS F3ll o]Foxit.
I3 10914 IP Block Design E&E%%
A A T

a )

Processing System (PS)

Flash Memory

(Linux OS, Python Code)

DDR4 ARM CPU
Memory (Cortex-A53)

AXI Interconnect l

AXI Interconnect

AXI Interconnect

Programmable Logic (PL) (AXid-Lite)

Crystals-Kyber IP
DMA MM2S ry; Yy

(Direct Memory
Access) ?:mn Key Gen. Enc. Dec.

Stream)
\ >

* MM2S : Memory Mapped to Stream

* S2MM : Stream to Memory Mapped

19 10. Crystals—Kyber IP £2 t}o]oj 134

PSY ] AAE A AWIdd PYNQ
ZHES gt wEbd PSYele] ARM
Fo]lE= PYNQ Framework WollA EzFsict,
Python F =+ ths 9@AE &)

Overlay gtolBEglE A}g3te] HF
AAsE st=Y o] Bitstream¥WdS ZYNQ
ZCU106 FPGA®] T# sk, DMA
golngg s &gste] DMA IPel| st
ARE FEoH

o]%& DMAE <lAEiAslely, <ts3et
318 dlolE| = DMAS] MM2SAge] g 3ha
g dlolel7t PSP PLYAC R HF
Fo], Crystals—Kyber P7} <53 4
B335 Fdth olgdt S AAA
o33t W H33tE = dHolEs DMAY
SeMMAgel]  ddate] TR PLY S elA
PSYACE HolEl7l AE5EH TS st

"

4) H.264 |74 &= <¢adF

H.264%= MPEG—4 Partl0, AVCOR%E
v 9N d45E dst daEFoeR
o] def| AFg3EH MPEG-4 Part2 Xt} ¢
FE Aes 7T 5 402 H.265
(HEVC), H.266(VVC) 7} =A45h} L&
BATR Q3 AsFAE AA7AE H.264
yuio] 7hg R Ao R AMEE I 9t}

B =RoAE PYNQ Z#HId=9]
Jupyter Notebook 2|4 PythonZ =&
ol g3l AANzto®m EIAS Fdsta,
o2 H.264 XHOow oF=3sto] A Ae}rt.
olgA 4= FIANS Crystals—Kyber”}
o] Agld 4 A= 32byte®  UHA
oy om dolFga, old #HHS FIA

o2

2 =wollA Aljkst HLSE o] &3t
Wdds st=qo] 7157 3 AdE
HLS® &3l Crystals—Kyber [12] 2}
. AT A AR E
ol FZE FPGAC Td3 3 10%
s ZFYste] dEzget & 53
A3dt, MPEG—4 Part2 4
ot & dEgsete] 73 AREE
sto]l s Hlu AT AR B2
Xilinx?®] Vitis HLS®} Vivadoo]w, ZYNQ
ZCU106 FPGA%E Target Board® %7 3}o]
AAlsta, 29 F35=(Clock  Fre—
quency)+= 343.3MHz, 5942 30 fpsZ
2o skol et

¥ 12 HLS9 Directived ©]&3}]
HA3E ZWe Crystals—Kyberd A
Ael oE =welA HLSYHE o] 8319
A3 Crystals—Kyber[12]9] Z3= vlw
A Flojth, E =itoA Al9ket HLSE
o] gt AW ILT st=dlo] 757 T2Vt
W o] LUTE 5.378), FF2 5.114l,
DSPE 5.95W|Z FPGA ResourceE T %9]
AbgetE AE & ¢ Uk Hide,
Latency 24.088] & o 3= SoH,
ATP(Area x Time)& 4.47¥] o &g+
RNE B F Stk

N

N > M
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