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Abstract Smart grid that supports efficient energy production and management is used in
various fields and industries. However, because of the environment in which services are
provided through open networks, it is essential to resolve trust issues regarding security
vulnerabilities and privacy preservation. In particular, the identification information of smart
meter is managed by a centralized server, which makes it vulnerable to security attacks such as
device stolen, data forgery, alteration, and deletion. To solve these problems, this paper proposes
a blockchain based authentication protocol for a smart meter. The proposed scheme issues an
unique decentralized identifiers (DIDs) for individual smart meter through blockchain and utilizes
a random values based on physical unclonable function (PUF) to strengthen the integrity and
reliability of data. In addition, we analyze the security of the proposed scheme using informal
security analysis and AVISPA simulation, and show the efficiency of the proposed scheme by
comparing with related work.
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Fig. 2 Proposed System Flow

o °tolHel FAAE FMNE FA Bl Ado Table 1 System notations
A AsEe wdAAE =%, 2, %, A Notation Description
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Fig. 3 Smart Meter Registration Phase
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Fig. 5 Authentication Phase
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I
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Updates {PHID;, HID;, DID;, R;, C**¥, Npow}

Fig. 6 Key Update Phase
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(PHID, | | EK;)= A;® HPW,, B/ = h(
HID,| | HPW, | | EK,| | PHID,)E Az 5. 2ot 24
stal B, =B/ zAste] Al AE-Ae]
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B 2uHAlr SME MRS Qoo A @ e e = s Lot
AE BAo 3] o}sl HrAlo] olo]l Ao
{smrf ", 07"} = Gen(Rel "),
HPW"=h{UD;| | PW,| | smr!"), 5.1.1 loT&=x| &3 34
HID! " = h(ID, | | sms™"), IoT#A &3 ¥4 Power analysis 4%
&8l IoTH AdE HolHE o] &3 A
REQ,=h(PHID,| | EK,| | PK,| | C'*") %XL E] ]Oé;aﬂﬂ A]]E];}% %]7401}2 ;
£ Axstz {PHID, C'", DID, REQ,} = 7 2} = AulE ] ] o R
Serverol Al A& g, {DID,, A C,,} 5 FEoidete AA A&
B 39l Serverv PHIDE ©]-&3to] tolH 2} <] ]Dm ng]_ PUFSI4-2 %3 Z9u=

Holzold {R,C}E 7tHdex o

smrig 9 7 §17] Wil SI, PHID S &
%] %1]\. n,zew% LQ‘:‘J— ;5{47 %‘.9__‘:5} %}:% 7:”/8_—?;]- _},1 %}]‘;} U:]'E]'}ﬂ Zﬂ?l'tﬂ' o]_

_49_



Blockchain-based smart meter authentication system

A2 [oTHA &4 &Ad st}

51.2 AOlE D|E &S H
A A= Power analysis 45 53] 4ntE
el AZH {DID, A, B,C,5, 19+ F4E 5
2 Aol HdEEE {ED,MS,D
{AD,, MS,DID,, T;} & 85% 5 k. 324
= #$HAR T X1 AA" 4437l 93l
Me &% {ED,MS,DID,T,} WAAE 1
E F glojoF gtk ey SIE XOR A4k
Hash $+5 o] &3sto] np27 Ho] o, s
AstAl #El = 7] wiol A A=
HAIA S WHE7] oo wheba Ak
e 9 FA kst

o>

0% Jo -
1> ol
fo

5.1.3 ojag|AHolg| Y& =24

FAAE FHAQ ofaHAclH R FEA
stz Sls slE A AEdM dEH s
{ED,, MS,DID,, T},  {AD;,MS;,DID;, T;} &
olgstel FEI {AD;,MS;,DID;, T;} ™AA

& wWs 5 v 28y S PURESE 7
JHgk XOR 14t} Hash &% o] &3lo] mpx
2 Hel glew, sk et s o
RHE7] oy

L

o kst

514 MTE 34
TAAE HA FAE A AL 3 A
T wAAE ol &ate] AAe AdelA T

A AdES Foad AnE ASIA A%
g AT 4 vk 2 AAnig gyEs
WA Aol = Bl gk 7,0 o] 3
MAA RAZeld BeladEe fEAS AF
37 wEe FAAE olde] AEHAA wA
A ANEE F oflv A Add AL

WA Afolell A H o]

%%%%%%% Role smartmeter %%%%%
role smartmeter(SM,AG,SV: agent, SKsmsv,SKagsv,SKsmag: symmetric_key, H,ADD,MUL:
hash_func, SND, RCV : channel(dy))
played_by SM
def=
local State: nat,
1Di,PWi,DIDi,CHAI,REi,SKi,PKi,SMRi,HIDi,HPWi,RRi,Ri,PHIDi,EKi,Sli,Ai,Bi,Ti,EDi,DATAI:t
ext,
MSi, P,SKta, PKta,SKj, PKj,IDj, DIDj,CHAj, REj,SMRj, HIDj,RRi, Rj,PHIDj,Slj,HDj,MS;j, Tj: text

const spl,sp2,sp3,sp4,sp5,ag_sv_rj,sm_ag_ri: protocol_id
init State:=0
transition

ion phase
1. State=0 /\RCV(start)=|>

:=H(IDi.SMRi")
/\HPWi":=H(IDi.PWi.SMRi')
/\SND({DIDi.HIDi'.CHAi'}_SKsmsv)
/\secret({HIDi'.CHAi'},sp1,{SM,SV})
[\secret({SMRi'},sp2,{SM})

2. State=1

/\RCV({H(H(IDi.SMRi').Ri').ADD(Ri'.MUL(H(DIDi.MUL(SKta.P).MUL(Ri'.P)).SKta)).MUL(Ri'.P

)-H(H(H(IDi.SMRi').Ri').CHAi'.MUL(Ri".P).SKta)}_SKsmsv)=|>

State':=2
/\Ai":=xor(HPWi,(H(H(IDi.SMRi').Ri").H(H(H(IDi.SMRi').Ri').CHAI'.MUL(Ri".P).SKta)))%

is it need?

%%%%% authentication phase %%%%%%

/\Ti*:=new() /\DATAi":=new()
/\EDi':=xor(DATA',H(H(H(IDi.SMRi').Ri').CHA".MUL(Ri'.P).SKta))

/\Msi':=ADD(ADD(Ri'. MUL(H(DIDi.MUL(SKta.P).MUL(Ri".P)).SKta)).MUL(H(EDi'.PKi.DI
Di.Ti').5Ki)

/\SND(EDi'.MSi'.DIDi.Ti")

[\witness(SM,AG,sm_ag_ri,Ri')%Ri(by server)? or ski?

end role

Fig. 7 Role of the Smart Meter in AVISPA
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%%%%%%%%% session %%%%%%
role session(SM,AG,SV: agent, SKsmsv,SKagsv,SKsmag :symmetric_key, H,ADD,MUL:
hash_func)

def=

local SN1, SN2, SN3, RC1, RC2, RC3: channel(dy)

composition
smartmeter(SM,AG,SV,SKsmsv,SKagsv,SKsmag,H,ADD,MUL,SN1,RC1)
/\aggregator(SM,AG,SV,SKsmsv,SKagsv,SKsmag,H,ADD,MUL,SN2,RC2)
/\server(SM,AG,SV,SKsmsv,SKagsv,SKsmag,H,ADD,MUL,SN3,RC3)

end role

%%%%% envir
role environment()

and goals %%%

def=

const sm, ag, sv: agent,
sksmsv,skagsv,sksmag: symmetric_key,
h,add,mul: hash_func,
idi,idj: text,
ag_sv_rj,sm_ag_ri: protocol_id,
spl,sp2,sp3,sp4,sp5: protocol_id

intruder_knowledge = {sm,ag,sv,idi,idj,h,add,mul}%intruder knows the informationin
MDs
composltlon

ag,sv,sksmsy,skagsv,sksmag,h,add,mul)

/\session(i,ag,sv,sksmsv,skagsv,sksmag,h,add,mul)

/\session(sm,i,sv,sksmsv,skagsv,sksmag,h,add,mul)
/\session(sm,ag,i,sksmsv,skagsv,sksmag,h,add,mul)
end role

goal

secrecy_of spl,sp2,sp3,sp4,sp5
authentication_on ag_sv_rj
authentication_on sm_ag_ri
end goal

environment()

Fig. 8 The Session, Goals and Environments
in AVISPA
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Fig. 9 The Result of AVISPA Simulation
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Table 2 Computation Comparison

Message Batch
Scheme . g L.
Generation Verification
(Bn+1)T,,
. Tsm + Tam +2nTam
Xiong
+27,,,+2T, | +nT,, +2nT,
et al.
~ 1.5354[ms] ~ 1.4658 +
4.4415n [ms]
12TSITI +7Z—:l"l 12nTsnl +nfz—7h
Cui et | +57,, +1T, +5n7T,
al.(2021) | +37, ~ 73.8077n
~ 51.5178[ms] | [ms]
(27’L +1 ) jwsm
. 2 TSHI + T(I’!TL + 4 T + 2n :Z—;VI m
Culet | or t47 | ponT
al(2023) mm h niy
~ 3.0024[ms] ~ 1.489
+2.9954n[ms]
(n+2)T,,
Tam + T’I’TL’I’TL (
Our +37,, +2nT,
+47,
scheme ~ 2.949
~ 0.0395 [ms]
+1.467n [ms]
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