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ABSTRACT

As technology advances, the need for enhanced preparedness against cyber-attacks becomes an increasingly critical
problem. Therefore, it is imperative to consider various circumstances and to prepare for cyber-attack strategic
technology. This paper proposes a method to solve network security problems by applying reinforcement learning to
cyber-security. In general, traditional static cyber-security methods have difficulty effectively responding to modern
dynamic attack patterns. To address this, we implement cyber-attack scenarios such as 'Tiny Alpha' and 'Small Alpha’
and evaluate the performance of various reinforcement learning methods using Network Attack Simulator, which is a
cyber-attack simulation environment based on the gymnasium (formerly Open Al gym) interface. In addition, we
experimented with different RL algorithms such as value-based methods (Q-Learning, Deep-Q-Network, and Double
Deep-Q-Network) and policy-based methods (Actor-Critic). As a result, we observed that value-based methods with
discrete action spaces consistently outperformed policy-based methods with continuous action spaces, demonstrating
a performance difference ranging from a minimum of 20.9% to a maximum of 53.2%. This result shows that the
scheme not only suggests opportunities for enhancing cybersecurity strategies, but also indicates potential
applications in cyber-security education and system validation across a large number of domains such as military,

government, and corporate sectors.

Key Words : Reinforcement Learning, Network Attack Simulator, Cyber-attack, Security, Markov Decision Process,
Deep-Q-Network
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Fig. 1. Old Simulation Environment: Tiny.
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Fig. 2. New Simulation Environment: Tiny-Alpha.

[2.0) p:ﬂ"“‘ws: E
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Table 1. Environment Configuration by Network Attack

Simulator (NASim)
Observation Space| ~ Action Space
Subnet Subnet Scan
oS OS Scan
Host Host Scan
Services Service Scan
Components
Processes Process Scan
Privilege Escalation
Network Exploit
Topology P
NoOp
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Table 2. Benchmark Scenario and Fundamental Learning
Components on Network Attack Simulator (NASim)

Subnets 3 3 4 4
Host 3 5 8 10
oS 1 1 2 1

Service 1 2 3 2

Process 1 1 2 2

Exploit 1 2 3 2

PrivEsc 1 1 2 2

Step limit 1000 1000 1000 1000

Action 18 21 72 80
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4.1 Results of RL-based Learning Process

Table 32 QFA oA AQFSH Table 137} Table 29] A3 273
o2 =3 AY 3otk NASim2 o]4H2{Ql Action
Space@} AEHE 7A3iels WIHO| AJ5-& v R Action
Space 57 T BZOIA 75 oAkEel %] At
th2d Yehd 4 gtk B3], 34 Auel ey geolw
wE9] Zho ue TART 4 Qs BEO 9} 2
Y et B4 7t elslol glon@ Ao]ng
AE 014 B0l M Adion Spacel= 14221 B30] ofd
oAk 0] Y=o 7 LAE|o] 98-S <oF 2= 9lrh

Table 39] Actor-Critic-> 2] 7|4ke] 7}slsts Wi 5 3}
olm Acor7l AL, Citeo] & BH5He Fx0
o] HHH-& oJz o] g% (Continuous Action Space)S |5
gl G2tk webs, AcorCriicS ThE 7318ty WS

of Bl whe +H HEg EAARL o5 Ao 29
7 Wzl W2 et E/J(Mean Reward) gho] A3 A fo
e Qlek

E

r]r

|

0:

Table 3. RL-based Learning Process
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4.2 Results of Performance and Convergence
Comparison
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