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Abstract 1D is used as identifying information and password as user authentication for ID-based
authentication. In order to have a secure user authentication, the password is generated as a hash value on
the client and sent to the server, where it is compared with the stored information and authentication is
performed. However, if even one character is incorrect, the different hash value is generated, authentication
will be failed and cannot be performed and various functions cannot be applied to the password. In this study,
we generate several hash value including imaginary number of entered password and transmit to server and
perform authentcation. we propose a technique can grants the right differentially to give various rights to the
user who have many rights by one account. This can defend shoulder surfing attack by imaginary password and

provide convenience to users who have various rights by granting right based on password.
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ICT(Information and Communication Technology)
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Fig. 1. Password based authentication method
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Fig. 2. Multi-password ID-based authentication
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Fig. 3. Assign different roles based on passwords
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Fig. 4. The process of granting authorization based
on passwords
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Fig. 5. The authentication process using multiple
hashes
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Table 1. Examples of the relationship between
passwords and permissions

D Password h(Password) Authority
hong password1 E38A~~DA3D root
hong pass123! 8E45~~C904 super user
hong pword123 747F~~2CT74 user1
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hong pass1!2 6816~~F996 guest
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