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Abstract Recently, there has been a sharp increase in the damages caused by ransomware across various
sectors of society, including individuals, businesses, and nations. Ransomware is a malicious software that
infiltrates user computer systems, encrypts important files, and demands a ransom in exchange for restoring
access to the files. Due to its diverse and sophisticated attack techniques, ransomware is more challenging to
detect than other types of malware, and its impact is significant. Therefore, there is a critical need for accurate
detection and mitigation methods. To achieve precise ransomware detection, an inference engine of a
detection system must possess knowledge of ransomware features. In this paper, we propose a model to extract
and classify the characteristics of ransomware for accurate detection of ransomware, calculate the similarity of
the extracted characteristics, reduce the dimension of the characteristics, group the reduced characteristics,
and classify the characteristics of ransomware into attack tools, inflow paths, installation files, command and
control, executable files, acquisition rights, circumvention techniques, collected information, leakage
techniques, and state changes of the target system. The classified characteristics were applied to the existing
ransomware to prove the validity of the classification, and later, if the inference engine learned using this
classification technique is installed in the detection system, most of the newly emerging and variant
ransomware can be detected.
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Static . ) ; ) } . "
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execution start time, API call pattern, file system activity,

Dynamic | process and thread list, registry activity, system call list,
info network activity, External connection information,

encryption info, memory activity
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FO: frequency of Occurrence, TSF: Total Size of
Files

TOF: Total number of Occurrences of Feature

DO: Difference in number of Occurrences

ONFR: Occurrences Number of Feature in

Ransomware files

NR: Number of Ransomware files, NN: Number of
normal files

ONEN: Occurrences Number of Feature in

Normal files

Table 2. Selection feature

Main Feature Factor
Your files are encrypted,Contact us,Payment instructions,
String | Your personal files,Warning,Data encryption, Encryption
key etc
CreateFile,ReadFile, WriteFile, DeleteFile, FindFirstFile,
APl | RegOpenKey,RegSetValue,InternetOpenUrl,CryptEncrypt
HttpSendReques, CreateProcess,LoadLibrary etc
kernel32.dll,advapi32.dll,crypt32.dll,shell32.dll,urlmon.dll,
ntdll.dll,ole32.dll,rpcrt4.dll, wininet.dll etc
OpenfFile,WriteFile, EncryptFile,RegistryWrite,
Event | CreateProcess,NetworkConnection,FileEnumeration,
Codelnjection,MutexManipulation, ProcessEnumeration etc
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Fig. 3. Hierarchical clustering algorithm
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