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Abstract

According to statistics from the National Police Agency, smishing crimes using texts or messengers have
increased dramatically since COVID-19. In addition, most of the cases of impersonation of public institutions
reported to agency were related to vaccination and reward, and many methods were used to trick people into
clicking on fake URLs (Uniform Resource Locators). When detecting them, URL-based detection methods cannot
detect them properly if the information of the URL is hidden, and content-based detection methods are slow and
use a lot of resources. In this paper, we propose a system for URL-based detection using transformer for regular
URLs and content-based detection using XGBoost for shortened URLs through the process of determining
shortened URLs using GRU(Gated Recurrent Units). The F1-Score of the proposed detection system was 94.86, and

its average processing time was 5.4 seconds.
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Table 1. Example of Smishing[1] a) Smishing message
b) Legitimate message.
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Fig. 1. Flowchart of Proposal System.
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Fig. 2. Components of Short-URLs Classification Model
using GRU.
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Table 2. Structure of GRU model.
2 2. GRU 2% X

Layer Parameters Values Output
. . number of
input_dim train dataset
Embedding
Layer output_dim 100 1000100
input_length 1000
units 150
GRU Layer_1 return true 100x150
sequences
activation tanh
Propout rate 05 100%150
ayer
units 150
GRU Layer_2 150
activation tanh
units 1
Dense 1
activation sigmoid
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(c-2) Phishing Classification using Transformer
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/
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Fig. 3. Components of Phishing Classification Model
using Transformer.
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Table 3. Structure of Transformer model.
H 3. Transformer 22 X

Layer Parameters Values Output
word_embeddings 30000% 128
Embedding | position_embeddings 512x128 128
Layer token_type _embeddings |  128x128
LayerNorm 128
embedding_hidden_ in=128
mapping_in out=768
in=(768,)
full_layer_layer_norm
eps=le-12
query
Transformer attention key 768
Block
value
feed_ in=768
forward_
network out=768
. NewGELUActiv
activation .
ation
in_features 768
classifier 2
out_features 2
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Table 4. Features of Web-page contents[13].

V. 45 8%

1. 43 34

Ay 342 Intel Xeon(R) Silver 4215R CPU @
3.20GHz CPU, 256GB RAM, NVIDIA RTX AG6000
GPU ggolA ZIag3tet.

7}, HlolE AE[13]

ARE3E dloJEl&= Mendeley DataollA 370% “Web
page phishing detection”°|2k= H|o|E|E ARSI
11,4307119] Hol8E AMEsIie™ 14 URLY B4
URLZ 247t 5,715700]1L, ©@% URLY 7i4= 1,41171
ot ©= URL % T4 URLZ 9057H0]al A4 URL2
50671clt}. &9, #HS 9 HAE fojE= 60:20:20
HIEE e A3

. 37 g

As B7F 9 GRU 2d9] ¢= URL E A&
% 9 F1-Score®} URL 7|4, 812 7|4t g thsgt
Y89} F1-Score, B4 FE5E HAZIAY 49 A

7+ =243t Fl1-Score= UL} AldE9 Zshy
{I—QE AU gdo] TrueZ 93t Zko] AA| True
9] H]go|1 AFLL AA True 50| ZEo| TrueZ
&gt vl golt}. wEkA| Fl-Score: $H&o] A9-A %
tlolElE H7Ie o a7l A|Folrt.

2. A% 23 24
Table 5. Shortened URL Discrimination Accuracy
E 5 H= URL Hd Maic

Shortened URL Discrimination Accuracy
98.32%

Accuracy

B4 9 HoX| EH=e| EH13]
# Features of Web-page contents
1 Number of hyperlinks present in a website
2 Internal hyperlinks ratio
3 External hyperlinks ratio
4 Number of null hyperlinks
5 External CSS
6 Internal redirection
7 External redirection
8 Generates internal errors
9 Generates external errors
10 Having login form link
11 Having external favicon
12 Submitting to email
13 Percentile of internal media
14 Percentile of external media
15 Check for empty title
16 Percentile of safe anchor
17 Percentile of internal links
18 Server Form Handler
19 iframe Redirection
20 On mouse action
21 Pop up window
22 Right_click action
23 Domain in page title
24 Domain after copyright logo

F1-Score 93.22%

H 55 ©5 URL ¥8 FE=E Hojerh A9
98.32%% 2435t o f1-scorex= 93.22%% 5.1% At
o7} dtt. 19 4+= o= URL £72] Z3E Confusion
Matrix® HE33F T80t} 92(True label)2 AA
o]g|9] Zhdo|1l o} (Predicted label)= & R do]
250t Ax} ghflolc). & 2,85870(W] 9] £3D9] H
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AE floJg & At URL 2,4837N(True label®] normal
o] F3h), ©= URL 37570(True label®] short <]
Z3olA Lyt URLY] 2% HlolEl= 2,4837] 5 2719
Ou &5 URLY 2% HlolE= 37571 5 457M°]th

Confusion Matrix

normal

True label

short 45 330

T T
normal short
Predicted label

Fig. 4. Confusion Matrix of Shortened URL Discrimination.
J8 4. H= URL T Confusion Matrix

X 62 AL AAHY HELQ} fl-scores =43
o[t

URL 7I8F ©&AolA AT+ 89.18%, fl-scores=
89.39%= HAaL FEI= 7|9 ER|olA] = 95.59%,
fl-score= 95.50%E EAh. ARt AIAERZ 94.85%
O] &9} 94.86%2] fl-scoreE E Tt URL 7]%t
R0l vl 5.67%2] HE=} 5.47%2] f1-score®] FF
33aL FEl= 7|8 FRox = A7} 0.74%, f1-score
7+ 0.7% otsteict.

Table 6. Overall System Accuracy.
B 6. TR AAH FeT

URL based | Contents based Proposal
Detection[3] Detection[4] System
Accuracy 89.18% 95.59% 94.85%
F1-Score 89.39% 95.56% 94.86%

H 72 AR A|AHo] &) 4837 A]EE Hof
oot AREH dHlojel= 3709 &3] ol9lE= URL
0|83}l 2719] ©= URLY} 1719 ¥Ht URLE ©
5199k 3709 URL 25 URL 7]8F, 2612 78 gx
247} efotal A|QE A ARLE: o] 85f gA|oke I

;

A

O, 1 do o

ol

AQE= Het ARRE S5 URL 718F ©A[OA
URL %2 ¥ AZK 351ms, URL 7|8t &3] AI7F
7ms7t AQE|QT HA| A8 AZRE 358mso|tt. 2l
= 7HlofA g APJES] FElx FZ B ARRS
8,342ms, THI= 7|8t &R HF A 61ms7t &8
HAT A 48 A7ES 8,403msolth. AIRF A|AEL
17§9] URLel ©gF URL ©A] AIZRZ 227ms, 2709
URLO| ot B FHI= 5 AIXRZ 7,993ms, B ©
A AR 59.5ms A8F3ick. 3719] URLY] thgh Aot
AAEIO] HA| Bt A8 AR 5,404ms7F A8 ]9

Table 7. Detection time(ms).
B 7. BHX ARKEEX)

URL based |Contents based| Proposal
Detection[3]| Detection[4] | System
URL Extraction 351 - -
URL based Detection 7 - 227
Contents Extraction - 8,342 7,993
Contents based
Detection B 6l 59.5
Average
(Extraction + Detection) 358 8.403 5.404

3. e}l AA &8 Azt A

Uut URLY FHE w71 ©= URLS URL 7
oA HEEE oftA]7l= Ylloltt EeF EHl= 7|bk
HA= ALEE =Y 5 AT "o B2 A|zto
Q%G 2 =Fe o= URL ©¥ AHE 53 <
URLY @ URL 7|4}, ©= URLY o €= 7|9t €4
£ 2ol sfo|BR|E AARRE ARtsto] A S
A 4.279] I 60141 AIRE AlARI0] URL 719 HAE
5.67%, 1.0681 A5, SH= 79k FR|ET}H 0.74%,
1.0074] skHgict. 2=uh 3 7004 AIRE AlARlo] Zx
= 7|4t Hat 48 AIZFEE oF 3,000ms= 1.558] ©=5
sto] Edl= 79 gX] 7IHES Fee o] 2 48
A7+ gHskoIT

=
L
)

A 23 GRU 22 &5 URL FAOIM $2 %
< B3t E3SE AQF AJAEIOA AREEH Transformer

(218)



Hybrid phishing site detection system with GRU-based shortened URL determination technique 7

~J

ms©]|

A7k

—

9} XGBoostollA] AT o 743]% A7 Bt
Al 1ms AfR]o]A|qt ¢ A|E FEEHIZE F55}
o] del= ARt HFEAS Q?l’é}%‘i‘:}

T Oq:rLoﬂ/ﬂ Zdl= 78F ERofA w4 AlEE
F8 EAE 3l &= AN FHAasloles
Il I_:r"o}_l-x} Q.

s

References

[1] Korean National Police Agency, “Cyber Criminal
Trend for 2022, https://www.police.go.kr/user/b
bs/BD_selectBbs.do?q_bbsCode=1001&q_bbscttSn
=20220519141449594.

2] Y. Kim, H. Kim and M. Kim, “Short URLs
Verification Approach for Phishing Site Detection
Improvement,” Proceedings of the Annual Conference
of Korea Information Processing Society Conference
2022 (ACK 2022), pp.80-81, 2022.

[3] J. Lamas Pineiro and L. Wong Portillo, “Web
architecture for URL-based phishing detection
based on Random Forest, Classification Trees, and
Support Vector Machine,” Inteligencia Artificial,
vol.25, n0.69, pp.107-121, 2022.

DOI: 10.4114/intartif.vol25iss69pp107-121

[4] U. Ozker and O. K. Sahingoz,
Phishing Detection with Machine Learning,” 2020
International Conference on Electrical Engineering
(ICEE), pp.1-6, 2020.

DOI: 10.1109/ICEE49691.2020.9249892

[5] Das Guptta, S., Shahriar, K. T., Algahtani, H.
et al., “Modeling Hybrid Feature-Based Phishing
Websites Detection Using Machine Learning
Techniques,” Annals of Data Science, 2022.

DOI: 10.1007/s40745-022-00379-8

[6] Korkmaz, M. ., Kocyigit, E. ., Sahingoz, O. K.,
& Diri, B., “A Hybrid Phishing Detection System
Using Deep Learning-based URL and Content
Analysis,” Flektronika Ir Elektrotechnika, vol.28,
no.5, pp.80-89, 2022. DOI: 10.5755/j02.eie.31197
[71 S. Hochreiter and J. Schmidhuber, ‘LONG
SHORT-TERM MEMORY,” Neural Computation,
vol.9, no.8, pp.1735-1780, 1997.

[8] J. Chung, C. Gulcehre, K. Cho and Y. Bengio,

“Content Based

“Empirical evaluation of gated recurrent neural
networks on sequence modeling,” 2014. [online]
Available: http://arxiv.org/abs/1412.3555.

[9] Jordan. M. I, “Serial order: a parallel distributed
processing approach,” 7ech. rep. ICS 8604, 1986.
DOL: 10.1016/S0166-4115(97)80111-2

[10] A. Vaswani, N. Shazeer, N. Parmar, ]. Uszkoreit,
L. Jones, A. N. Gomez, et al., “Attention is all you
need,” Advances in neural information processing
systems 30, 2017. DOI: 10.48550/arXiv.1706.03762
[11] J. H. Friedman, “Greedy function approximation:
A gradient boostingmachine,” Ann. Statist, vol.29,
no.5, pp.1189-1232, 2001.

DOI: 10.1214/a0s/1013203451

[12] dmlc XGBoost,
https://xgboost.readthedocs.io/en/stable/

[13] A Hannousse, S. Yahiouche, “Web page phishing
detection,”

2gw7fy2i4/3

—— BIOGRAPHY [————

Hae-Soo Kim (Member)

“XGBoost Documentation,”

https://data.mendeley.com/datasets/c

2022 : BS degree in Computer
Science and Engineering, Hankyong
National University

2022~present : MS student in
School of Computer Engineering &
Applied Mathematics, Hankyong

National University

Mi-Hui Kim (Member)

‘@ Q‘!\. Womans University.

= 1999 : MS degree in Computer

Science and Engineering, Ewha
Womans University.
1999~2003 : Researchers at Switching

& Transmission Technology Lab.(ETRI)
2007 : Ph.D. degree in Computer Science and

1997 : BS degree in Computer
Science and Engineering, Ewha

Engineering, Ewha Womans University

2009~2010 : postdoctoral researcher of the department
of computer science, North Carolina State University
2011~present : School of Computer Engineering &
Applied Mathematics, Hankyong National University.

(219)



