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Abstract 

This paper provides a comprehensive overview of UAV classification, tracking, and detection, offering 

researchers a clear understanding of these fundamental concepts. It elucidates how classification 

categorizes UAVs based on attributes, how tracking monitors real-time positions, and how detection 

identifies UAV presence. The interconnectedness of these aspects is highlighted, with detection enhancing 

tracking and classification aiding in anomaly identification. Moreover, the paper emphasizes the relevance 

of simulations in the context of drones and UAVs, underscoring their pivotal role in training, testing, and 

research. By succinctly presenting these core concepts and their practical implications, the paper equips 

researchers with a solid foundation to comprehend and explore the complexities of UAV operations and the 

role of simulations in advancing this dynamic field. 
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1. Introduction 

Drones or unmanned aerial vehicles (UAVs) are becoming increasingly popular due to their advanced 

technology, easy deployment, cost-effectiveness, small size, flexibility, and wide range of uses. They are 

being adopted for various purposes, including military, space, and civilian applications [1]. The drone 

industry has experienced a remarkable surge, having already reached a substantial value of $100 billion by 

the end of 2020 [2], [3]. An astounding 7 million drones are anticipated to be operational in the United States 

alone by 2023. Drones play a pivotal role in acquiring real-time information, encompassing videos, images 

[4], and environmental data. Such data is indispensable for applications such as search and rescue missions, 

surveillance, border security, and military reconnaissance, as depicted in Figure 1. In this representation, we 

envision deploying detectors for small UAVs around areas of interest, which can include both ground-based 

units and monitoring UAVs. If a small UAV remains within uncontrolled airspace, it's considered safe. 

However, if it crosses into controlled airspace, it must be detected and managed outside the region. These 

small UAVs are progressively emerging as pivotal assets in the realm of warfare. Beyond military contexts, 

drones are being adopted in civilian domains, encompassing tasks such as traffic monitoring, surveillance, 

disaster management, construction, communications, agriculture, livestock supervision, forest fire control, 
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and product delivery [5]. The varied landscape of drone applications introduces multiple challenges [6], [7], 

[8]. Additionally, concerns are mounting about the potential misapplication and accidents involving drones. 

These devices are sometimes exploited by criminals and terrorists to perpetrate attacks or engage in illicit 

material smuggling [9], [10], and [11]. Hence, developing counter mechanisms, including small drone 

interceptors, localization systems, and detection networks, is becoming increasingly critical. As emphasized 

in [12], detecting small UAVs poses unique difficulties compared to manned aircraft, prompting 

governmental bodies and law enforcement agencies to formulate new detection and monitoring strategies. 

Various techniques such as remote control seizure [13], computer vision [14], and radar-based identification 

[15] are commonly utilized to spot drones. 

 

 

Figure1. Detecting Unauthorized Small UAVs in Restricted Zones 

 

This paper provides a comprehensive overview of UAVs, focusing on their classification, tracking, and 

detection algorithms. It begins by acknowledging the remarkable growth of the drone industry and the 

extensive utility of UAVs across military, civilian, and space applications. The paper dissects the intricate 

world of UAVs by exploring the algorithms and techniques employed for classification, tracking, and 

detection. The author highlights the significance of these interconnected aspects, where detection enhances 

tracking, and classification aids in anomaly identification, forming a holistic understanding of UAV 

operations. Furthermore, the paper underscores the vital role of UAV simulators as versatile tools that bridge 

theory and practice, enabling safer operations and fostering innovation. This paper equips researchers and 

practitioners with a profound grasp of UAV fundamentals and their practical implications, positioning them 

to advance algorithms and technologies with far-reaching implications for various fields. Ultimately, it 

serves as an invaluable resource in the realm of Unmanned Aerial Vehicles, paving the way for future 

developments in this dynamic domain. 
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Table 1.Comparison of UAV Classification Algorithms 

 

 

2. UAV Classification Algorithms 

UAV classification algorithms are like special tools that look at different things about the drones to figure 

out what kind they are and if they could be a problem. A radar and Radio signal, this method uses to figure 

out drones by checking their special electromagnetic signals. Each kind of drone has its own unique signal 

that can be noticed and sorted into groups. Flight Behavior, this technique watches how drones fly and what 

they do, like staying still, moving fast, or following certain paths. These actions can tell us what kind of 

drone it is and what it might be used for. Sensor fusion algorithms mix information from different places, 

like cameras, radar, and radio sensors. They do this to make sure they're right about what kind of drone it is. 

By using data from all these different sensors, they get a better and fuller understanding of the drone. 

Machine learning tools, such as support vector machines (SVMs), random forests, and k-nearest neighbors 

(k-NN), are used to learn from marked data and sort drones according to their traits and features. 

Image-Based Classification, by looking at pictures or videos, this technique spots drones by how they look, 

their shape, size, and color. Often, it uses smart computer learning, like convolutional neural networks 

(CNNs), to learn what drones look like and group them into different types [16]. The advantages and 

limitations of each method of drone classification are highlighted in Table 1. 

 

3. UAV Tracking Algorithms 

UAV tracking algorithms are like GPS for drones to follow moving things. The Kalman Filter is a popular 

method to track things that are moving. It takes info from sensors and guesses from a model to figure out 

where the moving thing is. It's good for fast situations where we need answers right away. Extended Kalman 

Filter (EKF) and Unscented Kalman Filter (UKF) are like upgrades to the Kalman Filter that work better 

with systems that don't follow straight lines. EKF makes a not-so-straight system look more like a straight 

one, while UKF uses special points to handle the curvy parts. Particle Filters are helpful when things move in 

tricky and not-so-normal ways [17]. They work for situations that aren't easy to predict.  
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Table 2. Comprehensive comparison of UAV Tracking Algorithms 

 

Instead of using just one guess, they use a bunch of guesses called particles. These particles get heavier or 

lighter based on how well they match what sensors say. It's like picking the best guesses to figure out where 

the thing is. Multiple hypothesis tracking (MHT), this works well when we're not sure about what we see and 

measure, especially in situations where things are unclear. Convolutional neural networks (CNNs) and 

recurrent neural networks (RNNs) have been used for keeping an eye on objects. These models can learn 

how to follow things by looking at lots of examples and can manage tricky situations. Long short-term 

memory (LSTM) is good at understanding how things move over time [18]. They're handy for following 

objects that move in complicated and long-lasting ways. Table 2 provides a comprehensive comparison of 

UAV Tracking Algorithms, highlighting their descriptions, advantages, limitations, and the scenarios in 

which they are most applicable. 

 

4. UAV Detection Algorithms 

Detecting UAVs, also known as drones, has become increasingly important due to their widespread use in 

various applications, both beneficial and potentially harmful. There are several algorithms and techniques 

that can be employed to detect UAVs [19], [20]: Sound Listeners: Imagine having special ears that can hear 

the unique sounds drones make. These ears are like acoustic sensors. Smart computer programs (machine 

learning algorithms) can then learn to tell if the sounds they hear are from a drone or not. Radar Systems: 

Radar technology can be effective in detecting UAVs due to their ability to detect objects in the air based on 

radio frequency reflections. Doppler radar can determine the speed and direction of UAVs, aiding in 
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tracking. 

Table 3. Comprehensive comparison of UAV Detection Algorithms 

 
 

Using special cameras and smart computer tricks, we can spot drones in videos and pictures. One way is 

"Background Subtraction," where we remove the normal background to see moving things like drones. 

"Motion Detection" helps a computer notice changes between pictures to find moving objects. Techniques 

like YOLO and Faster R-CNN act like super detectives, quickly finding drones in videos. "Optical Flow" 

looks at how things move between pictures to catch drones. Deep learning, which is like a super-smart brain 

for computers, can teach them to recognize drones using CNNs, training them to know what drones look like 

in images or videos. Radio Frequency (RF) Analysis: For instance, every drone sends out its own special 

radio signal. When we study these signals, we can tell which drone is which and follow them around. 

Spectrum: Detecting unusual frequency patterns. For example, if the song is playing smoothly and all the 

instruments sound right together, it's normal. But if you suddenly hear a weird sound that doesn't match the 

song, you notice it. Spectrum analysis does something similar with radio signals. If there's an odd signal that 

doesn't belong, it might mean there's a drone nearby. Behavior Analysis: By watching how drones fly, how 

high they go, and other things they do, we can tell the good ones from the ones that shouldn't be there. 

Infrared Vision and Thermal: UAVs often have distinct thermal signatures due to their heat emissions. 

Thermal cameras can detect these signatures, especially in low-light conditions. Light detection and ranging 

(Lidar), is like sending out laser beams and seeing how long they take to bounce back. This makes a 3D map 

of the place. Drones show up as moving dots on this map. Geofencing and Signal Jamming: Even though 

they're not exactly ways to find drones, Geofencing keeps drones away from certain places, and signal 

jamming messes up drone communication, making them land or go back to their controller. Drone detection 

systems combining multiple sensors, such as radar, optical cameras, and RF sensors, can improve the 

accuracy of UAV detection. However, when we use machine learning with sensor information, it gets better 

at finding drones by learning their patterns and actions from the data. 

Table 3 compares UAV Tracking Algorithms, summarizing their strengths, weaknesses, and best-use 
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scenarios for detecting and tracking UAVs. 

Table 4. UAV-Simulators and their corresponding applications 

 

 

5. UAV-Simulators and their Applications 

UAV simulators serve as dynamic training grounds for drone operators, offering a virtual platform to hone 

piloting skills and simulate real-world missions without the risk of physical crashes. Beyond training, these 

simulators play a pivotal role in testing new drone technologies, facilitating mission planning and rehearsal, 

preparing emergency responders for various scenarios, educating users about airspace regulations, and 

advancing research in drone algorithms and systems. In essence, UAV simulators are versatile tools that 

bridge the gap between theory and practice, enabling safer, more efficient, and innovative drone operations 

across a spectrum of applications. In Table 4, the UAV-Simulators and their corresponding applications are 

presented. 

 

Conclusion 

This paper provides a valuable contribution to the field of UAVs by offering a comprehensive overview of 

advancements in UAV classification, tracking, and detection algorithms. The paper highlights the 

interconnectedness of these concepts and the relevance of simulations in the context of drones and UAVs. By 

providing a clear understanding of these fundamental concepts and their practical implications, the paper 

equips researchers with a solid foundation to comprehend and explore the complexities of UAV operations. 

This understanding can help researchers to develop more effective algorithms and technologies for UAV 

operations, which can have significant implications for various applications, including military, space, and 



38                                      International Journal of Advanced Smart Convergence Vol.12 No.3 32-39 (2023) 

 

 

civilian applications. Overall, this paper provides a valuable resource for researchers and practitioners in the 

field of UAVs. 
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