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Abstract The majority of IoT devices already employ AloT, however there are still numerous issues
that need to be resolved before Al applications can be deployed. In order to more effectively
distribute IoT edge resources, this paper propose a machine learning-based approach to managing
IoT edge resources. The suggested method constantly improves the allocation of IoT resources by
identifying IoT edge resource trends using machine learning. IoT resources that have been
optimized make use of machine learning convolution to reliably sustain IoT edge resources that are
always changing. By storing each machine learning-based IoT edge resource as a hash value
alongside the resource of the previous pattern, the suggested approach effectively verifies the
resource as an attack pattern in a distributed AloT context. Experimental results evaluate energy
efficiency in three different test scenarios to verify the integrity of IoT Edge resources to see if they
work well in complex environments with heterogeneous computational hardware.
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Fig. 1. Proposal scheme based on Machine
Learning
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Table 1. loT Edge Resource Block Connection
Algorithm

Input : IoT Edge Resource Block

Output IoT Edge Resource Multi-Block

Connection
1: for all IoT Edge resource block do

2 Generate random IoT Edge resource blocks

in n-bit form using

3: IoT Edge checks its blocks

4 if Replication block data presents in
blocks then

5 Makes tree in repulication block

hash resource block from tree
Inform other IoT devices

else

Request replication resource block
10: end if

11: End for

J12: IoT Edee resource generates the new Dlock
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Table 2. Throughput Units : Tasks/Period
Method CcPU GPU Round-Robin
1 984 406 327
2 876 378 208
3 928 394 310
4 903 387 304
5 951 a0 309
Table 3014 & 4= 9I5%0] IoT Bl&t £5& @Y

=5 AR AA| e 2N Fit 2 °7]
e EQ0 B 24 A2 CPU A8 8
GPU A& g4l vls| Bt 2 t7] AlRke 247 %
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>,

_P;
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Table 3. Average inference latency Units : s
Method CPU GPU Round-Robin
1 4133 1137 0,635
2 3859 0.768 0493
3 45723 1583 0.852
4 3.905 0935 0.647
5 4033 1054 0.764
Table 49141 & % 9lo], U7 E&S CPU B4

9 2o 2ul o] Ag ouix] ulao] 2zt
F 3821%, 3.31% FASIT oA7L By o]
A WAH R tholA)7] v, Ao] FAT el
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Table 4. Energy efficiency Units : Joules/Task
Method CPU GPU Round-Robin

1 0311 0878 0.119

2 0284 0814 0,093

3 0.296 0835 0.102

4 0.247 0.768 0,086

5 0279 0793 0.097
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Table 5. Throughput Units : Tasks/Period

F 7] ARE S9N BHAHCOE CPU WA ETH
GPUR2]3} Round-Robin #4Jo] Z}zF  11.04%,
9.87% FIAI711L Bt T2 7] A 22 24.1%,
20.78% #AAAZE olg] A A 2 7] AR &
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Round-Robin 49 U] AR CPU A& UHE
o gAY Bt 24.12% &2 olU A& ARERITE A2
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Method cPU GPU Round-Robin
1 137 21 249 Table 8. Throughput Units : Tasks/Period
2 124 307 318 Method CcPU GPU Round-Rotin
3 130 315 328 1 234 3% 43
4 128 308 321 2 254 401 465
5 13 316 337 3 212 357 398
4 242 3% a1
Table 6. Average inference latency Units : s 5 27 408 46
Method cPU GPU Round-Robin
1 3746 1632 0.921 Table 9. Average inference latency Units : s
2 3.150 1243 0656 Method CPU GPU Round-Rotin
3 3324 1327 0733 1 2602 1271 087
4 3.582 1413 0.822 2 2422 1.161 0.715
5 3.247 1.255 0.656 3 2.556 1212 0.783
4 2483 1194 0732
Table 7. Energy efficiency ~ Units : Joules/Task 5 2592 124 o83t
Method cPU GPU Round-Robin
1 0242 013 0.154 Table 10. Energy efficiency  Units : Joules/Task
2 0.285 0171 0.197 Metod | CPU GPU Round-Robin
3 0263 0.152 01734 1 0115 0095 0078
4 0277 0.166 0.182 2 0151 0.119 0.0%6
5 0.250 0.144 0.160 3 0147 0.106 0.089
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