HE B S E} gl X
H 33 H H4=, 2023, 8
ITU-T SG17°0149 A=F Al Bt =4 &9t 5
ol & £ H B 4

1= AEE Tl FowM, Al TRk A1g ) Aeke] AlA = Q1
o B 74 84 7|wolrt ol d AFFAIE] Aol Foidell wel, Bel 93l
$317] 918 Hel Ve is] A AL 3 Folv)h i, o]9h Ayl FARES Y] deE FAE gtk ICT
Heob FAZE3) 7]949] ITU-T SG17¢14+= ITS(Intelligent Transport Systems) H.QF S1-7HHQI3)ol|l A A &2 o2 Aeks

A EFIE FRE it} £ el = ITS Bk ik 2 &5 2 2F3)t 313 AFS 2vldic)

.M E 7] B3 HE eale] ghud A3 WA &
T3t Al 8-S Nt

“ o

IS mekste], Al e fHAIR <Qlel Al 4 9 2.1. Q132 20234 28 39| F2 U8
FH ARE A3} A=, At olze} 7F $AlE o)
Sate] Al 5 odek 2, A 7 FA V]S Q139 XF3} Bol TFEFA Hobo] gk Znuk
as A A A A A AT AT A9 1es wgsie dles, Fo, A A v
AR 2R g glerns MEA BePEel AL op Aol B4 nek, R Y REA 1Y 5
BAow @7sn, 443 A U4A0E BAT] o g ual sle 56 Eg,
of gt o]2|qh A=k T4l A AA ] Wk A WA At 20239 29 39 elA] o] EFo] HE =
5 4 Q7 AN el 253 5] 31 Fol Z 2<l(Approval) H Tt [12-15].
th[1-9]. - X.1380: Security guidelines for cloud-based data

ITU-T SG17 %3} 252 ICT iofe] ZEshs recorders in automotive environment

= A 717l ITU-T /&SM]H ICT Mok 7]l - X.1381: Security guidelines for Ethernet-based
deted Avd o geshe FAlsks 2Felvh ITS in-vehicle networks
Hob Q7ikE 20174 3ol Ao, Apfil - 1 - X.1382: Guidelines for sharing security threat
ok, Apekel i Wk =TS 58 Mok ofeld i information on connected vehicles
37F 2] A1 Folrh & =kl SG179] ITS - X.1383: Security requirements for categorized
Heob olke] 2023+ 24 319 2 6% 2EA IH data in V2X communication

3]9(RGM, Rapporteur Group Meeting)ol|4] #13i%
Wge sAem A gal Bt SAlREs 4 X.1380(71& X.edr-sec) “ZFE}¢-= 7k 2= dlo]
Ao et B 712 A meblelmelelne ks s]uke] A

al: /\].Jj]iz]-z] ] Hol ]63 Kol 0:|1/\]—?>‘]— 2] ].%

II. ITU-T SG170MQ] RIZSAIHOF EFES S8 g Aelsta gk A AbaL Al Ab=F el A Akst

I 9= AR7]EA B(EDR, Event Data Recorder)&
E Aol A= ITS 2t A79KQ13)ellA4 2 2023

o] =2 2023 % AF(HI7 | HEAI Y Aoz AR EA]FH 1] xS ubo} F=aE el (No.2020-0-00913, F-41
29Ad QA A °4:TL)
* PSR ATS] Alem okl PR ()l Y, ttomlee@etri.re.kr, ysjeon@etri.re.kr)



84 ITU-T SG1791419] A= £+

A Wk =A st F¥

kst Fehe=m Afste WS st 9l
w3, ARk Eael olelAl, Akl @A) Z}E‘:
45 d el g we
S 98 g o 2ee U3 pw
2 A} FEAeR BEsE 34

X.1381(7]1& X.eivn-sec) “o]tidl 7|4k "]"H“L Het
Pl =elalne olejyl Fk ek v =g B
ok 918, ¥k ek 9 AR ollE Aoste Aol
ot Al s Fheet 2 A o] Eole weh
A Wiell A Spalsl = vlolE o] ks 4
o), o] & dlol¥] <fe] Frtell s3] $1ske]
A A zk Al = 2 ot vle] =elE A
o] ZEAE AE Wi MBS =7} oy
7oz 7AE wje] ¥ak 7l &AkkE A
st gleh FEele AE ojuulE Adlst=
AUTOSAR(AUTomotive Open System ARchitecture)
A% A2 Aol =gele] i AnE EFsha 9l
th o] EFS g=re] ETRI 2 59| ETASel|A
EAo R 3735 FAlskich

X.1382(7]1& X fstisev) “HAHE| = Agke] wal 9]
FAR i Tlol=ghalne AMEE A A
23 AzQA 2 CERT(Computer
Emergency Response Team) 5°]| Alo]¥] Hol 9]
AEZ T o, 4 olsj AT q&gE Aot
= etk FiEe AEe
-ISAC(Information Sharing and Analysis Center)ol|A]
A gkt TTP(Tactics,
Procedures), Security alert, Threat intelligence report
g3hn], BHA RS Thske SAE A8t
zp Ao whE & AbkE 71EskaL siek o] &%
Z=9 IT Hat-$-AlE| el CN-CERT7} FE42
= FAlssich

X.1383(7]1& X.sred) “V2X EAl dlo|g] &5l uw}
2 ek A V2X BAISH Ol SpAlEE
dlolB & ek, s wlolE el 2lo] L Alo]E&
LE%M i"’P | % 7] Elm Ao, Ao

Hel 87AkeE Ao
7oA Zehg= mal
S17h dlofe] xat }L—frfz} 45 v2x 54l 33l
43 ;Folrh o] TF> F9 CAICT(China
and Communications
_1]:_;4 o7 7HH1—

st 9)

network

Automotive

Indicators, Techniques and

Mo R

Academy of Information

Technology)2} U&2] KDDI| <3

= e

20234 29 3ol A olelle} o] A Fa
Z3} FAlell gk AlF TD(Template Document)”} 1t
3=l cH16-20].

- X.1373rev, Secure software update capability for
intelligent transportation system communication
devices

- X.itssec-5, Security guidelines for vehicular edge
computing

X.idse: Evaluation methodology for in-vehicle

intrusion detection systems

X.evtol-sec: electric
vertical take-off and landing (eVTOL) vehicle in

an urban air mobility environment

Security guidelines for

- X.sup-cv2x-sec:  Supplement to X.1813 -
Security deployment scenarios for cellular
vehicle-to-everything (C-V2X) services

supporting  ultra-reliable and low latency
communication (URLLC)

- X.evpnc-sec: Security guidelines for electric

vehicle plug and charge (PnC) services using

vehicle identity (VID)

=3, obdlel ololdle] Al FAE Adssict
[21].

- X.ota-sec: Implementation and evaluation of
security functions to support over-the-air (OTA)

update capability in connected vehicles

(

X.ota-sec(OTAYJHIC|E 7|55 A Ysl= Wl 7
o 7o 2 Hrhe 2E3) Helw AdEHE 2l
A Aple] 2ZEYY me s %
OTA(Over-The-Air) S o] &3to] Juo]E 3}

o] & A A3l= Hat 7|5 & aEAlek) 7
< Algksl= Aelrh A Q13ell4+= X.1373rev(ITS
Al tlute]ze] g Az ESe] qido]E 7]%)e]
A Z13) Folr). 7]E9 X.1373revell A& 2}
gzl Ao An], AN AE S Eale] Yo R
Aege] ~ZEOE o] Edle HAE 7|3t
itk 23, 7129 X.1373revell= OTA 7155 o]
4317 913 Bt 7] At 9iA ¥ et o]
= slAst7] ¢35} X.ota-seco] 231 29 3|9l A
At 353 A2 A=l o, e T, o]

Lo
ol
o




Ann 53ka)A] (2023, 8) 85

=

e}~ FEol, ETRIZ} ot)el4 S 72 15312 &

A A o]t}

i

2.2. Q139 20234 6@ RGM 39| F2 LiE

QI3 & 20231 849 3]ofollM 1719 xE3 7}
Aol gk AP AfES 213 Aot o] $]5}e]
A 69 RGM  3|9ox= A= AEal
X.1373reve] AES= =97 A8 =) X.1373rev
o] F8 WA W82 o3t A

A, 71 X.137304 oAkt A Aste], A
=7 g AellA o] AZEY ] qfdle]E A
A7F A= et o] 5 f18ke] AhRtellA o] Az ES
o] qdlo]lE AAE $13 wWAA] AL 7]E2] A9
el Ao AR HAlF) AP E A EE A W
§o] mkd =gt

A, AWl Lz E o] Edl= vhokst
wle] AAE ek H5E HE R o] Ed 2 E
oI5 AEshe W, 7182 2ZEY] tu] o
olE  Wf&3to] AolE AFdhe W, vlneE o]
F3lale], Qo] EX AZEY o]} o] BHQ 4z
EdolE wAs= WS AlAska sich

AR, 71E X13734 718t ol 93 27t
Wgo] F-ZollA AbAlEa, B A= g B
shaakgrte] -5 1o 7]EE Ak

T3 A RGMellAl= 718 Ao Fold
X.sup-cv2x-secol] gk 7 7k 2hgie] F31= ot
X.sup-cv2x-sec (URLLC(Ultra-Reliable and Low
Latency Communication)& A Lsk= C-V2X wl=] A
el ey 2ualE-Axa Fale] At vax F4
Aul 2ol 21 2] Ml 7] wiA] Aue] 25 Ao ehe Al
= FHoR gk o] ES IAleA = ofle B
< gk

- NMSF(Network Monitoring Server Function):

C-V2X &7elA Bt A= A3lS FAlshs wE

- NMCF(Network Monitoring Client Function):

(Z 1) Q13 234 8¥ 3|9| FZ&l A=

_ el

EFIA oo = WAl

o 1

o|A--(ETRI), A

X.1373rev | ¥ (Hyundai Motors) iH;
Koji Nakao(NICT)

C-V2X #7elA uak A= AR FAlshe =
=

- NMRF(Network Monitoring Relay Function):
C-V2X #7ellA] M3tk A= dzl& A(HHol)

3= e

o

23 A= A NMCF7F Bet 7]
AHeom Adgste 7ok 74 2] NMRF
frate] Heb HAZlSs AFste AR FE3h
el s Aelsta olvt =3 NMSEZF v E
Aol o= 7359}, 5G Folell EAeh= Af-
tel w2 Al eE Aestar gick e,
o] agko] ohe} =27|A5Sl A=
sho] wix| Avte] s A3l ik

3l Xevtol-sec(F 7] FHo|257] Hel A
e xF NEE A=k o] xFE3 AA A=
EAIS gy 2] E|(UAM, Urban Air Mobility)+-
ofef| x1&] ALE- ol & Ae)star olrk Au|2 A oA

>,

= >

ofN mu do = un o
oy e o
S
ol

i)
o
mﬂ

v 04 $2E e AE s, 3T e o4
@3

3, QAN 2FHE A o
ygeh 297, o2 @ BAE BT we 9o
el 1 FAR 2 wek s 7R A

B R4 = SG17 ITS Eek A74KQ13)00A
A= gl 253} 218 A3S aolskdch 53,
2023 AubrlelA FHF pelEl 2FESE A Al
= A 253 FAlel date] fstt)h wdt
20231 b7 SG173] 9ol AP A RS Al sl
AE EEs Al digk AT 5 aiskdch
20234 3HF7] SG17 3|9 dHre] LA e ofA
Z13yE oA olr). =2 At 20164 HE o=
Al ICT Bot %F3tes FEAR FA18la glon,
COVIDI19 °]3& ~A8]27} o}x] oA &0z 7|
3= 3o 2A, Fog ovlE 7RItk welA, oA
5 ZE3) A9 5ol 2 Al T Y 5o 2E
3 FEAo R FAd g et ook

e ITS BeE 27310 $e4E rlsta,
olejulolz]~ Al 360 Technology(Z A, wlo]A

ey

r>~



86

ITU-T SG17ellx1] A2k §Al Bl 57 %%

3} 53

Qihu Keji Co.), A&th-s-AlE] 2l CN-CERT 2 o]}
wukel, s F=9] IT 7713 CAICTA A<
Mol 7l 2A Aeke 8o A o2 5EHE 24
Foleh. dielM= FAlsARl KDDL, A74al
NICT(National Information  and
Communications Technology)dll4] A|&AH o2 %3}
o ojstar glch

gollAl= ETRI, ddiz), aeid], A, @
o, TTA, Hdlo]el, AL Fo] FEA o7 %
Fafol Folsha glow), A%Aom HFe] AL
Felsha Sleh. AFEALLE FALEIR] A%A
A 233 2D APL 03] A, 719,
sl 5ol A4 w8} Aelsl Lo,

Institute  of

a1gs

[1] ol o, A 84l Bl 7% &
3, vol. 1556, 2012.

[2] ETSI EN 302 665, Intelligent Transport Systems
(ITS); Communications Architecture, 2010.

[3] IEEE Std 1609.2, IEEE Standard for Wireless
Access in Vehicular Environments (WAVE)

& Ve

Security  Services for  Applications and
Management Messages, 2016.

[4] ITU-T SG17 Recommendation, X.1373, Secure
software update capability for ITS communica-
tions devices. 2018

[5] ITU-T SG17 Recommendation, X.1372, Security

Vehicle-to-Everything(  V2X)
communication. 2020.

[6] ITU-T SG17 Recommendation, X.1371, Security
threats to connected vehicles, 2020

[7] ITU-T SG17 Recommendation, X.1374, Security

requirements for external interfaces and devices

guidelines  for

with vehicle access capability, 2020.
[8] ITU-T SGl7 X.1375,

Guidelines for an intrusion detection system for

Recommendation,

in- vehicle networks, 2020.
[9] ITU-T SG17 X.1376,

Security-related misbehaviour detection mecha-

Recommendation,

nism based on big data analysis for connected ve-
hicles, 2020.

[10] ITU-T

[14

[15

[19

[21

]

—_

—_

]

—_

—_

SG17 X.13717,

Guidelines for intrusion prevention systems for

Recommendation,

connected vehicles 2022.

ITU-T SG17 Recommendation, X.1379, Security
requirements for road-side units in intelligent
transportation systems, 2022.

ITU-T SG17 Recommendation, X.1380, Security
guidelines for cloud-based data recorders in auto-
motive environment, 2023.

ITU-T SG17 Recommendation, X.1381, Security
guidelines for Ethernet-based In-Vehicle net-
works, 2023.

ITU-T SG17 X.1382,

Guidelines for sharing security threat information

Recommendation,

on connected vehicles, 2023.
ITU-T SG17 Recommendation, X.1383, Security
requirements for categorized data in V2X commu-
nication, 2023.

ITU-T SG17 draft Recommendation, X.1373rev,
Software update capability for ITS communica-
tions devices, 2023.

ITU-T SG17 draft Recommendation, X.itssec-5,
Security guidelins for vehicular edge computing,
2023.

ITU-T SG17 draft Recommendation, X.evtol-sec,
Security guidelines for electric vertical take-off
and landing (eVTOL) vehicle in an urban air mo-
bility, 2023.

ITU-T SG17 draft

X.evpnc-sec: Security guidelines for electric ve-

Recommendation,

hicle plug and charge (PnC) services using ve-
hicle identity (VID), 2023.

ITU-T SG17 draft Supplement, X.sup-cv2x-sec:
Supplement to X.1813 - Security deployment sce-
narios for cellular vehicle-to-everything (C-V2X)
services supporting ultra-reliable and low latency
communication (URLLC), 2023.

ITU-T SG17 draft Recommendation, X.ota-sec:
Implementation and evaluation of security func-
tions to support over-the-air (OTA) update capa-
bility in connected vehicles, 2023.



AH W 55k3]%] (2023. 8) 87

(M A2 )

o] 4+ % (Sang-Woo Lee)
19991 2 - 7 Heljshar AAlg-st3)

at
2001 29 : oSk A A-zst)
eR
/3 2009'd 29 : St A3t
(v -
I

20019 1€~8A : FEAaEAlA
T AHE SRS AT

2014 3~3A) : ITU-T SG17 editor

2016%1~20171 : WMG in University of Warwick, UK, Yt
A4

20173~ : ITU-T SG17 Q13 Rapporteur

<FHlEeol nlt)e Mok ARFEAIESE §3tEel TS
R

A £ 4 (Yong-Sung Jeon)
1990 24 : 7 Holf 3t A A3t
shat

19924 24 : 7 S 3tar A A3t
AAt

20101 89 : 7 Frefsta AAlg-st)
Hhat

1992+ 39~19993 109 : =Pzt

A4 AldTY
19993 119~8A)] : S=AAFAI A7 AR R 2
Al A

<ok 29AE, gt e Hak s

P!
o

-





