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ABSTRACT

Today, as Al (Arfificial Inteligence) technology is infroduced in various fields, including security, the development of fechnology is
accelerating. However, with the development of Al tfechnology, attack techniques that cleverly bypass malicious behavior detection
are also developing. In the classification process of Al models, an Adversarial attack has emerged that induces misclassification and
a decrease in reliability through fine adjustment of inpuf values. The attacks that will appear in the future are not new attacks created
by an attacker but rather a method of avoiding the detfection system by slightly modifying existing attacks, such as Adversarial affacks.
Developing a robust model that can respond to these malware variants is necessary. In this paper, we propose two methods of
generating Adversarial affacks as efficient Adversarial affack generation techniques for improving Robustness in Al models. The
proposed fechnique is the XAl-based affack fechnique using the XAl fechnique and the Reference based affack through the model’s
decision boundary search. After that, a clossification model was constructed through a malicious code dataset to compare
performance with the PGD affack, one of the existing Adversarial affacks. In ferms of generation speed, XAl-based atfack, and
reference-based atftack foke 0.35 seconds and 0.47 seconds, respectively, compared to the existing PGD attack, which takes 20
minutes, showing a very high speed, especially in the case of reference-based attack, 97.7%, which is higher than the existing PGD
affack’s generation rate of 75.5%. Therefore, the proposed fechnique enables more efficient Adversarial attacks and is expected fo
contribute to research fo build a robust Al model in the future.
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(Figure 1) Al adoption rates around the world(1)
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Targeted misclassification: using distribution of target class | £ 1 L
Random misclassification: minimizing confidence of true
output class using random noise

Trained DNN

(OJ8 2) Moy Z34(4)
(Figure 2) Adversarial attack(4)
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Data Function a Task
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Interface a Task

is s a cat
New

B> Learning
Process

Training
Data

(T8 5) XAl =+ 242((13)
(Figure 5) Principle of XAl operation(13)
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(32! 6) SHAP Values &
(Figure 6) SHAP Values Calculation
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NFELZ 719 go] T2 A9 3719 FeaureE A'¥ 319
3, A3 Feature®] 3t 9HA AFE3HAE A4 tlolE
x el 7 A2 o HAALE 7dgol B A
9] Feature®] #hS W7 e dlole ] 2hlo] WA H A=A
elstal, MAEACH o] & Adversarial example= A
&7 Btk SHAPS AH&-3h XAI based attack 7]'H o] B2
Adversarial example A4 g4 B} Featureo] o) St
A AlFe] 7hssiek

Algorithm 1-XAI based attack
SET Train, Test: Image Input Data
SET Model: CNN

SET Target: Image Input Data

1: import shap #SHAP Extraction

2: shap.initjs()

3:  bachground=Train[np.random.choice(Train.shape[0],
1000, replace=False)]

4: explainer=shap.DeepExplainer(Model, background)

5: shap_values=explainer.shap_values(Target)

6: def get_shap_values(n):

7 =pd.DataFrame()
8: for i in df.columns:
9: {temp_df=

dffi].abs().sort_values(ascending=False)
10:temp_df=pd.DataFrame(temp_df).reset_index(drop=Fals
e).rename(columns={'index""index_"+str(i)})}
11: train_df=train_df[train_df['Label ]==int(0)].index
#Extract min value by feature
12: train_df=train_df.drop
(columns=[FileName’, “Label’])
13: for i in train_df.columns:
14:  min_liappend(train_dffi].min())

15: setting=len(Target) #XAI based attack
16: distance_df=pd.DataFrame()

17: for i in range(1):

18:  perturb_df=pd.DataFrame()

19:  for j in range(setting):

20: for k in range(3):

3.2 Reference 7|8t 3

DNNZ 52 35S 938940, F94 44
o) #Fsto] Mot Ropo A AHEE7] FETHE Tl

EA| gtk DeepAID[16]9] =+ 41+ Anomaly Detection
o] A7} 3142 9)8l ReferenceS AH&3Hch s =59
A] Reference@t Normal data 5= U] 2] AA o] 21X
g o o] El(Anomaly) 278 71 77k Normal data® %
o] gttt A8t ReferenceE 27| 913 271 Anomaly %k
o WMas £ 5 W33k Anomaly O ZHE Loss He
=28t Loss #to] 7Hadks WO E AnomalyE U
o]Edlt}, ©]% Anomlay value®} ReferenceS 3l
Anomaly Detection®] 23} 3|4 0] 7}53lth dlE =79
E3E AnomalyZF-H 7HF 7H7kE- Normal dataE 2+
Aolt}. References Tt 22 472 33 Zth

argmin  ReLU(eg(a*, fplz*)) = (tz—e)) + Al a*=z° |,

©)

2] 3= F 7FA9 Loss g ARSI shus
Autoencoderdl] &J$t &4 ol O v F
t]oF Ag](L2-norm)©| Tk F Loss 752 $to] 47t HE

o5 Fe Zlo] BZolth
ReLUep (%, fr (%) = (t, —¢)) @

2] 4% 2*7} Normal daa$1A] ekete 2lojth MSE
Loss(e,)7t¢] Threshold(t ;) Xt ZTHH Normal data®]™
=9 #ho]l oA 5 a5tk mebA &4 g ghol
ZolA = WO 2 o* 7} Y| o| EX M, ©|F Normal data
o7& A At o] FFETet A 4 IS T
3l AArek 9B U)ol ¢} Reference Alo]¢] Azl xlo]E T
sttt a3 e 98 dolEle 7Y 717k Nomal
datag 27tk ovlolth © o) Loss #to] HAskA &
< W7EA] Reference(z*)9] HHO|EE Wit o|#gh
W20 2 A4 Reference= AnomalyZ5-H 7 71718
Normal data %ro] F1™, o]uj Reference®} Anomaly2] €]
£ %3] Anomaly Detection®] 235 A& & Jrk

2 AN e dld =9 WS Wyste AR
T tlojE] Alg AMEste] 7 RO A References &
A3}, o] 5 Adversarial exampleZ AE-3}3/ A} ST}, B
At Ao F2 WAE o3k k. Adversarial
examples A413817] $l8] £F LY 2= DNN 298 +

21: if Target_labellj].reshape(2,1)[0]==[1.]:
22: importance_df=get_shap_values(j)
23: for m in range
{(in(len(importance_df.columns)/2))}:
24: for n in range(feature_count):
25: instance_index=importance_df[n]
26: ori_value=new_df
[instance_index*42+i]
27 perturb_value=normal_info_df
[instance_index*42+i]['min’]
28: cum_value +=
normal_info_df[instance_index*42+i]['min’]
29: new-+df[instance_index*42+i]=
perturb_value
30
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Lossl= ReLU(final Layer — ¢)
Loss2= Xl z*—z°1l, ®
Loss= Loss1+ Loss2

Reference A4S 913 F 9] Loss 3+ AHE3lA4 =
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tlo] EX Clone> thA] DNN Edlol] ¢& o) W3}t o
e 248 FAo Clones} 9 vlo]E Alo]e] 7
£ Z73t} o] Lossl ¥ Loss2E T3 23 Lossat
Al%Fete] Clone®] fHo]Edl] AHEghth Clone &4
3 71H-E AMEEte] A F Loss7t TAske WEo R o
o] EX ™, o] Clone] ¥¥ Feature?HS M3 3It) 2
A8t Learning rateS A 3te] HZE Lossahes 34

2NA Wi B57 Rdo] Label S A2 Adsls 7
7};‘] HE-gko), WA 2t Clone 3tol Reference7} =, o]

£ Adversarial exampleZ AFE3SHA Foh & 13 7o)
Interpreteﬁ 53l Al 3hetel 7 ”}—% 7163 & Feature

7INke 2 gho] WAHES g1 & glon, Al Teto] ©
& 7195 & Feature T2 thgk Al =3 7158t

Hoge M I

u\l

¢

(£ 1) Reference &t& Zn}
(Table 1) Reference Result

.. Value in Value in

Feature Description Anomaly comp. Reference
SizeOfInitializedData 02 > 0.044
Subsystem 0.3 > 0.149
AddressOfEntryPoint 0.2 > 0.069
SizeOfStackReserve 03 > 0.181

S Tl Al 2o 4

,Z.O

Aagict WA Al RS +58 & Ak 7Y
XAI based attack’} Reference based attacks 53
Adversarial examples A48}
7129] Adversarial attack 7|9 = 7}1P EHZ7<4 Oi A&
%]+ PGD attackS £3| Adversarial exampleS A4 5151
o} o5 27b4 Wi §5E AAste] AQekE 2714
W3} PGD attack 740 M S Fa A5 AAsd

4.1 HIOIE Al

£ =l A= 2019 KISA Datachallenge ¢t IE
olE] Mg AMESIATE dlolE Al AL & 29} 2t
g5 dlole Al o4 HlolE 17,5627 A2 dHlolE]
11,5687 = 3 29,1307 & AHE-3lH o™, HAE HolE
A ok dlolE 451370, A4 dlolE 4518012 &
9,0317/15 ARE3ISATE £ AFolAE 2019 KISA Data
challenge Dataset 5 2H1¥ 3 AVClass 74 1S &
3 oF 8007HA F 7H¢ el AEHE 49 57 (autoit,
ramnit, scar, winactivator, zegost) AVClass®] <5 Hlo|E
£ AHE-3lY] Adversarial example= 441 3+ T AVClass
o] A& i 33 7t} g dHlolE Al autoit 51771,
ramnit 3697}, scar 2817}, winactivator 2887ll, zegost 1987}
2 F 1,653/15 AHEskth

(% 2) dioje] Al M
(Table 2) Dataset Configuration

Dataset Malware Normal Total
Train 17,562 11,568 29,130
Test 4,513 4518 9,031

(¥ 3) AVClass 74
(Table 3) AVClass Configuration

AVClass Train
autoit 517
ramnit 369
scar 281
winactivator 288
zegost 198
Total 1,653

PE(Portable Executable) Structureol| = A8 248 A
at7] A% ok JE7L 715 ok weEkA PE

Structure®] A% 412 7]9Hste] FeatureE 31T
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PE Headerol A 3771¢] FeatureS F%3}917, DLLS & t}. Reference based attacko| A& 7|& A FE £/ &
3l 51271, APIE %3l 51270, PE section®] EntropyS 531 4 3} U3 DNN(Deep Neural Networks) 295 £3)] Al
128711 9] FeatureZ FZ3H{th. B3 ASCH #AE #4 BdE& F85Ath dlolH Al A o]m|R] Wk o]
< 53} Feature hashing 7|8t 212 A Feature % H o] Min-max nomalisation 7S E3] dAHFZE HolH
%S B9} Sting 52570, Entry point £41S Fa 94 4°] Feature 34 03} 1 Afo] 2 @k}l ALg-asint, o
Feature 5% 'S 53| Entry point 507112] FeatureS 3 &0 A1&-3F DNN Model®] +Z2+& % 6 JJr 20 1 epochs
=359tk & 1764709 FeatureS 331901, 0|5 7] = 10& 3k gabuEl 2 2459t DNN 2de] sk
£ Adversarial attack®] PGD attackZ} XAI based attack®l] A= 7 73 2k
41E CNN(Convolution Neural Networks) Z.dS A}-&3}
™, Reference based attack| A== DNN(Deep Neural (# 4) CNN Model 74
Networks) ZHS A&t 84S As)ak] D). (Table 4) CNN Model Configuration
Layer Output shape Param #
4.2 Al Ao'IE o7|‘ input (None, 42, 42, 1) 0
712¢] Adversarial attack 7]< Th22 Feature®] conVZd_.l . (None, 38, 38, 6) 156
o7k 9l ak ojmlA) dlolE] Mol YL Autoz Auk batch_normalization (None, 38, 38, 6) 24
S9ith shAuk SPATE Feaured] 7S Wel7h QWat max_pooling2d_1 (None, 19, 19, 6) 0
A 9O B Feature®] AFEI BT mepa B = conv2d_2 (None, 15, 15, 16) 2416
) max_pooling2d_2 (None, 7, 7, 16) 0
F-o| 4+ Min-max nomalisation 72 E3] AT T ©
. flatten (None, 784) 0
oIH | Feature k3 03 1 Afo] 2 W#5}e] ARS-5H3L dense_1 (None, 120) 94200
o S5k 715 Adversarial attack 711 o] HleH Al dense_2 (None, 84) 10164
o] AF & 7INte B AP HRE YN ES =017] 9
3] 5 1) 0 & 3z
A 961 ] DA, S A (2 s
XAIba_Sedan%Cko“ e 1 73 = 142442 F719] el (Table 5) Results of CNN Model learning
Al WS o]l olmx] HolE Al AFel e
CNN(Convolution Neural Networks) =98 £3] Al &4 Accuracy | Recall | Precision | FI score
o 7239t 8&0] AFL3 CNN Model®] T2= ¥ CNN 0.9767 0.9770 0.9767 0.9767
49} 7+0 0, batch_size = 128, epochs = 1872 sh<¢ o}
v Agelgich ONN 2o 8% Ak & 5% 2 (£ 6) DNN Model 7
(Table 6) DNN Model Configuration
Layer Param #
Linear_1 2,335,095
Linear_2 1,167,768
Linear_3 389,403
Linear 4 56,576
Linear 5 8,256
Linear_6 2,080
Linear 7 264
Linear 8 18
(% 7) DNN Model &t& Zot
(Table 7) Results of DNN Model learning
(72l 7) Mz olo|x|at Accuracy | Recall | Precision | F1 score
(Figure 7) Malware image conversion DNN 0.9542 0.9542 0.9542 0.9542
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A Al Bt 2080] 288S SRl
4.3.1 XAl 7|2t 34
XAl 714 % SHAPS 53] #2 FeatureS AH&3}o] (Z 9) PGD == mffaled
439] Feature 3% M7 E3] Adversarial example 28 (Table 9) PGD attack Parameter
SHATE 42742 eolm|A|el|A] shube] HWER 3o FQ Parameter Value
Feature®] 7S WAsQ0m, walbx ol shbd & norm 2
12671 2] Feature 72 WA & 1,653702] Ho]H eps 0.01
% 1,04471¢] Adversarial examples A3t AFES eps_s‘ttep Oi(())%(())%l
63.1%% &R13I5 o, 1719 Adversarial example A3/ max et
num_random_init 5
Al FT 03527 288S s
4.3.2 Reference 7|gt 22 434 ds &= Zt B

MY FE dolE A& o] &3 F FHol A Reference
g 7)uke] 7S 24l Adversarial exampleS A4 311

T}, Reference based attackoll AHE% Zeln g 7h-e & 83

2t F 1653709 HolH F 1,61571¢] Adversarial
examples A4k, ¥ ES 97.7%2 FUstHoH, 1

0=

aAnsH

2] Adversarial example A§A Al H 04737}
= gtk

(£ 8) Reference 7|tt =4 majo|g
(Table 8) Reference based attack Parameter

Parameter Value
steps 500
learning rate 0.02
Ibd 0.05
4.3.3 PGD B4

Adversarial attack 71" F W53 22 AM-EE PGD
attackS E3) Adversarial exampleS A4 3}S1th. PGD
attackell AFEH SEle|E g2 & 99 2tk & 1,653/
tlol8 5 1,249701 2] Adversarial exampleS A Al 5ke], A

=
ds M=

(% 10)

Zn Hlw

(Table 10) Comparison of Performance Output Results

XAI based attack, Reference based attack, PGD attak 7|
HS Ed) AAE Adversarial exampleo] th3sle] Bl WS

sy gte}. vlawo AL§-H &2 Adversarial example 4
3ol 3 vlelHEe] JAAA AF Az AF HE
= Ak AFECITh

oyFE

dlolg Alel diste & 1037 o] 71E9]
Adversarial example A§4 71'H<! PGD attackS H| 53514
ARt 27kA] 71l tisf 2714 7= 2 Bl skt
A FE-2 Reference based attack®] 97.7%=% 7} =k
™, PGD attack 75.5%, XAl based attack 63.1% TO.2 =
s & 4 A3tk HFA Q) Adversarial example A4
XAI based attack®] 03522 713 wh2 702 3
eference based attack 0.4722, PGD attack 20
W2 Bols 4 9lolth Esk 37e] CNN 2
A& AHEte] 43S 718 e XAl based attack?t PGD
attackS W3S ul XAI based attacks A-5E0°]
63.1% % PGD attack®] 75.5%% Tha w2 4 ‘S%ﬁ Ho
u, AA A17He] 79~ XAI based attack®] 0.35%%E PGD
attack®] 20+l 1] & w] AX whE A]7F ol Adversarial
example©] A4 7H53tEE FE3] 2842 Adversarial
example A3/ 71O E BRItk ¢ 7|E YFIE BF

;O

]

=
(o)

.
ol
A

>
o Jo ok X do

%A,

Hr 2
fru
I nlm ;u

in)
ol

XAI based attack Reference based attack
PGD attack
(Proposed model -1) (Proposed model -2)
Success rate 63.1% 97.7% 75.5%
Average generation time 0.35sec 0.47sec 20min
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1= olef Hwats) (4243)
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