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[Abstract]

In this paper, we propose a smart wall switch based on IEEE 802.11b/g/n standard 2.4GHz band
communication. As the 4th industrial era evolves, smart home solution development is actively underway,
and application cases for smart wall switches are increasing. Most of the Chinese products that preoccupy
the market through price competitiveness use Bluetooth and Zigbee communication switches. However, while
ZigBee communication is low power, communication speed is slower than Bluetooth and network configuration
through a separate hub is additionally required. The Bluetooth method has problems in that the communication
range and speed are lower than Wi-Fi communication, the communication standby time is relatively long,
and security is weak. In this study, an IEEE 802.11b/g/n smart wall switch applied with Wi-Fi communication
technology was developed. In addition, through the two-wire structure, it is designed so that no additional
cost is incurred through the construction of a separate neutral line in the building. The result of the study
is more than 30% cheaper than the existing wall switch, so it is judged that it will be able to preoccupy

the market not only in terms of technological competitiveness but also price competitiveness.
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I. Introduction
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Fig. 1. Households with "Smart" Systems: Global Total[1]
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II. Background

1. Related Works on Smart Home Systems
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Fig. 2. Infrastructure of Smart Home System
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Fig. 3. Platform architecture of E-Switch[7]

2. Smart Switch
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III. Design and Implementation

1. Design of Power Board and Realy Board
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Fig. 4. Circuit Diagram of Power Board(Left) and Relay
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Fig. 5. Artwork of Power Board(Left) and Relay Board(Right)
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2. Design of Controller Board
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Table 1. Structure of Socket(sensor installation) WiFi &2 Hot ¥=ist WPA, WPA2 PSK ¥HAlS XY
Request Description Length Type 6}£§ Wipiq 017:] c])_]% E?_} 70}9}0}01 OD:] J’}%]. 7E
Com. Code 0901 4 String O] JHB0 Fig 131} 7t
SSID L SSID length 2 String
Pass L Password length | 2 String
SSID SSID ~32 Hex wifi_inkt_sof
Pass SSID Password ~64 Hex
Server Code 0 1 String
User ID ID 8 Hex 03
Respnse Description Length Type e
Com. Code 0901 4 String R
Message 0000 4 String

Table 2. Structure of Socket(states of sensor)

Request Description Length Type
Com. Code 0104 4 String
Sensor Type | 0x02(smart sensor) | 2 Hex
Sensor ID ID 12 String
Noti Srate Action rules 2 String
SW Ver. Major / Minor 2, 2 Hex
HW Ver. Major / Minor 2, 2 Hex
User 1D ID 8 Hex
Respnse Description Length Type
Com. Code 0104 4 String Fig. 13. Part of WiFi security related code
Message 0000 4 String
Sensor Type | 25 2 Hex WPA H}AIO] 712 ot53t dyalze TKIPA|GH %2
Sensor ID ID 1 String
A 7P e Boks Astshy] flsl WPAZEE WPAZO]
A 7R duglso=z AfEist AES(Advanced

Fig. 121 E1] IC Ao} 9J3t 12C Sefolw] 2 Be)
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Encryption Standard) 7]gF CCMP(Counter Cipher
Mode with block chaining message authentication
code Protocol)E &7 A|¥ste] v|@H 2 WOk Zfetst
ot AES-CCMP OPﬂalﬁﬂ 7 7] 3718 IR &
SHAl ols3l o 1a]ES AMRSE| ot T|2 EA A7t
U 2710] W3 A5 F AFEOR WA WAlolct,
AR Alo]A 3 Front and Back Cover TJAIQIS 7l
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Fig. 14. Smart Wall Switch with |[EEE 802.11b/g/n

C

Fig. 12. Firmware of Touch
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IV. Conclusions
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