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Response to Security Threats through Importance Analysis
of NFT Service Provider Security Level Check Items
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Abstract

Demand for NFT is expanding along with Blockchain. And cyber security threats are also
increasing. Therefore, this study derives security level inspection items by analyzing status related to
NFT security such as NFT features, security threats, and compliance for the purpose of strengthening
NFT security. Based on this, the relative importance was confirmed by applying it to the AHP model.
As a result of the empirical analysis, the priority order of importance was _found in the order of Security
management system establishment and operation, encryption, and risk management, etc. The
significance of this study is to reduce NFT security incidents and improve the NFT security
management level of related companies by deriving NFT-related security level check items and
demonstrating the research model. And If you perform considering relative importance of the NFT
check items, the security level can be identified early.
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Figure 1. Derivation of Checklist of NFT
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Table 1. Checklist derived by this study for NFT security
F 1 NFT et 13 A48 58 2w 13 &%

Item Checklists Description
Establishment and operation of a Plan and implement an overall security management
security management system system related to NFT
Establishment of a dedicated Forming and operating a dedicated organization for NFT
organization platform security

Administrative Diagnosis Identify NFT platform assets and evaluate risks to

Risk Management of NFT Platform A -
establish risk scenario measures

Security management system Check whether the security management system is
inspection and improvement operating effectively and reflect improvements
Authentication and authority User authentication and access rights management to
Management NFT platform

Access control such as user access control to the NFT
platform, safe network access, and network separation
Encryption during data storage and transmission for NFT

Access Control

Encryption

. ; . service
Technical Diagnosis
Development Security Establish and implement development security policy
Manage IPS, DDoS, etc. for safe NFT service, and
Security operation management manage security operations such as SW update PMS,
vaccine, etc.
Logging and security monitoring NFT platform security log storage and monitoring
. Physical access control to major physical facilities such
Physical access control s :
Physical Diagnosis as computer facilities and offices

Wallet physical access control Block illegal access to wallet-related physical facilities
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Table 2. The priority analysis of importance among checklists
2. 841 &5 24 Tox A

Higher Standard Lower Standard
_Relative _Relative Priorities Eiglzltive Priorities
Classification g?;ra](i)gr;aer;ce Checklists Item gpLg;tV:?ce g:aaodv;i; importance
Sandard E;s;iggzmir;t;r;se;peration of a security z#:::zrds 1 0.3810 1
Administrative Establishment of a dedicated organization 0.0260 4 0.0153 1
Diagnosis 0.5880 Risk Management of NFT Platform 0.2500 2 0.1470 3
isni:[c)lrJgivt;e/ nr:?é’:unrlagement system inspection and 0.0760 3 0.0447 6
Authentication and authority Management 0.2530 2 0.0893 4
Access Control 0.1340 3 0.0473 5
Tt_echnicgl 0.3530 Encryption 0.4320 1 0.1525 2
Diagnosis Development Security 0.0850 4 0.0300 8
Security operation management 0.0640 5 0.0226 9
Logging and security monitoring 0.0320 6 0.0113 12
Physical_ 0.0590 Physical access control 0.3330 2 0.0196 10
Diagnosis Wallet physical access control 0.6670 1 0.0394 7
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