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Blockchain based SDN multicontroller framework for

Secure Sat IoT networks
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Abstract

Recent advancements in the integration of satellite technology and the Internet of Things (IoT) have led to the development
of a sophisticated network ecosystem, capable of generating and utilizing vast amounts of big data across various sectors.
However, this integrated network faces significant security challenges, primarily due to constraints like limited latency,
low power requirements, and the incorporation of diverse heterogeneous devices.

Addressing these security concerns, this paper explores the construction of a satellite-IoT network through the application
of Software Defined Networking (SDN). While SDN offers numerous benefits, it also inherits certain inherent security
vulnerabilities. To mitigate these issues, we propose a novel approach that incorporates blockchain technology within
the SDN framework. This blockchain-based SDN environment enhances security through a distributed controller system,
which also facilitates the authentication of IoT terminals and nodes.

Our paper details the implementation plan for this system and discusses its validation through a series of tests. Looking
forward, we aim to expand our research to include the convergence of artificial intelligence with satellite-loT devices,
exploring new avenues for leveraging the potential of big data in this context.

B Keyword : Software Defined Networking, Blockchain, IoT, Network Security, Ethereum, Smart Contract
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