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A Hybrid Blockchain-Based E-Voting System with BaaS
Kang Myung Joe - Kim Mi Hui'

ABSTRACT

E-voting is a concept that includes actions such as kiosk voting at a designated place and internet voting at an unspecified place,
and has emerged to alleviate the problem of consuming a lot of resources and costs when conducting offline voting. Using E-voting
has many advantages over existing voting systems, such as increased efficiency in voting and ballot counting, reduced costs, increased
voting rate, and reduced errors. However, centralized E-voting has not received attention in public elections and voting on corporate
agendas because the results of voting cannot be trusted due to concerns about data forgery and modulation and hacking by others. In
order to solve this problem, recently, by designing an E-voting system using blockchain, research has been actively conducted to supplement
concepts lacking in existing E-voting, such as increasing the reliability of voting information and securing transparency. In this paper,
we proposed an electronic voting system that introduced hybrid blockchain that uses public and private blockchains in convergence.
A hybrid blockchain can solve the problem of slow transaction processing speed, expensive fee by using a private blockchain, and can
supplement for the lack of transparency and data integrity of transactions through a public blockchain. In addition, the proposed system
is implemented as Baa$ to ensure the ease of type conversion and scalability of blockchain and to provide powerful computing power.
Baa$ is an abbreviation of Blockchain as a Service, which is one of the cloud computing technologies and means a service that provides
a blockchain platform ans software through the internet. In this paper, in order to evaluate the feasibility, the proposed system and
domestic and foreign electronic voting-related studies are compared and analyzed in terms of blockchain type, anonymity, verification
process, smart contract, performance, and scalability.

Keywords : Hybrid-Blockchain, BaaS(Blockchain as a Service), E-Voting, Smart Contract
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Table 1. Keys for Encryption and Signature

Symbol Meaning
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AuthPriv, ., " Blodchin
TallyPriv,, j NO?ZTYPQKEJ&E?E !
CipherText = Message Encryption

En (msg7 pubkey) using Public Key
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De (Cipher Text, sage “eervpl
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® AuthPub AF EEAQ & 9] I
® AuthPriv RIS EFAA & &9 797
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AT EEAY & & 719E
g . Key Generator

v . Key Validator

h : Hash Operator

s : Key Hash Storage

® TallyPub
Tally Priv

CAA ESAYD & =29 37

DA BEAR] & =29 A7

A7 B2 & e 9=
m . Vote Manager
h

: Hash Operator
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Table 2. Comparison with other systems

[16] [17] [2] [19] Proposed
Blockchain Consortium | Public Public Hybrid
Type
Anonymity (0] (0] X (0] [0)
Validation 0 x X x 0
Process
Smart
Contract X 0 0 0
Performance - High Low Low High
Scalability - (0] - - (0)

- : No mention in the paper

43 #3 D=MA

289l FHAAY HEL FEAY BX FY7F A=A
F9917] FRshs TPgoltt. [17), [2], (191 ©1% Hfﬂ g
E9] ZRA|ATE EA kA Qglet. (161 stolEEE BlA
2t AW gro] A% maAATL ZAst HZo] 4

3 Aol ERHNEG HYRES FAH. A2
E XA} AFRSE QA] 771 AAE EX @sto] Qo] Wy
017 golsty] 98] AdEslE AF3E 719 SAFS =

F

mlm it

Q:

4.4 ADIE Ao}

EEAZGE AZRE B4 Ao AT g gl

Saylofof gt o2 & THH] 98] Avke Acke] A
o EEAAGAA v Fashth ot (1619 AToAE
snkE Aok AFSHA Yot 1719 ATelME Ante
Aok AFYAT, HA L 2B gtk (219 °1€L°ﬂ
A 20kE A%k ol §MAT, FEe| /1L e 7
£0kE A2ol7]o] oble FHo] glek. [1919] A Ef{ﬂ
A4 st L vhaE =E8 o] g3t Uy 3y AN &
URE ACke AU AAANLWY B9 FES S D
2% I AT B A0E AS ol g ST >
Es AR,

]

45 d¥s

o, AR WY 2249 %
40* sloltels. $EAS] Aol P58 chat i vl
o BEAAL U A48T 219H19)
OML Lal A Holw, (6] (7). ALAADE ve
He| A5e g 4 Sich, B4, (2419] @l4 BaaS 7

Q1 A2gat B Anke Ak H o]
= oF 3.75%, ERAA Aol oF 4.6%9] 7k AH8eE
728 IR ol BaaSE AL&SR Ak Ago] ot

=
4ol solaFs AAgu o 22 452 /0 4 9

HTor

S0 BgHL T, |E e, met
2SR FHRY A2AY, solHIE BE
REsi. 712 AT F A2AY EEAAL 74
[1712] Al A 7829 P AFPon, e

AL ST & Qoieh. AAABE soln
A2 AHTL FAO| ST Hulaz BEAAL A
L BaaSE EYste] Zes AHY Ak JoR T 2
Be BT+ At

|

l
o 2 O

|

f
2 e pe 4
o

[
ol 4
ol
ok

2

I

d



5.2 2

Folg olget RRAAHLS YAEA L uhd 29 ]
& BAIZ d Were g7ska ek o2 HEat]
ke Ade] HAEEeI, AARHS FolS A8
OFF Seelold REE SBT & Ik AAWS ujsict
AT FYUELOR LA HARE| A4S U} 2
A5 A geiiol R30] oful7t glold gige] EAHL.

o, o]5 sfdste Wtor EEA S &8 FHRALY
o] Exait}

£ =2oMe stolEeE £S5 BaaSE ol&% F
A LTS AR AL AIAE2 7]E E5AY 7
FHEALFI 22 BaaSE A e gHET
o, B1 4%, &, S7 et AEA 18
U= Aol Aot EZ sto|HAE EFAI/] 74
of ARGALS] QIS AHE FEdhe ESAIY 71 &
wole E5AIYE st A8, A4S, 7194 5
HPA BE ik F glojg o] 52 ANE Alofkg 7

Yo FAGS FEY. ok, Ho] AUtE A
FAES gl glo] Bt Hol it

FF d7ole BaaSE 1%@ stojHE S54RI 74
o o] FAIEe] a&
’é‘}ol‘ﬂch E5A41 %Eﬂ%% JQkgitt &S, SlolH =

ESAA F2oIA4 HE

ETEi HolBHE 2od 4 Qe 7I¥e A+ ool

ok )
T S 2

0
= mlo fifo ;?g
T,
o [o oy ok

10

References

[1]1 W. R. Jeon, Y. H. Lee, and D. H. Won, “Current status and
prospects of the electronic voting system,” Korea Institute
of Information Security and Cryptology, Vol.21, pp.83-92,
2011.

[2] C. J. Kim, “An online voting system based on ethereum
block-chain for enhancing reliability,” Journal of Korea
Academia-Industrial cooperation Society, Vol.19, No.4,
pp.563-570, 2018.

[3] H. S. Kim and H. J. Kwon, “Blockchain utilization in the
insurance industry: Inspection and response,” Korea In-
surance Research Institute, 2018.

[4] G. ]. Song, “The socio-political possibility and prospects
of blockchain,” Center for Digital Social Science, 2022.

[5] S. P. Hong, G. S. Min, and H. L. Kim “A study on the
applicability of online voting system using blockchain
method,” Korean Society for Internet Information, 2017.

(6] L. J. Yan and L. D. Wang, “A hybrid blockchain model for
trusted data of supply chain finance,” Wireless Personal
Communications, pp.1-25, 2021.

BaaSE 0|8%t Sl0|22|E SEXQl 7|8 MAFHE AAH 261

[71 ]. Song, P. Zhang, M. Alkubati, Y. Bao, and G. Yu, “Re-
search advances on blockchain-as-a-service: Architec-
tures, applications and challenges,” Digital Communi-
cations and Networks, 2021.

[8] S. R. Kim, “Introduction of blockchain-based electronic
voting in the metaverse era and how to secure election
credibility,” Korea Low Association, Vol.22, No.2, pp.85-
115, 2022.

[9] J. W. Moon, “How to introduce electronic voting within
constitutional limits,” Korea Comparative Public Law
Association(KCPLA), Vol.22, No.1, pp.157-182, 2021.

[10] E. Y. Moon, ‘Review of the principle of election - Focusing
on the Estonia e-voting case,” National Information
society Agency(NIA), Vol.29, No.4, pp.67-90. 2022.

[11] E. Abu-Shanab, M. Knight, and H. Refai, “E-voting systems:
A tool for e-democracy,” Management Research and
Practice, Vol.2, No.3, pp.264-274, 2010.

[12] O. Cetinkaya and D. Cetinkaya, “Verification and valida-
tion issues in electronic voting,” FHlectronic Journal of
E-government, Vol.5, No.2, pp.117-126, 2007.

[13] N. Szabo,
public networks,” First Monday, 1997.
[14] Ethereum [Internet], https://ethereum.org/
[15] Solidity [Internet], https://soliditylang.org/

“Formalizing and securing relationships on

[16] Y. H. Lee, “A Blockchain-based anonymous electronic
voting system,” Journal of Information Technology and
Architecture, Vol.18, No.2, pp.199-204, 2021.

[17] H. J. Chung, “Blockchain e-voting system and governance:
The case of Korean national pension service,” The Journal
of Society for e-Business Studies, Vol.24, No.4, pp.1-16,
2019.

[18] F. b. Hjdlmarsson, G. K. Hrei 8 arsson, M. Hamdagqa, and
G. Hjalmtysson, “Blockchain-based e-voting system,” 77th
International Conference on Cloud Computing, 2018.

[19] J. H. Cho, L. S. Lee, and C. H. Choi, “Anonymous block-
chain voting model using the master node network,”
Journal of the Korea Academia-Industrial Cooperation
Society, Vol.22, No.5, pp.394-402, 2021.

[20] Chainlink [Internet], https://chain.link/

[21] Hyperledger Fabric [Internet], https://www.hyperledger.
org/use/fabric

[22] Polygon [Internet], https://polygon.technology/

[23] OpenZeppelin, [Internet], https://www.openzeppelin.com/

[24] M. J. Kang and M. H. Kim, “A study on non-fungible token
platform for usability and privacy improvement,” K/PS
Transactions on Computer and Communication Systems,

Vol.11, No.11, pp.403-410, 2022.



262 HEHISHE=SK|/ZRE Y SA AAY F12H H8S(2023. 8)

7OI-D=II

o 4

4 0l

lon

https://orcid.org/0000-0002-4896-7400
e-mail : mhkim@hknu.ac.kr

19974 O]i}qu]-EHfﬂ-_l X‘]Z]-Z"A]—o J/]_(ﬁ]_}\]_)

https://orcid.org/0000-0002-0691-2970
e-mail : rkdaudwh13@hknu.ac.kr
20219 H=HEHsty HFESETHE

) 199949 o|afoiAldietal e °H4(*—‘W)
20229 ATty HAFE S8 199949 ~ 200349 F=HASAI AT
A A A i)
TaEo YEHA Het, E5A]1, HAlEd 20074 olsfoizteistal A5+ Sk

20079 ~ 20094 o|stoiitisty e sy}t AAFA

20099 ~ 20109 =A7fESolUAtgtn A+

20119 ~d A EGENSGE FRFESEFER 15

TAECH VEA 4% B4 ¢ Wl RAYEYT Ht
AAA-S, =AY, EZAA




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


