|

K*EEEE,‘EI
023, 6

H 333 H3%,

KpqC =24 1Lt 4%
(A= /TpH/olo| AA Y /FAA) dZ AT

M H X|* of
M

= IS =< B S A S o] s ] I

, A&

ol

e ok
Al Aol e AL E A 71E FRE 98 g E FEAQ KpaC wRAe] A3= 1 givk KpqC
2AS 5o Aloke 4E duEEe F 16522 A 7 - 8%, ZE 7Hb4E, I Z k1, vhiSg 7k,
ofo] Ay W15, A 7|Hk-153} 2Fo] FAE] 9o, 12hEE B P4 2 Z&A dig ) =
=ollAE KpaC 254 122E ¢35 F 282, opiS, =2, olo] Ay 7|ut ¢h& dwe|E&E avlste
243 b U ZgA el disle] AR iz} ik

¥
X
Mo *
W
offt

.M 2 II. KpaC 12I2E £H gma|E A
(22 /CHA/0f0| ARILIA)
A T dZA| 2w F3ke] FH= AQlgEsl
o} olabe e Ale] o &2 FAHAFEE T3 ok 2.1. J2HZ 7|4 ZIHF|YSE - IPCC
AZE Well A0 2 dl4d 4 ool wel, AAA
o7 At E kel gl Aot ghis] e IPCC[3]+= Improved Perfect Code Cryptosystem2]
32 itk ole} FAEte] NISTel| A= 20178 oA} ofAlE ez 7|k ofFrpfAlskselc) IPCC] HA
WAt E FRARI[1](NIST PQC Standardization)s XS | o4 PDS(Perfect Domination Set)d] &
sl o At 2022 7Y HEFROZ 4% A o ¥-2 A5} NP-Complete £ 5 79k 2 A
35 AAsA FHAME o]d] EFel wWhEkFo] = dubzo 7 PCC(Perfect Code
FANAGS Vs AAALR FHsy] 3l Cryptosystem)[4] 7]%F }& dwe|&e &84 o
202238 AR HE TR AR KpqC 3 2A[2] ARE A AFr] dEch 284 NS Sl
NHE T g E e sdske ik PCC #A9] setvlel s 2A s 45 el 2ha
KpqC F2A2 A 1525 53l Alke 167] 5 =7] wjsteleh PCCellA b5 thata]e] o A
G FEAA 7|0 -8, ZE JMH4E, Y= k7F Ztoml HE B 34 7beAS ol vz
7M1, ohHS 7|91, ool aAlY Z|Hk-1, I £84S JEr) IPCCE 2 =ZE A=) AH-
A4 7aE1g)el diste] A 2 284 B 5 gro=m FU7 gk kel sl tEslelr T8H 9l
3taL i) & =welA = KpgC #24 1829 Aaks & JEF AAY 5 7] A B5s)
FE G F 2z, g, ofe] A, A A, HAL 7]& pCC AAE A-8-33i
a = 7|8k G e Avhsta A, & IPCC+= 3-regular graph “4oll4 PDSE ZAA=
2313 kA = FgA ol del] Ale Bz} ko) A S 7]MEe. 2 3t} k-regular grapht $12]9] <F2]
Ae k7F FolAE o, 2z £33 2E AA 0
27t k<l Beks ovlglt) &, 3-regular graph™

£ QAT et S199A(KpaC w24 daelE vla #4 o, 2023-116) A9 3=
* ALt A7 RIed A (AT, bjseok@seoultech.ac.kr)

ok AdgIsly|eEa Z55ege) (eI, eomhj@seoultech.ac.kr, chomj@seoultech.ac kr)

wkx 2ylsly| ekl Z5FEEe) (24, chlee@seoultech.ac kr, WAI*I2})
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Foll ddze &8 mE AR A5} 3elch
PSE 4 AY VA SAIE Dok ¥ o, %
AAellA Ad" A Aol Do da F & HE
X384 A3 DS PDSEhx e&;}‘ PDF(Perfect
Domination Function)+ 72+ A& oA 7Fioz <14
H S Fol BF 14 o, 2efzelA Ao A
3 VE 0 = 12 AMHA7E &4 folth o|u) PDS
o &b A e 12 T A A ghe
0°.Z Fr}

IPCCE A 37] stz 7] AA b4, o
w3 g, B33} g A 7 AN e
71— :LEH oﬂ 1:]]6]— ;HX—] z]zg—ag a_qgi ']-U%, %7_711
7l9Jr NA71E AR AlAel 7] QA daeE
[ 113} Zch 047]/‘1, at A A BelA 3 )

4>

flo l

(Z 1) IPCC 7| MY L12|&

Require: the number of vertices n,, n,, ... for
each graph

Ensure: Public Key pk, Private Key sk

10 for i=1,2,... do

2. V,—12,...n
3: E—a
4: for j=1,2,3,4 do
$ =
5 Dj—V,= 2, Dy
Ty k=1
6: end for

EEDuﬁ’Dzz UE, E<—D“<§>Di3 UE,
T E%D“iDMUE, EHD[QiDiSUE,
EHD:ziDn UE, EHDM&DM uE

8 end for
9. for i=1,2,... do

10: j§1,2,3,4

11 PDS<D,;
12: PDS<PDS,U PDS
13! end for

14: for i=1,2,... do

15: G—(V,E)

16: end for

17: for all v in V do

18: if vEPDS then

19: PDF(v)=z,=1
20: else

21: PDF(v)=z,=0
22: pke—g= {GL,G .

23: sk«<—PDF

24: return pk, sk

IPCC® 7Mel7] sk PDF &<olnd 3707] phk+e
It IPCC= e =52] AA A
A 5 igRtel 7] pket AT skE A
d ] = A7l Hell G =(V,E)
£ 23Rt VE a9 AF D;(i=1,23.4)°l
ny /Rl Ras WSk wiA el ] A" 478
°| A% Dy, Dy Dy, Dyl W3l PDS A3s A48T
tl. PDSel| 7+ A v} 324w} PDF7}
AR 3, s PDF7L Nl7] sk® AHg-Elch
IPCCe| ¢t3 b= W] 2ef= 4 A4 A Go A
o degree kol EH%‘?F}-E E}ﬁc}/ﬂ(mvarlant
polynomial) /55 AT} © =
o]-g-3l °¥zi}ﬂu} ARl IPCC tE3} dae|E
& [& 2], [® 319 2o B33 dueEe [k 4]
o} bt

Require: message m, maximum degree k, graph
G={V,E}

Ensure: polynomial f’“p

I: [ﬁP*(Vi) such that VSEL | S| < K

S

for i=1to |7]—1 do

3: (:.ﬁZ

4
4: end for

5 ¢y =m—X7 e (modp)
6 S(Xp Xy ) =Z Gy,
7

8

: Expand polynomial f
© Replace all higher powers of a variable by
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its first power

Delete a term consisting of a product of
9: variables corresponding to a vertices with a
distance equal to or less than 2

10: return f%

(Z 3) IPCC =3t dE|F

Require:
public key graph set G:{Gl,az,'“}

message m, maximum degree k,

Ensure: ciphertext ct

1: FiF‘"

2: m=Flm;,m,,...)
3: f*g‘ﬁSubEnc(mi,ki,Gz)

4 e Fia,x, ) = U )

5! return ct

(& 4) IPCC

S35 dAR[E

Require: ciphertext ct, private function PDF

Ensure: message m

1: Ct(;FlE](mvﬂmvz““)
2: m=ct(PDF(v,), PDF(v,),...)

3: return m

2.2, CHHA= 7|4 MXIME - MQ-Sign

1

i)

N
3
EY
o

(e}

MQ-Sign[5]<> thi s oAk 7|uk A 2
glEow, thia oAk Z|uk AR 712 chi
214 A (Multivariate Quadratic problem)<} ©}8H4]
9] g 53 (Extended Isomorphism of Polynomials)
A ol gl 7Nk Am 7]Hielch. MQ-Sign
199911 Aviad Kipnis 5ol 2]&] Aokl ©td #Ho]e]

Z+= UOV(Unbalanced Oil and Vinegar) T3[6]
o]-g-3to] AA w3}
uove JHel7le 5 Ne] | Fet TE A4 v,
Fe ohest g o] g F(X) 2 THE

mlm rulm

old, n(=v+o)M W 2= (2,..,) & v7N
9] Vinegar W (wy,..z,)9 o7l9] 0Oil W
(Tyy Ty ) 22 FAEICE (D] oA ]
FW iz olge] Moz g3 % 9

F¥=F+ Fg+ Fily @)
oJ7]14 Fib = VinegarXVinegar o] o7 o]

Molm, F —E VinegarxOil *5=2]
T4 o Aealeleh AUl AR} 4w 3
ok A7) T el EAlske AY
T:F —>F % 84 FelA d@5s *d ‘EFU%
uovel F7h7l= F AN AHlgl Feb 7o) gL
o]Foxl P=F o T% Axlste] AA3c)

MQ-Sign- 7] A4 A4, A= A4 4, A5 3
45 % A A oz 74l gleh A 7] A
A A= A A ALL3E TN 7] A
o AR = JJero]rJr Mel7]l= F e W Fel TR
FRR FW e )9 7P FY FE), ¢ o2} 23
o wet A4,

FPFS = s Adss 42 FP=F),
FR=Fls® B89, k=1,..00] 3], &
T olArii o g AdEd S glrk

M

o
5

Fvs 20‘

i=1

L(;+k—1(modv))+1>

F F0V5 Zﬁ L(i+k—2(mod o)) +v+1
AA vEI= ol o] vl 7k 23 F Ad9ste] A
+3 5 9k
P = Pt PGt FLY
Fi= P+ st FEY,
Fs(fz) FVS+FOVR+FL( ,
k
FJ(?J% FVR+FOVR+FLC-
A7l T dAde]l s AY 5
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T:F)—F & A Felx wA"siA A9 §

7% FEh W) Pe P=F e T & AXtsl]
AA g} AEA MQ-Sign 7] A4 daEEe [%
519} Z2tt

(E 5) MQ-Sign 7| 44 &12|&
Require: parameters (¢v,0), length of salt [
Ensure: key pair (sk,pk)

1 m<o

20 ne—m+tv

3. repeat

4: M«—Matrix (¢.n,n)

5 until Islnvertible (A4,) = TRUE
6. T—M,

T IwT—M,!

8 F—MQmap(g v,0)

9 P—F-o-T

10: ske—(F, InvT.1)

11: pk—(P1)

12: Return (sk,pk)

MQ-Sign®] 4™ =14l W A1A] Azel] ejste] H]
7] < BT '>% o]43le] MwS A4z} Ao

7} 19l AAE salt 7 r< A = H(MIr)E
Axketel, w3k Vinegar 3t s, = (54,8, )EF"—E— 2
Qe A

g F o dslstel o079l a2
o7el oﬂ% Qi A Ak A A7 A
o A%e) BAL rol S, RE T AL BE
g2 vepd ¥ BMI(Block matric
method[7]5 AH&3le] RIS 3814 ¥3 R!
A4 Ak,

inversion)

vy o P O
CDl \cA! 0 D—cA'B\0 I
=LoDgoU
R'=U"'oDg' oL}
oy
R =
Q
— -1 ay
(1 —A 13) A 0 )( 7 0)
0 I 0 [p-ca 'B"\=cA™t 1|,

|

Ra% Akl 73 Q1% QA wgAe) ae)

A¥ s, ok AlEA A=gE v7le] Vinegar A3 s,

(£ 6) MQ-Sign M MM AT2[&E

Require: message M, prive key (F, IhwT),

length of the salt 1.

Ensure: signature a:(z,r)EE]”X{O,l}l such

that P(z)=H(MI r)

1* repeat

z Yool < F

3: v+1) ~(n) v .
e = A ey, ) S ()

Yo wagBanc) A (Ul

until IsInvertible (4,4, )=TRUE

5

6 rwRr = (471,42

T {01}

8 xe— H(MIlr)

9y, 1oy, ) BMUR H(M I 7) = C)
10: 2= moTy

111 5« (z,7)

120 Return o

Pe)S B FEREAS FAES 4950
MQ-Sign®] A7 A% daeE [ 73 2ot
(Z 7) MQ-Sign MY AZ d12|F

Require: message M,

signature ¢ = (z, r)EFq“ 0,1

Ensure: boolean value TRUE or FALSE

1 h—H(MI r)

20 KW <«P(2)

31 if K =h then

4: return TRUE

5 else

6 return FALSE

7. end if
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2.3. OlO|&ML 7|8 MXMY - FIBS

FIBS[8]= olol2AlUE 7[kem b= AAAH
oye|Zed A b AW A ukdal
XMSS[9] (eXtended Merkle Signature Scheme)}
WOTS+[10] (Winternitz One-time Signature)°ll4] <F
e el WS 2= CGL sARI(11]5 A3t
25 AAE AxpA odae] el CGL A=
SHASE 78 71% A3k thzs ofo] 2l g
7Rk g AdAE ] faFE ol WAS Za sich
XMsser WOTS+E A48 AAA =9 kA&

A gl ojEstE FIBSw Wil AR

CGL alA@se] abiael weh gfay <
A % 9k

CGL A epd=Al Aiks gl met
71E A ZE AApA dae]Ea A FARiA
AR FaE] E 5ol ghulsle] SEs) o
ik, S, 7] Aol 27} A 2
o] glo] ARk & ellA] freldh tzolch

to it £

FIBSE 7] A4 o4, A9 A4 =4, 15 344
5 F A 7 ez A= ik WA 7] A4
HA A A Aol A AT A
AR AAoleh F7IeE AR1TIE ek 2ol
22 7 245 FAEG AFEe 7] A &
aEE (£ 81 7‘4

2717 Pk =(root,seed)

- Pkroot: #AH9] @ Egje] FE

- Pk.seed: 292 AAE p-nlo]E A= 3
7Wel7] Sk = (seed,prf)

- Sk.seed: F2H$ 2 AAE n-vpo]E A= ZE
- Sk.prf: n-Hpo]E oxhds g 7]

=4
==

(% 8) FIBS 7| MM 212|E&

Require: -
Ensure: Pkroot, Pk.seed, Sk.seed, Sk.prf

SK‘seedi {0,1}"
$
SK.prf<—{0,1}"

PK.seedi {0,1}"

4 for i=1,..,2"7 do

o WOTS.Sk[i], WOTS.Pk[i]
WOTS_KeyGen(SK.seed, PK.seed, ADRS)
end for
PK.root <—XMSS _PkGen (SK.seed, PK.seed,
ADRS)
8" return Pkroot, Pk.seed, Sk.seed, Sk.prf

FIBS®| A% 7Hel7] & olabdss g4 7] Sk.prf
o} WA RS aldRAAd 7S] olE o7 Algdte] W
RS AAE 3ol BRI} F707](Pk.root,Pk.seed)

ARg-3te] CGL EH/‘]“L* FPE T3 WOTS+ A
U4t} o] 5 wbEsto] FORS AWS AAT
Al FIBS AW ae]ES [ 919 2

>,

o
=

ool ru1ru 4

(¥ 9) FIBS MY &¢32|&

Require: A/, Sk.seed, Sk.prf, Pk.seed, Pk.root

Ensure: FIBS Sig
1:

OptRand<— {0,1}"

R—PRF,,_ (SK.prf, OptRand, )

FIBS.Sig = FIBS.Sig|| R

Digest«—H R, Pk.seed, Pk.root, 1)

md,ind.tree,ind.leaf<—Split_md(Digest)

FORS.Sig«FORS_ Sign (md, Sk.seed,

Pk.seed, ADRS)

FIBS.Sig = FIBS.Sig||FORS.Sig

FORS.Sig—FORS_PkFromSig (FORS.Sig, M,

Pk.seed, ADRS)

9:  Sign.tmp<—XMSS_Sign (FORS.Sig, Sk.seed,
ind.leaf, Pk.seed, ADRS)

10: HT.Sige—HT.Sigll Sign.tmp

11: root«—XMSS_PkFromSig (ind.leaf, Sig.tmp, M4
Pk.seed, ADRS)

12: for j=1,....,d—1 do

13: Sig.tmp= XMSS_Sign (root, Sk.seed, ind.leaf,

Pk.seed, ADRS)
14:  HT.Sig=HT.Sig| Sig-tmp
15 if j<d—1 then

msg(

16: root = XMSS_PkFromSig (ind.leaf,
Sig.tmp,root, Pk.seed, ADRS)

17: end if

18: end for

19: FIBS.Sig=FIBS.Sig||HT.Sig
20: return FIBS.Sig
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=2 =) FIBSY ¥ & dag]l& (& 10]

Require: M, FIBS.Sig, Pk

Ensure: Accept or Reject

R<—Get R from FIBS.Sig

FORS.Sige—Get FORS.Sig from FIBS.Sig

HT.Sige—Get HT.Sig from FIBS.Sig

Sig.tmp<—Get Sig.tmp from HT.Sig

R,Pk.seed, Pk.root, /)

md,ind.tree,ind.leaf<—Split_md(Digest)

FORS.Pk«—FORS_PkFromSig(FORS.Sig, md,

Pk.seed, ADRS)

8 node<—XMSS_PkFromSig (ind.leaf,
Sig.tmp, £ Pk.seed, ADRS)

9 for j=1,..,d—1 do

10: node<—XMSS_PkFromSig (ind.leaf, Sig.tmp,

node, Pk.seed, ADRS)
11: end for
12¢ if node=Pk.root then

Digest<H_,,(

13: return Accept

14: else

15: return Reject

16: end if
2.4, AX|A| J[8F MXMY - AlMer

AlMer[12]+ MPCinH[1 3]3}1 = 9AA S
zH ¢ =0l AIMo|ehs dHkeF 8 A8 2}
A" dae]Zo|th. MPCinHE NP @A ¢l gl oAk
=5 tAtedAS B8 3 8H o oA ) ==
EZS AAE 5 AUEE by, oixpzidatel A gl

o] A& AlaAtgsle Alo] ozt ghasA el 7]
WS AREste] MR cixptadaks et WA
< w3l AlMerdll A= A AFE AIMolEHE A
1 =5 BN++ proof system[14]S E3] &3]
A2 Al 2= A" P B pFASk) mEk o] &
Fiat-Shamir transfomation[15]& A}Rg-3sle] w|t3}¥
A7 FHe] ez wsgtewn AAE proofE
ez AAAEE s 5 A dAs,
o9} o] AAH AlMer= AIMS] UWEFAS 7|t
22 A& ATk

AlMerol| A A= AIM  multi-target
one-wayness= A5 £ QEZE AAE tweakable
aubek et JH/EY =277} nolx (U41)-F
(e1smepex)’t TAHE wl, AIM: F,. XF,, —F, ,%

ok} o] A9,

AIM (iv, pt) = Merl[e.]  Lin[iv] o
Merle,,....e,](pt) ®pt

1714, Merlel(z) (z € F,.)& A57F w24l 5

(mersenne number) 25*1‘21 Aes A4t 2 2

=his
+?‘J, Lm[lV](x)~ *dﬁé Ao F nxin B
Ay, = A 14, ) € (Fym) ol gk FA41 Qdata) W)
Bl b€ Fyoll Big 5lAl Qate s pA=le] gir) 3
g FA ik dHe] Al d
Az =%\ _; - L, (x;) ¢} 7ol FA=w, o] 4t 4
o b, &tk F, slHe] x=(v,.2,) € (F,)
FolHE W, Linlivl(z)& X, - Ly, (z,) ®b;

FJr Zro] A=t o714, A % b ivE dHOR
gk XOF (eXtendable-Output Function) ¢14FS- &3l
A gt

AIME 128, 192, 256-H|E Hat x5 A3 4
YEE Al 7HA] QAEA(AIM- 1, AIM-TI, AIM-V)

2 A girh 7h ela'lze) i3k sleelE Al
[ 1113 32o] 4o Slch

<

(E 11) AIM A8~ 3l mi2toje] HA|

Instances A n l € ey | ey | e
AIM-1 128| 128| 2 27
AIM-1I 192| 192| 2 51 29| -
AIM-V 256| 256| 3

AlMere 7] A4, A9 AA, %5 daelEeR
Ak 7] AR DA = AIME] FePEES 9
Hog F7Iek AI7IE Al ARE =
(iv,ct) 2 ZH7He AIMel| A5 Z7)4E] g} WA 7]
ptoll thgk A4k A3 ct = AIM(iv,pt) S ulgt
o} mgh, ctoll B-8== WAA pti sHel7I7E =k

7144 A4S B8l AR 71 4 (pt,(iv,ct)) = A

E
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AFE o] W AR mell et A o F A
Aghet, Am A -2 MPCitH 22919 22ell4] 93]
AlE AR $13 AA LR 571 HAR T E o
Gtk Aw AA AL ARAQl AL [ 12]014
g = olow, 7 A AH-L- oh53t Rt 154
e 27| A4 AR N sheFe] haEH =
REZ AL ¥ A AAES T WA
olt}. o714, AIMellA AHS-E]= W 2Al 4 2|4 adike]
Az}l 7917]E 78S 2 BN++ proof systemoll 4] A}
43 ekt oY #E A o] W, FF Fiat-
Shamir transformations &3+ H|H5}3 d=| 4o = e]
W3S 33] 913 RS dAE e
7‘“:‘(Comrmt Expand, ExpandTape, Sample)e]
gh=lo] ok o]o} 2 S 3l ANH JHAE
022 o 79k
2 A A = 1HAE F38l A¥E o,
A7) (iv,ct) & sNAIgH Holl 183te] |t by
AAksl= 344 © 2 Fiat-Shamir transformol| 4] 3l
+E random oracle® Alg-slo] v|t)3}s <3 x]2]
2] proofs TA%h= Al &3l
3Ale A= 1Al AT JHAES BN+
proof systemol] A-8-3}o] tix}7kedske] A=A
2, A 7 el EALRE ALt

rlo l—H

wIAA] m

o > o of

sk oA 3

& A%l Fqol 0o] HES AT ¥ el SelA
A A 7R S YEok B on 7
g} o]9} ZHE WAL triple check protocol (013},

TCP)°13}1 6}"4 ARl w4 IS okt ok
NRel SEZE @A F oAkl ool A tiple

(xjvyﬁz'* ?/J)J 1°Jr AFRE FA A AAE F
ek selgees ook y 5 A dEAE AT
t}. o]5 $I3] helping valuesz} dh& B2 qlHgt

(((a]7b])J 15C))°] Folzlc), of7]A (L]"*Fa b':y]‘7
ol A7) YHREE AHaet] The

I A2 S A

o
ofN
>
fr
2
lo
lo

A=l A|(challenges) €6 € F

x("’)-ﬁ-a(.’:)
ie [ME At ol ,ap% FH|E o] =
BRagsle] BE giEdlA] 33k

& Abgslel Audoz

v<"’) :E]ﬁ:lej . zﬁ‘) —Eleaj . bg‘) +c<i), ie [N
2 AN 0 E nRE R BE s
T

4. BA3Ae} RE FEES FHE 07} 0AAE Fal
stod A4t A5 ATt

A7) AR TCPE AZAS FHA) 45283
= i3} e]Aek MPCitH WA 22 A== AlMer
A ol 7he] shelBo] EAatcka AP aky A
o]l Jef = Fagich TCPollA AH-== 4E 3k
=2 154 A7 ERER N7 pref
H ghEolch &, 3AlelA = TCPE 53l /Hl7] A

2 974 29 B AT 4 UES WIlE
o Az 4= gich o] A A AAtE ast v
= salte} I o,=2
transformationol] A}8-¥t},

4tA el A= Hl 3k 324 proof S ¢35 2
A ol 4] AR k3 35EA ol A 71"/‘]‘5]' o, 5 A
G Hol 1= ee A h2E AR, oo
SPHAlNA = 0,3 0,5 EFFE}O] :l SASellA &7

T
e
3k

%] 33 Fiat-Shamir

[e]

N

ofN rir
2L
o L

S
é N
>
X

2
of, 4
o
ofN
B
o,
=2
>
fr
ofy
=
A
=
(@]

>
-

<=

°lN e
@ 2K 3

4 oo

e

o
> o
Jo op B

T

oo X o
o rlo

il
l
4 ?{: 2

;—]
(@)
o
o
i)
=
Lo,
2
>
o
LT )Y
o2
o
& r
m
o
Q
N
s

1)
3
e
I
3

o e
offt
L
i)
o
rlo
> o
=
i B

E
3 A, AR A Al
A A}ﬁﬂ XOFQ} ) A1g<4 Commit, H,, H,9} <
Ahd<=A47] Expand, ExpandTape + SHAKE[16]

7} Abgslgie.

(£ 12) AlMer M M4 Ad02|F

Require: pt, (iv,ct), m
Ensure: o
Phase 1:

execution views of the parties.

Commiting to the seeds and the

$
1:Sample a random salt salt<{0,1}2*
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2:Compute the first £ S-boxes’ output ,,-.-,¢,

Derive the binary matrix 4, € (IFQ"X"V and
"the vector b, € Fj from the initial vector iv.

4:for each parallel execution k € [1] do
5: seedki{(],l}“

Compute parties’ seeds seed(})w..,seed}g‘v)
leaves of binary tree from seed,

7. for each party i € [N do

8: com ﬁCommlt(salt k,i, seed )
o: tape’”) < ExpandTape(salt , k1, seedfj) )
10: ptﬁj) < Sample(tape{/))

11:  Apt,ept—%,ptl") | ptDeptl) + Apt,
12:  for each S-box with index j do
13: if </ then

(i

14: For each party i, tkjﬁSample(tape,(‘.”)
15: Aty =t =3t et + A
16 For each party ¢, ,?) t,(jz and
) = (ot
172 if j=(+1 then
For i=1, mg{,) A -t 45, where
18: ti) [tk 1| Jey ] is the output shares of
the first ¢ S- boxes
) For each party ie [VM\{1},
19: o) =4, 1)
20: For each party i,
' Al = @)y et g

21:  For each party i, afj)eSample(tapeii))
220 4, =3_q)

230 ¢ =a. - pt

24:  For each party 1, ck Hgample(tape“))
25 A = — 5, ¢! + A

—(salt, ((comff))i c D
Apt,, Acy, (Atk.,j)je [l])ke [T])
Phase 2: Challenging the checking protocol.
27 hy<—H, (m, iv,ct ,Ul)

26: 7

28: (& )i < s 1))k c (< Expand(h,) where ¢, ; €F,,
Phase 3: Commit to the simulation of the checking
protocol.

29:for each repetition k do

Simulate the triple check protocol in the
BN++ proof system for all parties with
challenge ¢ ;.

(i)

The inputs are ((z )7pt,C ,zkj [r+1], Where
B =ptl"”, and let ozi and vk)] be the
broadcast values

31: 0'2<—( SalL((a,S”mi”)i c [N])k c [T])

Phase 4: Challenging the views of the MPC
protocol.

32: hye—Hy (hy,0,)

30:

33 (iy);, (< Expand(h,) where i, € [M

Phase 5! Opening the views of the MPC and
checking protocol.

34:for each repetition k do

seeds;<{ [log,(V) ] nodes to compute
Seedgf) for i€ [M\{i,}}

«(salt, hl,hQ,(seedswcomL , Apty,

36:7 (7))
Adm(Atk,j)j& [(]7ak )k& [T])

(Z 13) AlMer MY HZE L12|&

Require: (iv,ct), m, o

Ensure: Accept or Reject

Parse o as (salt, hl,hQ,(seedsk,comk ,Apty,,

1:
(iy)
ACtk’(Atk,j)je W% e )
o Derive the binary matrix 4, € (Fy~")" and
" the vector b,€F, from the initial vector iv.
3 ((e;)j 1))k < < Expand (k) and

(i)g < (e Expand (h,)

4:  for each parallel execution k € [7] do
Uses seeds, to recompute seed\’) for
ie[M\{i,}

6: for each party i € [N\{7,} do

7 com ﬁCommnt(salt ki, seed )

8 tapeif) «—ExpandTape(salt , k,1, seed,i” )
9: pt ESample(tapei i))

10: if i=1 then

11: pt{ept{) + Apt,

12: for each S-box with index j do
13: if j</( then

14: t,(f_;HSample(tape,({” )

15: if i=1 then
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16: t et + At
17 xi)/ t; and zk/ (ptw)w
18: if j=(+1 then
19: if i=1 then
x,(;i :An ( ) +bn, where
20: ¢l =t |tk_/] is the output
shares of the first ¢ S-boxes
21: else
22 o) = Ay, -ty
23: z,(gi = (x,(c'i)z “tct - xi’;
) aé’:)eSample(tapeij")) and
24: (i) @
¢ «Sample (tape}’’ )
25! if i=1 then
26: cgf) = cgf) +Ac,
27: o, < (salt, ((comEf))i c v

Apty,, Agy, (Atk.,j)j e [I])k e [T])
28 h)'—H, (m,iv,ct,o,)

29: for each parallel execution k € [7] do
30:  for each party i€ [N\i,} do

Simulate the triple check procotol in the
BN++ proof system for all parties with
challenge ¢, ;.

3L The inpqts are ((:c( i pt,i),z,iz)je [0+1]>
where b(k” =pt{?), and let o and vz) be
the broadcast values

32 o/ =0-5 0

33 gy (salt, ((af )7b1(c Die e )

34: h2 HHQ(hl.,al)
35: Output Accept if h, =h," and h, =h,
36: Ohterwise, output Reject

UTEE W OEN U 52Y

[

fol

m. e
3.1. IPCC oMM U §=2M

IPCC= 80-H|E XS AlFd & =% A7
Holow, 3shte] devle A AL =i
IPCCY AL 7 =
FA¢l| Wk k- o] AAE L) IPCCE 7 1%
vieh 71, HQ17] o] EAjstnE Zhztel| the 7
T 34E slokstd, 7] 24’“14 FAL 2=}
20 o, o & AR ANeE vkl 2 2E FAs

E
-4
1.4>4
g
BN
>
o
iy
<
o,
r-{n

2009 75 0(2"%) o2 7] B +7~‘oﬂ nﬂzsﬂ Qb gt
< Bk w3l HE 57 FA dsA= 2=z 2
Aol F ANF7k 40000 EF H 2 k
7} 8 7 oF 162-9] B0 HAAS 7HAE Bt
IPCCe] FAM719} elF1+= 2+t 4,800, 4008}0] E
ot} IPCCE A5 7] AA, &3t Haste] oA
| @63*17&‘3; F7 ek s 54 Intel
Core-17-9700K CPU@3.6HZ processor, 16GB RAM
ZollA REg e, 7] A4, hest Bashe] Ald)
A7 Z7F 0.028ms, 2.411ms, 3.363mso2 Z3 =
k.

3.2. MQ-Sign 2H8AM gl S8M

e H**oﬂ 71HP6}°4 128-, 192-, 256-H]E4 kA o
A0 > 46,72,960] == dkt} Vinegar 1 vE
22} FAe v3k A3 wAslr] 98 v = 1.50%
W&ol b, 128-, 192-, 256-H|EQ] SHH %ol 4]
v=72, 112, 1482 A€gtc). o]& $l& MQ-Signe|
AA A oA Direct Attack[17], UOV-Reconciliation

(£ 14) MQ-Sign zH3 78 d5 (AVX2)

. Security
Scheme I m A%
Category

MQ- | KevGen | 6,046,385 | 25,506,351 | 62,972,759
Sign- | Sign | 154645 | 378634 | 471,085

SS Verify 71,267 232,377 401,412

MQ- | KevGen | 9026556 | 38,892,327 | 95,016,980
Sign- | Sign | 174790 | 447656 | 626,373

RS Verify 71,267 232,377 401,412

MQ- | KevGen | 10,222,839 | 43,634,459 | 104,441,512
Sign- | Sign | 166987 | 417445 | 630,000

SR Verity 71,267 232,377 401,412

MQ- | KeyGen | 13,493,778 | 56,071,342 | 138,481,524
Sign- Sign 184,761 491,738 708,415

RR Verify 71,267 232,377 401,412

% the perfomance is evaluated by the number of
CPU cycles.
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Attack[18, 19], Kipnis-Shamir Attack[6], Intersection
Attack[20], Implementation Attack[21] & algebraric
cryptanalysisel] Hi3 P43} UOV A7 9] $1x87}
oA (existential unforgeability against adaptive
chosen-message attacks: EUF-CMA)[22]¢ll t3&F oF4
e AAFE BB, Fab el 443t
Grover’s algorithms=- ]88 34 7|9 digh kAl
A& AAsk

MQ-Sign e 7] A elA vl 719 o2 Al
ol djsto] 2t DA E HriE Ao, AVX2 S

FIBS= 128-H|E A& Aled o 3= 4
Flo] FIBS-128% 3pe] <lawlasmt AoEofgie)
FIBS®] qHAlAE uldelA AH8-% CGL A E+E
7Iuko 2 g ool tigk gk414-& PQ-DM-SPR(Post
Qauntum Distinct function Multitarget Second
Resistance)®}  PQ-itsr(Post
Indistinguishability from Target Subset Resistance)ell
3t Aol Sl5-S domH AlAstltt =g,
FIBSel|4] Ad&is sletvle]Eo] A% ehlAde] <l
2. 29]Z 2 (Endomorphism Ring)o] <&zl 7-$-ol 4
A9 5 9l= KLTP ] F(23]0] Aol e+
el

FIBS®| 452 FIBS-1289] 7}171/3707] 2 A9
2719k 71 A4, AW A 2 AF A AdEes
E3) AA =Sl FIBS-1282] 7 el7)/30719] 27]&
747k 32, 64nto]Eoln] ™2 17,0888}0] Eolt}, 7]
A, A AR 2 A A AgAIZES Intel
Core 19-10980XE, Ubuntu 20.04.5 LTS “Fell4 =4
wolon ZF GAMER 121.66s, 2837.04s, 1723752
vpehe

Preimage Quantum

3.4. AlMer OHHM gl SEM

ol

AlMeri= 128-, 192-, 256-H]E9] kA& A3
T AdEE A B (AIMer- 1, AlMer-1II,
AlMer- V)& FAlEe] glr) 7+ QlAa'lAE AIM-1,
AIM-TI, AIM-VE 7|4to & 3t} AlMerd] A
S W 3ol AIM2] multi-target one-waynessoll 7]
et} o] & 98l AIMS] AAIA oA Grober basis
attack[24], XL attack[25] & algebraic cryptanalysis
o gt oA} differential cryptanalysis®} 22 %
A T4 7ol gk M-S AR T,
Grover’s algorithms3} 72 ofz} $H7 0|22 47}
T A5 e S AAEI

AlMer®] As2 NA712707]1 2 Aol =719}
A AR E A AgSer AA A o] (&
151014 gl 5= olet. WA, HA7l/FH71e] =27]
L QlaEls WE 747} (16, 24, 32) HIO)E, (32, 48,
64) vlo|Eolm AAE Awel 27| serlE o] uf
2} 3,840~25,1520}0] Eo|c}.  AlMer®] AldEE+=
AVX2E 3 HA3E Asow AAEHGIeH
128GB w|®2]7} Intel Xeon E5-1650 v3 @ 3.50
GHz Al A= 9lch AlMer- 1 ol A= FefalEof
wet MY A 0.82~29.62ms, MW HF
0.78~29.17msZ YePtord, AlMer-MelME M9
A 1.57~58.70ms, A 7% 1.48~58.10ms, AlMer-
Velrde AW A 2.87~98.49ms, 2.78~98.64ms=
ete}.

¢

ir)

(Z 15) AlMer #H3} 78 45 (AVX2)

Sign | Verify | Size
Instances N T
(ms) | (ms) (B)
16 33 0.82 0.78 | 5904
57 23 1.82 1.77 | 4,800
AlMer- 1
256 17 5.96 590 | 4,176
1,615 13 29.62 | 29.17 | 3,840
16 49 1.57 1.48 | 13,080
64 33 3.86 3.62 | 10,440
AlMer-1II
256 25 10.57 | 1042 | 9,144
1,621 19 58.70 | 58.10 | 8,352
16 65 2.87 218 | 25,152
62 44 6.60 6.54 | 19,904
AlMer-V
256 33 19.21 | 19.19 | 17,088
1,623 25 98.49 | 98.64 | 15,392
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(£ 16) NIST PQC & 7
the| AlMer M5 H|w

| pkl | sk| Sign | Verify
Scheme
(B) (B) (ms) | (ms)
AlMer- I 32 5,904 0.82 0.78
Falcon-512 897 690 0.27 0.04
DIlithium2 1,312 | 2,420 0.10 0.03

SPHINCS'-128s” 32 7856 | 315774 | 0.35
SPHINCS"-128f" 32 17,088 | 16.32 | 0.97
Picnic-L1-full 32 30,925 | 1.16 0.91

Picnic3-11 32 12,463 | 5.83 4.24
Banquet 32 19,776 | 7.09 5.24
Limbo-AES128 32 21520 | 2.70 2.00
Rainier 32 8,544 0.97 0.89
BN++Raing 32 6,432 | 0.83 0.77

* 1 ~SHAKE-simple

w3 AlMerd] Ale2 NIST PQC Az g
a]'?Ea‘(CRYSTALS—Dilithium, Falcon, SPHINCS+)3}
71 G2 F 7 AAME G E]EE(Picnic,

Limbo, Banquet, Rainier, BN++Rain)°ﬂ 3k v s
Fastelon ol [ 16194 BT & Stk 4%
HlaL A3}, 7] NIST PQC AAbA™ xe]s djv]
2719 =717 A A A 2 A2 Swg) wp
€ A%E wilnh =3, 71 A4 S
Avdsh djplaiae Ao =717 Aje) A
Cehtel,

b

wl A=}

LR RS

7}-\]0

.

rlo

MQ-Sign, O}OliﬂM ]H& 435
3 AlMere AAAMY dwe]|Folc). 7 due|EE
& 7 FAERRE B A FA oA e
& Sl SAS dE AR 71E NIST PQC
Standardization®l|A] A= <43 E3le] A w|av)
3ol om 7|E FAAGs tu] 7] Ale]= SW
o} Ad) &= Fwlox] fAE ARE Bola 9t
Ak, A EAQl A 7L FeEofof & o

—_
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