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Abstract

In this paper, an authenticated encryption architecture with improved reliability and security is proposed and
implemented in hardware. The proposed architecture exploits Encrypt-and-MAC based on AES-128 and HMAC for
easy parallelization. It exploits dual modular redundancy to improve reliability. It also exploits channel communication
counter as additional encryption key, so security is improved with minimum additional hardware cost. Hardware
engine of the proposed architecture was designed in FPGA, and it was verified to work correctly on CAN-FD bus.
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Fig. 1. Architecture of the proposed authenticated encryption.
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