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Deep Learning based Dynamic Taint Detection Technique for
Binary Code Vulnerability Detection
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Abstract In recent years, new and variant hacking of binary codes has increased, and the
limitations of techniques for detecting malicious codes in source programs and defending
against attacks are often exposed. Advanced software security vulnerability detection technology
using machine learning and deep learning technology for binary code and defense and
response capabilities against attacks are required. In this paper, we propose a malware
clustering method that groups malware based on the characteristics of the taint information
after entering dynamic taint information by tracing the execution path of binary code. Malware
vulnerability detection was applied to a three-layered Few-shot learning model, and Fl-scores
were calculated for each layer's CPU and GPU. We obtained 97~98% performance in the
learning process and 80~81% detection performance in the test process.
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Fig. 1. Taint Analysis based Malware Clustering
System
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1 int main()

2 £
int veci[6] = {1, 2, 3, 4, 5, 6};
4 int vec2(6] = {5, 4, 3, 2, 1, 0};
5 int sum[6];
6 for (int i = 0; i < 6; i++) {
7 sum[i] = vec1[i] + vec2[il;
8 }
9 ...
10 }

O 2. ofd =23
Fig. 2. Example Program
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1: for each row r do

2 for each hash function /; do

3 Compute h;(r);

4 end for

5 for each column ¢ do

6 if ¢ has 1 in row r then

b for each hash function h; do
8: if h;(r) is smaller than M (7, ¢) then
9: M (i, ¢) := hy(r);
10: end if
11: end for
12: end if
13: end for
14: end for
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Fig. 4. Locality Sensitive Hashing Algorithm
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Table 2. Taint Detection Results using Deep Learning
Model with 3-hidden Layers
E 2. 25 B Ms "ot Ant

Model 1 Hidden layer 2 Hidden layer 3 hidden layer

Hidden Layer DNN 4096 (1ea) DNN 4096 (2¢a) DNN 4096 (3ea)

h/w CPU GPU CPU GPU CPU GPU

Training

time sec 1876.5 10723 22153 1197.5 3007.5 1660.7

rela x1.0 x 1.0 x1.2 x 1.1 16 x15

weighted  train 97% 98 % 98 %

fiZscore test 80 % 81% 81%
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