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Abstract IT infrastructure operation has advanced, and the methods for managing systems have become
widely adopted. Recently, research has focused on improving system management using Syslog. However,
utilizing log data collected through these methods presents challenges, as logs are extracted in various
formats that require expert analysis. This paper proposes a system that utilizes edge computing to
distribute the collection of Syslog data and preprocesses duplicate data before storing it in a central
database. Additionally, the system constructs a data dictionary to classify and count data in real-time,
with restrictions on transmitting registered data to the central database. This approach ensures the
maintenance of predefined patterns in the data dictionary, controls duplicate data and temporal
duplicates, and enables the storage of refined data in the central database, thereby securing fundamental
data for big data analysis. The proposed algorithms and procedures are demonstrated through
simulations and examples. Real syslog data, including extracted examples, is used to accurately extract
necessary information from log data and verify the successful execution of the classification and storage
processes. This system can serve as an efficient solution for collecting and managing log data in edge
environments, offering potential benefits in terms of technology diffusion.
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Table 1. Algorithm for preprocessing and loading process

PROCEDURE preprocessLogsScheduler()
BEGIN
log_counts = EMPTY DICTIONARY;
FOR EACH log_entry IN 'raw_logs' LOOP
log_key
= createLogKey(extractLogDetails(log_entry));
IF log_key NOT IN log_counts THEN
log_countsllog_key] = 0; END IF;
log_countsllog_key] += 1;

END LOOP;

FOR EACH log_key IN log_counts.keys LOOP
INSERT INTO 'preprocessed_logs'
(timestamp, facility, severity, mnemonic,
description, count)

VALUES
(extractLogDetailsFromKey
(log_key).timestamp,
extractLogDetailsFromKey
(log_key).facility,
extractLogDetailsFromKey
(log_key).severity,
extractLogDetailsFromKey
(log_key).mnemonic,
extractLogDetailsFromKey
(log_key).description,
log_counts[log_keyl);

END LOOP;

DELETE FROM 'raw_logs' WHERE timestamp
{ CURRENT_TIMESTAMP - INTERVAL 1 MINUTE;
END;
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Table 2. An anti-duplication algorithm to limit
duplicate transmissions

CREATE PROCEDURE mainprocessLogs() AS
BEGIN
FOR log IN preprocessed_table_name LOOP
IF (3% &<l) THEN INSERT INTO
main_table_name (log):
ELSE INSERT INTO information_table_name
(facility, mnemonic, description); INSERT INTO
main_table_name (log);
END IF;
END LOOP;
DELETE FROM preprocessed_table_name
WHERE timestamp { one_minute_ago;
CLEAR preprocessed_table_name;
SCHEDULE EVERY 1 MINUTE;
END;
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Table 3. Verification of pre—treatment and loading
process

@ timestamp A%

- raw_logs Table

Mar 1 18:46:11: %SYS-5-CONFIG_I: Configured from console

by vty2

Mar 1 18:46:13: %SYS-5-CONFIG_I: Configured from console

by vty2

Mar 1 18:46:14: %SYS-5-CONFIG_I: Configured from console

by vty2

- preprocessed_logs Table

timestamp: Mar 1 18:46:11, facility: %SYS, Severity: 5,

mnemonic: CONFIG_I, description: Configured from console

by vty2, count: 1

timestamp: Mar 1 18:46:13, facility: %SYS, Severity: 5,

mnemonic: CONFIG_I, description: Configured from console

by vty2, count: 1

timestamp: Mar 1 18:46:14, facility: %SYS, Severity: 5,

mnemonic: CONFIG_I, description: Configured from console

by vty2, count: 1

@ facility &

- raw_logs Table

Mar 1 18:46:11: %SYS-5-CONFIG_I: Configured from console

by vty2

Mar 1 18:46:11: %SYR-5-CONFIG_I: Configured from console

by vty2

Mar 1 18:46:11: %SYV-5-CONFIG_I: Configured from console

by vty2

- preprocessed_logs Table

facility: Mar 1 18:46:11, facility: %SYS, Severity: 5, mnemonic:

CONFIG_I, description: Configured from console by vty2,

count: 1

facility: Mar 1 18:46:11, facility: %SYR, Severity: 5, mnemonic:

CONFIG_I, description: Configured from console by vty2,

count: 1

facility: Mar 1 18:46:11, facility: %SYV, Severity: 5, mnemonic:

CONFIG_I, description: Configured from console by vty2,

count: 1

® severity #%

- raw_logs Table

Mar 1 18:46:11: %SYS-5-CONFIG_I: Configured from console

by vty2

Mar 1 18:46:11: %SYR-2-CONFIG_I: Configured from console

by vty2

Mar 1 18:46:11: %SYV-3-CONFIG_I: Configured from console

by vty2

- preprocessed_logs Table

severity: Mar 1 18:46:11, facility: %SYS, Severity: 5, mnemonic:

CONFIG_I, description: Configured from console by vty2,

count: 1

severity: Mar 1 18:46:13, facility: %SYS, Severity: 2, mnemonic:

CONFIG_I, description: Configured from console by vty2,

count: 1

severity: Mar 1 18:46:14, facility: %SYS, Severity: 3, mnemonic:

CONFIG_I, description: Configured from console by vty2,

count: 1

@ mnemonic A%

- raw_logs Table

Mar 1 18:46:11: %SYS-5-CONFIG_I: Configured from console

by vty2

Mar 1 18:46:11: %SYR-5-CONFID_I: Configured from console

by vty2

Mar 1 18:46:11: %SYV-5-CONFIV_I: Configured from console

by vty2

- preprocessed_logs Table

mnemonic: Mar 1 18:46:11, facility: %SYS, Severity: 5,

mnemonic: CONFIG_I, description: Configured from console

by vty2, count: 1
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mnemonic: Mar 1 18:46:11, facility: %SYR, Severity: 5,
mnemonic: CONFIG_D, description: Configured from console
by vty2, count: 1

mnemonic: Mar 1 18:46:11, facility: %SYV, Severity: 5,
mnemonic: CONFIG_V, description: Configured from console
by vty2, count: 1

% description #%

- raw_logs Table

Mar 1 18:46:11: %SYS-5-CONFIG_I: Configured from console
by vty2

Mar 1 18:46:11: %SYR-5-CONFIG_I: Configured from console
by vty3

Mar 1 18:46:11: %SYV-5-CONFIG_I: Configured from console
by vty4

- preprocessed_logs Table

description: Mar 1 18:46:11, facility: %SYS, Severity: 5,
mnemonic: CONFIG_I, description: Configured from console
by vty2, count: 1

description: Mar 1 18:46:11, facility: %SYS, Severity: 5,
mnemonic: CONFIG_I, description: Configured from console
by vty3, count: 1

description: Mar 1 18:46:11, facility: %SYS, Severity: 5,
mnemonic: CONFIG_I, description: Configured from console
by vty4, count: 1
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B 4. 55 M52 Nstel=
Table 4. Result of anti—duplication verification to limit
redundant transmission

E=4X 43 24

- main_logs Table

Feb 8 04:00:48: %SEC-6-IPACCESSLOGRP: list 177 denied
igmp 198.51.100.197 -) 224.0.0.22, 1 packet (Count: 9)

Feb 9 04:00:48: %SEC-6-IPACCESSLOGSP: list
INBOUND-ON-F11 denied igmp 198.51.100.2 -» 224.0.0.2 (20),
1 packet (Count: 11)

Feb 10 04:00:48: %SEC-6-IPACCESSLOGNP: list 171 denied O
198.51.100.1 -) 255.255.255.255, 1 packet (Count: 12)

May 3 19:11:33: %IPV6-6-ACCESSLOGP: list
ACL-IPv6-E0/0-IN/10 permitted tcp 2001:DB8::3(1027) -»
2001:DB8:1000::1(22), 9 packets (Count: 8)

Jun 20 02:41:40: %SEC-6-IPACCESSLOGP: list 177 denied udp
198.51.100.195(55250) -» 198.51.100.255(15600), 1 packet
(Count: 50)

Jun 20 02:41:45: %SEC-6-IPACCESSLOGDP: list 151 denied
icmp 198.51.100.1 -» 198.51.100.2 (3/4), 1 packet (Count: 4)
Jun 20 02:41:56: %SEC-6-IPACCESSLOGP: list 150 denied tcp
198.51.100.12(59825) -> 172.217.10.46(80), 1 packet (Count:
16)

Jun 20 02:42:28: %SEC-6-IPACCESSLOGRL: access-list logging
rate-limited or missed 18 packets (Count: 17)
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