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Study on Dimension Reduction algorithm for unsupervised
clustering of the DMR’s RF-fingerprinting features
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Abstract The clustering technique using RF fingerprint extracts the characteristic signature of the
transmitters which are embedded in the transmission waveforms. The output of the RF-Fingerprint
feature extraction algorithm for clustering identical DMR(Digital Mobile Radios) is a high-dimensional
feature, typically consisting of 512 or more dimensions. While such high-dimensional features may be
effective for the classifiers, they are not suitable to be used as inputs for the clustering algorithms.
Therefore, this paper proposes a dimension reduction algorithm that effectively reduces the
dimensionality of the multidimensional RF-Fingerprint features while maintaining the fingerprinting
characteristics of the DMRs. Additionally, it proposes a clustering algorithm that can effectively cluster
the reduced dimensions. The proposed clustering algorithm reduces the multi-dimensional
RF-Fingerprint features using t-SNE, based on KL Divergence, and performs clustering using Density
Peaks Clustering (DPC). The performance analysis of the DMR clustering algorithm uses a dataset of 3000
samples collected from 10 Motorola XiR and 10 Wintech N-Series DMRs. The results of the
RF-Fingerprinting-based clustering algorithm showed the formation of 20 clusters, and all performance
metrics including Homogeneity, Completeness, and V-measure, demonstrated a performance of 99.4%.
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