The Journal of The Institute of Internet, Broadcasting and Communication (IIBC)
Vol. 23, No. 3, pp.19-26, Jun. 30, 2023. pISSN 2289-0238, elSSN 2289-0246

https://doi.org/10.7236/J1IBC.2023.23.3.19
JIIBC 2023-3-3

stolnl AAQ FeHeco] A Auns °
gnns BeAA 9% FA9E 47

A Study on ISMS-P Controls for Hyper Scale Cloud
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Abstract Critical information infrastructure designations for cloud service providers continue to spread
around the world as energy, financial services, health, telecommunications, and transportation sectors
move to the cloud. In addition, in the case of Ukraine, the removal of restrictions on the use of cloud
for national critical facilities and the rapid transition of critical data to the cloud enabled the country
to effectively respond to cyberattacks targeting Russian infrastructure. In Korea, the ISMS-P is operated
to implement a systematic and comprehensive information protection management system and to
improve the level of information protection and personal information protection management in
organizations. Control items considering the cloud environment have been modified and added to the
audit of companies. However, due to the different technical levels of clouds between domestic and
global, it is not easy to obtain information on the findings of cloud providers such as Microsoft for the
training of domestic certification auditors on hyperscale scale. Therefore, this paper analyzes findings
in hyperscale clouds and suggests ways to improve cloud-specific control items by considering the
compatibility of hyperscale environments with ISO/IEC 27001 and SOC(System and Organization Control)
security international standards.
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