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ABSTRACT

Today, in the era of the 4th industrial revolution based on the paradigm of hyper-connectivity, super-intelligence, and super-
convergence, the remote work environment is becoming central based on technologies such as mobile, cloud, and big data. This remote
work environment has been accelerated by the demand for non-face-to-face due to COVID-19. Since the remote work environment can
perform various tasks by accessing services and resources anytime and anywhere, it has increased work efficiency, but has caused a
problem of incapacitating the traditional boundary-based network security model by making the internal and external boundaries
ambiguous. In this paper, we propse a method to improve the limitations of the traditional boundary-oriented security strategy by building
a security model centered on core components and their relationships based on the zero trust idea that all actions that occur in the
network beyond the concept of the boundary are not trusted.

Keywords : 4th Industrial Revolution, Remote Work Environment, Security Strategies, Zero Trust
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Fig. 4. Conceptual Diagram of Maturity Level Measurement of Zero Trust Security Model

Table 1. An Example of Measuring the Maturity of Zero Trust Security Model

Aspect Evaluation Factor

Evaluation standard Phase

Automated elements

Total evaluation Index of Automation

Technical Elements (Ae) ™
Aspect Non-Automated elements Total evaluation Index of (1~3)
Non-Automation Elements (NAe)
N/A 1
Policy or . .
Administrative Aspect Deployment or Partial Establishment 2

Risk Management Level

Overall Establishment & Continuous

Improvement Management
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Table 2. Control Items for Configuring a Zero Trust Security Model

Field

Control Item

Main Content

1. Identification

1.1 Subject

Identification of all individuals and
corporate-owned entities that have access
to the resource

1.2 Resource

Identification of all objects (data, services,
etc.) accessible by the access subject

2. Network Security

2.1 Communication
Restriction

Continuous behavior evaluation and
encryption transmission management based
on the non-reliability principle for the
subject of communication

3. Access Control

3.1 Access Control

Access permission management through
situational and behavioral analysis

3.2 Access Unit

Minimum access/validity management

4. Access Authorization

4.1 Access Range

Minimal movement path and continuous
approach detection management

5. Monitoring

5.1 Security settings

Flow and security settings of subjects and
resources, contextual situation monitoring

6. Dynamic
Authentication/Authorization

6.1 Recertification &
Reauthorization

Establishment and management of standards
for re-authentication and re-authorization
through continuous evaluation of access
permission

7. Log Management

7.1 Collection scope

Identification and management of log scope
that can be collected, such as structured
and unstructured data

7.2 Association analysis

Perform correlation analysis of collected
logs Manage environment configuration

Table 3. Control Items to Improve the Zero Trust Security Model

Field

Control Item

Main Content

8. Maturity Management

8.1 Technical Aspects

Automatic/manual area identification and operation
degree of data area and control area

8.2 Administrative Aspect

Zero trust security model goal and policy
establishment, infrastructure deployment review, risk
management performance management

9. Deployment Strategy

9.1 Adequacy analysis of
distribution and deployment
structure

Continuous behavior evaluation and encryption
transmission management based on the
non-reliability principle for the subject of
communication

10. Risk Management

3.1 Risk in the Operating
Environment

Risk management based on various scenarios that
may occur in operating procedures

3.2 Risk of setting configuration
values

Risk management that may occur due to problems
with the settings of zero trust components
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