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Post-Quantum Security Strength Evaluation through Implementation
of Quantum Circuit for SIMECK
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ABSTRACT

Block cipher is not expected to be safe for quantum computer, as Grover's algorithm reduces the security strength by accelerating
brute-force attacks on symmetric key ciphers. So it is necessary to check the post-quantum security strength by implementing quantum
circuit for the target cipher. In this paper, we propose the optimal quantum circuit implementation result designed as a technique to
minimize the use of quantum resources (qubits, quantum gates) for SIMECK lightweight cryptography, and explain the operation of each
quantum circuit. The implemented SIMECK quantum circuit is used to check the estimation result of quantum resources and calculate
the Grover attack cost. Finally, the post-quantum strength of SIMECK lightweight cryptography is evaluated. As a result of post-quantum
security strength evaluation, all SIMECK family cipher failed to reach NIST security strength. Therefore, it is expected that the safety
of SIMECK cipher is unclear when large-scale quantum computers appear. About this, it is judged that it would be appropriate to increase
the block size, the number of rounds, and the key length to increase the security strength.
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Algorithm 1. SIMECK quantum circuit for round
function

Input : [, .
Output : [,, ., k,

1 : for i in range(length(r,)):

2 7, — Toffoli(l,[i], 1, [(i > 11)mod n], r.[i])
3: 7, < CNOT(,[(i>15)mod n], r[i])

4 : for i in range(length(r,)):

5: 1.+~ CNOT(k,[i], r [i])

6 : Swap(l,, 7,)

Algorithm 1. SIMECK Quantum Circuit for Round Function

Algorithm 2. SIMECK quantum circuit for key
schedule

Input : key,, key,, key,, keys;, constant
Output : key,, key,, key,, key,

1 : for i in range(length(key,)) :

2 ¢ r, « Toffoli(key,, key, [(i > 11)mod n],
key, [Z])

3 : 1, — CNOT(key, [(i > 15)mod n], key,li])

4 : if constantli] ==
5: X (keyo)

6 : Swap(key,, key,)
7 . Swap(key,, key,)
8 : Swap(key,, keys)

Algorithm 2. SIMECK Quantum Circuit for Key Schedule
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Table 1. Quantum Resource Estimation Results for SIMECK Quantum Circuit

Quantum resources
Algorithm
X CNOT Toffoli Depth
SIMECK 32/64 434 1,520 1,008 193
SIMECK 48/96 770 2,568 1,704 325
SIMECK 64/128 1,290 4,192 2,784 355
Table 2. Quantum Resource Estimation Results for SIMON Quantum Circuit[7]
Quantum resources
Algorithm
X CNOT Toffoli Depth
SIMON 32/64 448 2,816 512 946
SIMON 48/96 768 4,800 864 1,597
SIMON 64/128 1,216 7,396 1,408 2,643
Table 3. Quantum Resources Required for Grover Attack on SIMECK
Quantum resources
Algorithm
X CNOT Toffoli Depth
SIMECK 32/64 1.7 x 24 1.48 x 243 1.97 x 2*2 1.51 x 2%
SIMECK 48/96 1.5 2% 1.25 % 2% 1.66 x 2% 1.27 x 2%
SIMECK 64/128 1.6x27 1.02x 27 1.36 %27 1.39 <27
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Level 1

Block ciphers using 128-bit key (e.g. AES 128) require
computational resources that are greater than or
comparable to those required for key search.

Level 3

Block ciphers using 256-bit key (e.g. AES 256) require
computational resources that are greater than or
comparable to those required for key search.

Level 5

Block ciphers using 512-bit key (e.g. AES 512) require
computational resources that are greater than or
comparable to those required for key search.

Fig. 5. Security Strength Evaluation Criteria Presented by NIST[11]
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Table 4. Quantum Resources Required for Grover Attack on SIMECK (low level)

Algorithm Quantum resources
T Clifford
SIMECK 32/64 1.72x 2% 1.35x 210
SIMECK 48/96 1.45 x 262 1.14 x 263
SIMECK 64/128 1.19x 2" 1.89 x 2™

Table 5. Post—-quantum Security Strength for SIMECK

Quantum resources
Algorithm Total Total Quca(r;;?m Level
gates Depth
SIMECK 32/64 1.11 x2%7 1.51 x 2%0 1.68 x 287 Not achieved
SIMECK 48/96 1.87 x 293 1.27 x 2°7 1.19 x 2121 Not achieved
SIMECK 64/128 1.54 x 280 1.39 x 273 1.07 x 2104 Not achieved
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